B nanHoi#t rmaBe Mbl 00CyMM ¢ Bamu aHanmu3 CXOHOTO KoJia BeO-NIPUIIOKEHNH Ha HATMYKE B HEM OIMMMOOK CBSI3aHHBIX
¢ HapylIeHneM 0e3omacHoCTH. Takol MOMCK YA3BUMOCTEH CHIIBHO OTJIMYAETCs OT aHANIK3a caifTa uepes Opaysep, HO U HailTu
TaKUM CIIOCOOOM MOXKHO HAMHOTO 0OJIbIIIe ysA3BUMOCTEl. TeM 0osee 4acTo BCTPEUaroTCsl CHIIBHO 3aITyTaHHbBIE YA3BUMOCTH U
HauMHAET Ka3aThCs YTO BPOJE OBl yA3BUMOCTH €CTh, a Bpoe Obl €€ 1 HeT. Torzna ocTaérest TOIBKO OJJHO — JIE3Th B KOJ M NCKATh
OTBET TaM.

MBpI paccMOTPHM HECKOJIBKO YS3BUMOCTEH M HAITUILIEM JJISI HUX SKCIUIOWTBHI. Y SI3BUMOCTH 51 CTApaJICs 110100paTh He
0OBIYHBIE, @ PE/IKUE WIH IIPOCTO MHTEepecHbIe. Ho /i Hayana oOcy M To ¢ 4eM Bbl MokeTe CTONKHYTBCS TIPH aHAJIM3a KoJa.

Bomnepsbix eciu Bbl perimy aHanu3upoBars J1t000i ko Bam HyxHO 3anactuck TeprieHueM. Jleno 3To oueHb
W3HYPHUTEIBHOE U CHIIBHO BhIMaThIBatomiee. 110 cBoeMy ONbITy MOTY CKa3aTh YTO WHOT/IA IPUXOAUTCS M0 2-3 THS CUOCTh U
KOIaThCs B Kozie 0e3 Kakux-110o pe3yabTaToB. VIHOrja MOXKET MonaaaThCs KO MPOCTO MII0X0 YUTAEMbIi WM O4eHb "KOpsBO"
HanucaHHbIM. B nocnenneM ciydae Jiydiie cpa3dy OTKa3aThbCsl OT aHAJIM3a TaKOTO NPUJIOKEHUS €ClIM KOHEUHO Y Bac HeT kakoil-To
ocoboit menmn. Ho co BpeMeHeM Ko BceM 3TUM 00CTOSTEIhCTBaM (KpOMe TOCIETHET0) M HeyA00CTBaM MOXHO IPUBBIKHYTE. K
TOMY € aHaJIN3 KoJja OYeHb XOPOIINI NCTOUYHHK H/IEH, OITbITa N KaKUX-TH00 HHTEPECHBIX TPHEMOB POTPAaMMHUPOBAHUSL.

Ecnu paccyxaars riio0aibHO TO €CTh ABa OCHOBHBIX METO/A aHAJIN3a KOAA — IPOCTOH MOUCK YSI3BHUMBIX MECT I10 KaKOMY-
100 1a0IOHy M JIOTHYECKHUH MOMCK ysi3BuMocTeil. [IepBblit BapuaHT 04eHb II0XO0H, HO OOJILIIMHCTBO HOBUYKOB HMEHHO C HETO
n HaunHaoT. CyTh JaHHOTO METOJ1a CBOJUTCS K 00bIYHOMY noucky SQL-3ampocoB, ¢pyHKIMA noakiroueHni ¢aitiioB n GyHkumit
BoinonHeHust PHP-kona. [1pu oOHapyxeHHH TaKOTO KOJIa YeJIOBEK MPOCTO MBITAETCSI HANTH CIIOCOO BCTABKH CBOUX JIAHHBIX,
Hanpumep, B SQL-koz o6HapyxeHHOT0 3ampoca. I'pybo roBopst BeCh IOUCK YS3BUMOCTEH 3TUM METOJIOM CBOIMUTCS K TIOUCKY
CTPOK MOXO0KHX Ha JTH:

include($_GET]['..."]);
$sql = "SELECT .... FROM ... WHERE id=".$_GET]['id'];
eval(......$§ POST['theme'].....);

To ecTh pu TaKOM METOJIE aHAIM3a MO3T OTKITIOYAETCS €CIIH HE TMOJIHOCTHIO, TO MPOIeHTOB Ha 90 TouHo. BeI pocTo uiure
TOIO3PUTEIbLHBIC MECTA JaKe He BHUKAs B caMy paboty koaa. Eciu Bel TakuM MeTOI0M HaiiiéTe KaKy-TO ySI3BUMOCTb TO B
GonpIMHCTBE ciTydacB Bbl 0ueHbP MHOTO BpEMEHH 3aTpaTHTE Ha HAXOXKAEHHE criocola eé skcruryaTanuu. Ho 3ToT BapuaHT MMeeT
U cBOH ILTIOCHL. Hampumep, ero Mo>KHO HCIOJIB30BaTh ISl OBICTPOrO aHAJIN3a HA CaMble OUYEBHIHbIEC YI3BUMOCTH.

Jlorn4eckuii MeTo]] aHaM3a KOJIa HAMHOTO CIIOXHEe (CIIOKHOCTh 3aBUCHT OT Bammx 3HaHmit), HO B pa3bl a3 eKTUBHEE.
Ero cyTb 3akirouaercst B TOM 4TO OBl IOHATH BHYTPEHHEE YCTPOMCTBO aHAIM3NPYEMOT0 KOJla M pa3o0parh ero IoJHOCTEI0. BoT
KaK pa3 Py TaKOM BapHaHTE U MOKHO y3HATh IS ce0st MHOro HOBoro. Ho eciu Au1st mpocToro moucka ysi3BUMbIX MECT HY)KHaA B
OCHOBHOM BHHMMATEJIbHOCTD, TO JUIs JIOTHYECKOT0 MOKCKa ySI3BUMOCTEH Bech ynop nenaercs Ha 3HaHus PHP. Bo3MoskHo uTo B
TIepBOE BpeMsI TIPY TAKOM aHAIIU3€ MPHUIETCS OOJIOKHUTCS KHUTAMH U cripaBouHnKamu 1o PHP u neTanbHO n3ydaTh Kaxaplit
MOJIO3PUTEIBHBIN KyCOK KOJIa MM Hen3BecTHYI0 Bam ¢yHkiuro. Kak npuMep ys3BUMOCTH HaiiIeHHOW METOJJOM JIOTHYECKOTO
aHaJlN3a MOXKHO PaCCMOTPEThH OIMMMOKY IPOBEPKU BXOMAIINX MAaHHBIX B ABmkKe WCSP xotopyro oOHapyxmiia Hama komaHaa. Bor
YSI3BUMBIN KOZA:

if (is_array($_POST) && strstr($_SERVER['PHP_SELF'],'admin.php")) {
// 3nech koa, kKoTophlii puasTpyer $_POST nns axMuHHCTpaTOpa

}
elseif (is_array($_POST)) {
/l 3nech ko, kotophlii puiabTpyeT $_POST nu1s1 Beex
}
elseif (is_array($_COOKIE)) {
// 3pech ko koTopsli puabsTpyer $_COOKIE

}

B uém xe cyTb ya3sumoctu? JlaBaiite pa3depém Ko 110 MOpsIIKY, CO CTOPOHBI OOBIMHOTO TOJIB30BATENILCKOTO 00paIeH st K
caiity. [TepBoe ycioBue cpaboTaeTt TOJILKO TOTja KOTIa CKPHIIT, K KOTOpoMy oOpatnatorcst uMeet uMs "admin.php". Tak kak mMbl
JEHCTBYEM CO CTOPOHBI OOBIYHOT'O HOJIB30BATEIIS TO 3TO YCIOBHE MOXHO OTCEYb, OCTAIOTCS eIlé Ba:

elseif (is_array($_POST)) {
// 3nech ko, kotopblii puiabTpyer $_POST 1u1s1 Beex
}
elseif (is_array($_COOKIE)) {
// a 31ech Tuna puabTpyer § COOKIE =)

}

W BOT TYT KaK pa3 ¥ ©UMEETCs yA3BUMOCTb. JJaHHBIH KOJ] 3aKOHYHT CBOIO pabOTy MIMEHHO Ha BTOPOM YCJIOBHH MOTOMY YTO TIPH
nmo0oM credeHnn obcrositenbctB MaccuB § POST Bcerna Oyner MacCcHBOM, Jaxe eciid HeT HUKaKoW HH(OpMAIK TepeIaHHON
POST-meronom. CienoBaternbHo 1o ¢ribTpanun maccuBa § COOKIE neno BooOe HuKoraa He 10#aét. [loatoMy cTaHOBSTCS
B0o3MOkHBI SQL-unbexnun uepes aanusle nepenannsie B COOKIES n npounie ya3BUMOCTH Ul DKCILTyaTallMd KOTOPBIX HY>KHO
MIOJTHOE OTCYTCTBHE UX (GUAbTparu. UTo OBl yOemuTcest B 3TOM MONMPoOyHTe 3alyCTUTh y ce0sl BOT TaKOH KOJ:

if (is_array($_POST)) {
print " Tomau 1o \$ POST";



}
elseif (is_array($_COOKIE)) {
print " Touum no \$ COOKIE";

[Mocne ero BeimoiHeHUs Bel yBuauTe TONbKO 0AHY Haamuch — "Houumn 1o § POST". £ comHeBarOCh 4TO MOJOOHYIO yA3BUMOCTb
MOXHO HalTH ITpocTo Oeryio mpocMarpuBast Koa. Tem Oosee JOrn4ecKuii aHannu3 Koja HAMHOTO HHTEpECHEe.

B xone obcyxnenns ysizsumocreit Bam nmonano0sTcs UCX0oaHbIE KOJBI yA3BUMBIX Bepcuii CMS. Mx Bel Mokere B3STH Ha
nucke B nanke /CMS/.



