Tenepb paccMOTPUM BTOPYIO YSI3BUMOCTB. DTO Toxke SQL-unbeknus. O6HapyxeHa oHa Oblia B MOAysie Members B
CKPHIITE BOCCTAHOBJICHHS 3a0bIThIX maposieid. Haxoaurcs on B manke "modules/Members/" u Ha3siBaeTcs "send_pass.php". C
MOMOIIBIO YSI3BUMOCTH, O KOTOPOW MBI ceifuac OyaeM roBOpUTh, MOXKHO CMEHHUTH IapoJib y F060ro akkayHTa. Ho omiiiune ot
NEePBOi YS3BUMOCTH 3/1€Ch B TOM 4TO TOT/Ia MBI MEHSUIU [TapOJIb HA IPOU3BOJIBHBIMH, a ceifuac MbI OyJeM MEHSATh Hapoilb Ha
CITy4alHBbIN.

JIJIs HammX 3KCIIEPIMEHTOB 3apETUCTPUPYHTE 2 akKayHTa: akkayHT Warrior ¢ email oM wwwwwww (@yandex.ru u
akkayHT Via ¢ email oM via@rambler.ru (JaHHBII aKKayHT Oy/I€T UTpaTh pojb LelH). PerncTpupyiiTe akkayHThl IMEHHO C 3TUMH
MIOYTOBBIMH aJJpECaMu, HIDKE 51 OOBSICHIO IS 4eTro 3TO HykHO. CHavasa 1o ipoOHO pacCMOTPUM BCe JISHCTBHSI CKPUIITAa KOTOPBIH
OTBEYaeT 332 BOCCTAHOBIICHHE MapOJIsl.

Yro OB BOCCTAHOBUTH 3a0BIThIN HAPOJIh CKPHUIIT MPEJIaracT BBECTH MO0 JtoruH jubo email. Kak Tonbko Ber Haxxumaere
KHOTIKY “HarmomHnTS” yripaBienue nepenaéres ckpunty send pass.php . Uto xe on nemaer? Bot nHTEpecyromue Hac KycKH Koaa
(ctpok 20-31):

Susername = trim(strip_tags($_POST['username']));
Suser_email = trim(strip_tags($_POST['user_email']));

if((Susername !="") AND (Suser_email == "")) {
Swhere_dat = "username = 'Susername'";
} else if((Susername == """) AND (Suser_email !="")) {

where_dat = "user_email = 'Suser_email'";
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} else if((Susername !="") AND ($user_email !="")) {

$where_dat = "username = 'Susername’ AND user_email = 'Suser_email'";

} else if((Susername == """") AND (Suser_email == "")) {
header("" Location: index.php?go=Members&in=lost_pass');
exit;

}

31ech MPOMCXOAUT Cleyrollee: cHayana B nepeMeHHble $username u $user email 3aHocATCS TaHHBIE KOTOPBIE BBEN
M0JTb30BATENb Ha CTPAHMYKE BOCCTAHOBICHHUS Mapoiisi. OUIBTPAINH 31€Ch MPAKTUUECKH HUKAKOH Tak Kak (QyHKIus trim()
yOHupaeT ¢ HavaJla ¥ C KOHIIA CTPOKH IPOOEIbl M HEKOTOPHIE CIIEI-CHMBOJIBI, a PyHKIHA strip_tags() yaanser Tonbko html/php-
Toru. Ecnu Bl ykazanu umst onp3oBarens u e-mail To B mepemenHyro $where dat 3aHOCHTCS TEKCT

username="BBeJEHHOE nMs_nonb3oBaresss’ AND user email="BBenénublii_email’

Ecnu sxe BBeEH TOJIBKO JIOTHH TO B epeMenHyto $where dat 3aHocuTcst

username="BBEIEHHOE HMMs_II0JIb30BaTeINs

Eciu BBECTH TOJIBKO email TO MPOUCXOANT MOYTH TO JKE CAMO€E TOJIBKO IO OTHOIIEHHIO K email'y — B mepemennyro $where dat
3aHOCHTCS TEKCT “user_email="BBenéHHBIN_email’”. Cpasy BHIHO 4TO (popMupyeTcss KOHCTPYKIHS ycmoswid st SQL-3ampoca.
CaM ke 3TOT 3arpoc HaXOOUTCS B CTPOKe 32:

$sql = "SELECT * FROM ".$conf['member_prefix']."_members WHERE $where_dat";

OTOT 3arpoc BO3BPATUT BCe JITaHHBIE O MOJIb30BaTele KOToporo Bel ykazamu. CHayama MOXET ITOKa3aThCsl YTO MOXHO BBIBECTH
KaKy0-1100 HH(GOPMAIHIO TIPH CylenranbHo chopMupoBaHHOM e-mail’e (Hanpumep nobaButhk koHCTpyKHio UNION) Ho 3TO HE
Tax. /lejo B TOM YTO JJaHHBIE KOTOpbIe Bbl BBENMM NayT Aanplie ¥ BCTPauBalOTCS B CIEIYIOMIN 3arpoc. A OH YK€ U3MEHSET
TabnIuITy Tonb3oBaTeneil. Eciu B mepBoM MM BTOPOM 3aIipocax MPOU30HAET OIMOKa TO CKPUIT MPEKpaTUT padboTy U Bel HUuero
HE yBUIUTE.

PaccmoTrpum Bcé mo mopsiaky. [locine BeITOMHEHHs IEpBOro 3arpoca B nepeMennyo "$to" 3anocurces email u3
MOJTY4EHHOTO Pe3ybTaTa:
$to = Srow['user_email'];

U nanee uaét eme onuH 3ampoc, 63 KOTOporo BoccTaHoBIIeHHE He mpoiaét. Ctpoka 43:

$db->sql_query("UPDATE ".Sconf['member_prefix']." members SET user_actkey='$check _num’,
user_newpasswd='$Snew_code_password' WHERE $where_dat");

BoT 31ech ¥ HaXOMTCS TIIABHAS 3aTBO3IKa — BO BTOPOH 3aIpOC TOKE BCTABIETCSI COAEPKUMOE TiepeMeHHoi $where dat.
[Moxyuaercst 4TO MbI JOJKHBI CPOPMHUPOBATh TaKHE JIaHHBIE KOTOPBIE ObI MOJIOILIN K IIEPBOMY 3aIIpOCY U BbLAAIN Obl HY)KHBIN
pe3ysIbTaT, K TOMY 7K€ 3TH JaHHBIC JOJDKHBI HOPMaJIBHO 00paboTaThCst M BO BTOPOM 3arpoce. To ecTs HaM mpuAETCs mo1o0paTh
Takue naHHbIe KoTophie 061 cBoOoMHO Mori Haxoautbes M B SELECT u B UPDATE-3anpocax, a caenaTs 3To HHOTIA KpaifHe
CJIOKHO.

Wném nansine. Bo Bropom 3ampoce nepemennsle $check num u $new code password reHepupyroTcst poOU3BOIEHO H
HE3aBHCHMO OT Hac. 3/1eCh B TaOJIHIly MTOJIb30BaTENEl BCTABISETCS KIIF0Y aKTHBAIIMK HOBOTO MapoJIsi M caM HOBBIN mapoub. To
€CTb TI0JIb30BAaTEIIb, PEXIE YEM HCIIO0JIb30BATh HOBBIHM MapoJib, IOJDKEH €ro akTHBUpoBaTh. [loaydaercs, YTo eciii MpoBaJIMTCS
3TOT 3alpOoC TO HUYETo He cpaboTaeT, 1 napoib He cMeHUTes. JInbo He mpuAET nuchbMo, TMbO He moMeHsieTcst napoib. Ho nasaiite
B3IJISIHEM Ha 00a 3ampoca B TOi CUTyaIliH, KOTa Mbl BBEAEM TOJIBKO email, Harnpumep via@rambler.ru:

SELECT * FROM sn_members WHERE user_email="via@rambler.ru’

UPDATE sn_members SET user_actkey="0', user_newpasswd='0' WHERE user_email="via@rambler.ru’

Bpone 61 HH4ero ocobenHoro. Ho xak s y»ke TOBOPHII — C TOMOIIBIO CIEIHAIBHO C(HOPMUPOBAHHOTO 3aIIPOCca MOKHO CMEHHUTh
1apoJIb XKEPTBBI Ha IPON3BOJILHBIA. A J)K€pTBa y HAC — 3TO akKayHT Via. Kak ke sKCIuryaTHpoBaTh JaHHYIO YS3BUMOCTH?
DKCIUTyaTHPYETCsl OHa CJISAYIONIMM 00pa3oM: JlaBaidTe MpeACTaBUM YTO 32 MeCTO email’a MbI BBE/IEM CIIEAYIONIMHA TEKCT:
wwwwwww(@yandex.ru” OR username="Via’/*

Kox 3anpocoB cranet cieayronuit (Ko mocie 3Haka KOMMEHTapus yKe yopaH):

SELECT * FROM sn_members WHERE user_email=" wwwwwww@yandex.ru’ OR username="Via’/*
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OroT 3anpoc BelgacT 2 email'a — nepBbIil OT akkayHTa e email wwwwwww(@yandex.ru, a BTOpoi OT akKayHTa, Y KOTOPOTo UM
noJip3oBares - Via.

BarisHeMm Ha BTOpOI 3ampoc:

UPDATE sn_members SET user_actkey='0', user_newpasswd='0' WHERE user_email=" wwwwwww@yandex.ru’ OR
username="Via’/*

DTOT 3arpoc yCTaHOBUT HOBBIM MapoJIb M KIIFOY aKTUBAIMH Cpa3y Ha 2 aKKayHTa — aKKayHT ¢ email’ oM wwwwwww@yandex.ru u
aKKayHT ¢ MIMEHeM Iosp3oBaTens Via. [lomydyaercst 4To mociie BBIIOIHEHUS JaHHOTO 3arpoca y 000X akKayHTOB OyzmeT
OJIMHAKOBBII MapOJIb M OJTMHAKOBBIN KJIFOU aKTUBALMK. A Terepb 51 00BACHIO 3aueM y akkayHTa Warrior Takoit cTpaHHbId email.
[Tpu nmepBoM 3ampoce MUCbMO OTHPABUTCS KIMEHHO Ha TOT email KoTopblid OyaeT nepBbIM B pe3yibTaTe 3anpoca. A Ternepb
3aiiaure B MySQL U BBIIOTHHTE CIIeIyIONIHii 3ampoc:

SELECT user_email FROM sn_members WHERE user_email="'wwwwwww@yandex.ru' OR username='Via';

Bbl 70KHBI YBUAETH CAEAYIOLUINI pe3yIbTar:

S (S +
| user_email |
S +

| wwwwwww@yandex.ru |
| via@rambler.ru |

2 rows in set (0.00 sec)

Kak Buamre — email aTakyromero BBIIIEN IEPBBIM, IIOTOMY YTO IT0 alI(aBUTy OH CTOWT HIKe 4eM email skepTBhl. Ecin sxe email
aTaKyIoMero OyAeT BHIIIE 10 aX(aBUTy TO MACHMO OTIPABUTCA Ha email xepTBHI, a maposn Bc€ paBHO cMeHATCs. Wtak. laBaiiTe
3aii1I€M Ha CTPAHWYKY BOCCTAHOBJICHHS MapoJisi ¥ BBEAEM B nosie email Teker wwwwwww(@yandex.ru’ OR username="Via’/*
BeI 10KHBI OBUTH YBUAETH COOOLICHHE O TOM YTO Ha email BBICIaHbl HHCTPYKLUH 11 cMeHbI Tapoiist. Tak kak B Denver'e ctout
3armymka st sendmail’a To Bce mucbMa, yXosIIue ¢ cepBepa, XpaHsres B manke tmp/!sendmail/

3arnsapiBaeM TyAa U BUAUM YTO MOSIBUIOCH THCHMO:

YBakaemblii Warrior, 111 Bamero akkaynrta Ha caiite SmallPortal ¢ IP agpeca 127.0.0.1 6b11
3anpoileH HOBbIi MapoJb!

Mo:xkanyiicTa, 3aI0OMHHUTE a B CJIy4yae He0O0OXOAUMOCTH COXPAHUTE CielyIolIHe JaHHbIe:

Jlornn: Warrior
ITapoas: [31ech HOBBII MAPOJIb]

BHUMAHMUE! /lsis1 noaTBep:KAeHUsI CMEHBI NapoJisi, Bam He00X01uMO0 NPOITH MO YKA3aHHOW HUKe
ccblIKe:

[cebliika U1 AaKTHBALMM HOBOT'O NapoJis|

Ecyin Bbl He 3anpammmBaiu cMeHY IapoJis, IPOCTO NPOUTHOPUPYITe JaHHOE cOO0IeHne.

C yBaxeHueM
Anvmunuctpauus caiita SmallPortal

http://smallportal

Teneps 1BaXXIBI MPOXOJUM TI0 CCBUIKE aKTHBAIMHU MAPOJIS IOTOMY YTO 2 OJMHAKOBBIX KJIIOYa aKTHBAIIMK YCTAaHOBHIINCEH Ha 2
akkayHta. [locie 3Toro 3axoauTe Mo IMEHEM MOJIb30BaTeNd Via u mapoiieM KoTopsii mpumén Bam va Email:

= Mi4HEIA KabkHer

3apaecreyiTe Via

Ecni Bel NOCeWasTe HAW CAHT € KOMMAEKTEPE, K KOTOPOMY KPOMe Bac MMeKT 40CTyA W ApYrke
NKAH, TO MO S3EEPWEHKK He Sa0BIEAATE MCNONEZ0ESTE CORINKY
BEHCO

AearTapa
ana dopyMa

F HMIMEHWTE

ITaponb cMeHEH.
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