HNHCcTpyMeHTHI.
JIro60it aHanu3 Koa KOHEYHO JK€ MOXHO IPOBOANUTE BPYYHYIO, HO B OOJBIIMHCTBE CIy4aeB HECKOIBKO HIDKEIIPHUBEAEHHBIX
WHCTPYMEHTOB MOTYT CHJIHO OOJIETYUTh UCCIIEAOBAHUE MTPUIIOKEHHs. PacCMOTpUM CHayalla MHCTPYMEHTHI JUIsi HAPY>KHOTO
WCCIIEJOBAaHNS BEO-TTPUIIOKEHHUH.
Paros.

Paros — ato HTTP/HTTPS proxy-cepBep HanucaHHBII Ha si3bIKE Java U MpeAHa3HauCHHBIN JUIS aHAIN3a U U3MEHCHHUS
HTTP-nakeroB "Ha siety". OH MOXeT CHIBHO NPUTOIUTCS MPU aHAIN3E BEO-NIPHIIOKEHUI Ha HAJIMUUE B HUX ySA3BHMOCTEH.
Jlanee Oyner paccMOTpeHO OOJIBIIOE KOJTMYECTBO IIPUMEPOB C MCIOIB30BaHUEM HMEHHO 3TOi porpammel. Paros Ber moxere
CKayaTh ¢ OHUIUATILHOTO calTa:
http://www.parosproxy.org/download.shtml
WJIN K€ B3SITh Ha JIUCKe B marnke /programs/. Camasi mocieHsis BepcHs, HA MOMEHT HallMCaHus 3TOM KHuUrH, 3.2.13.

Paros Hammcan Ha Java mosTOMy 4TS 3aIyCKa IIOHAIOOMTCS COOTBECTBYIOINH Java-makeT. Ero Bl MoxeTe HalTH B TOM ke
Karasore uto u Paros. @aiin ycraHoBku HazbiBaeTcs "jre-1 5 0 07-windows-1586-p.exe". [Ipomecc ycTaHOBKH JOCTaTOYHO
IIPOCTOM M IIPO0JIeM He CO3/acT.

Paros nmeer MHOXeCTBO (DYHKIIMIA, HO MBI OyJIeM UCIIOJIb30BaTh TOJIBKO MEPEXBAT 3aIPOCOB K CEPBEPY U OT HEro. Jta
(bYHKIMS, KaK MHE Ka)KeTcs, SIBJISIETCS caMoil moJie3Hoi B Paros. B kakux ke cuTyanusx ObIBaeT 1MoJjie3Ha 3Ta BO3MOXKHOCTh?
Taxux CI/ITyaLII/Iﬁ JOBOJIBHO MHOI'0O, HO B OCHOBHOM 3TO J'[I/I6O pa60Ta C 6OJ'IBIHI/IM KOJIMYCCTBOM JIAHHBIX MEPEAAIOUINXCIA METOI0OM
POST, 100 MOMBITKH PYYHOH SKCILTyaTaIllH CI0KHOH ya3BuMocTH. Hanmpimep Bam monano6mimock mpoBepuTh Ha
OTIpeNIeIEHHOM caifTe Hajmuue GUIbTpauy Hojixer (opMBI KOTOpasi COAEPKUT 7 BUAUMBIX MOJIEH U 8 CKPBITHIX. B moxonx
CUTYaIMsIX HOBHYKH YaIlle BCETO IMPOCTO COXPAHSIOT CTPAaHWUKY Ha )KECTKMI TUCK W peaKTHPYIOT 3HAUCHHE ToJiei. Bapuant
TOYE MPABIJILHBIA HO €CIIN cepBep MpoBepsieT 3aroioBok "Referer” To Bce crapaHust He mpuHECYT MOJB3bL. K TOMy ke 3TOT MeTox
JIOBOJILHO JIOJITHH ¥ HYAHBIA. Eciu xke B Takoi cutyaluu ucnosib3oBarh Paros To Bel cMoxere 3anepskars http-3anpoc, nepen
OTIIPaBKOM Ha cepBep, OTPEIaKTUPOBATh B HEM 3HAUEHUS BCEX MepelaHHbIX MOoJIeH yxke OTIPaBUTh JajbllIe.

Ceiiuac s onminy croco0 mepexsata http-3ampoca Ha cepBep. 3amyctute Paros v B paBoii 9acTH OTKPBIBIIETOCS OKHA
BbIOEpHUTE 3aknaaky "Trap":

File Edit Wiew A&nalyse Report Tools  Help

Sites | Requestl Respuns{ Trap D
| ------- # Sites I

CHuzy Brl yBuaute 2 nmynkra — "Trap request” u "Trap response". IIpu ormeTke nepBoro nmyHkTa Paros cTaHeT nepexBaThIBaTh
BCE I10JIb30BATENBCKUE 3aIIPOCH MPOXOISALIME YEPE3 HETO U kAaTh Bamux neiicteuil. Bropas ranouka — nepexsaT OTBeTa
cepBepa. Hame Bcero gaHHas GYHKIMS HCIIOIb3YETCS U aHAIN3a IIepe-HanpaBIeHNH, PUXOIAIINX C BeD-cepsepa .
[MocTaBbTe ranouky B myHkTe "Trap request”. 3arem HacTpoiite Opay3ep Ha padoTy uepe3 Paros (agpec 127.0.0.1, mopt 8080) n
npoiiaute mo modomy aapecy. TyT jke BBICKOUUT oKomko Paros’a. Bot mpumep 3ampoca Ha aapec http://inattack.ru/forum/:

Requestl Response  Trap |

GET hitpaifinattack. ruforums HTTRIT A
Host: inattack.ru
Izer-Agent: Mozillarm.0 dvindows, LI Windows BT 5.1, ru; re1.8.1.8) Gecko/20071008 Firefou2.0.0.8
coept: texttoml applicationtml applicationfxhtml+xml textihtmlg=0.9 textrnlain, g=0.3,imagefpng, ™ g=0.
al
ceept-Language: ru-rurug=0.8,en-us g=0.5en;q=0.3
ceeptCharset windows-1251 ut-8;0=0.7 *q=0.7
keep-Alive: 200
Frowy-Connection: keep-alive

Kaxk BumuTe — 371€Ch IPEACTaBICHBI BCE 3ar0JIOBKH KOTOpBIE Opay3ep OTHpaBisieT cepBepy. Bbl MOXeTe IOJTHOCTBIO X
pelaKTHpoBaTh, JOOABIATH MM YOUPATh JIF000# 3arosoBok. [lociie okoHYaHHs pelakTHPOBaHHS HAXXMUTE KHOITKY
"Continue" (kaomnka "Drop" oOpbiBaeT 3anpoc) u 3anpoc yiaér na cepsep. O0parute BHUMaHUE Ha TO YTO IPH OTIPABKE
6payzepoM POST-maHHBIX HX COAEPKUMOE TIOSBUTCS CHU3Y, B TI0JI€ KOTOPOE HAXOAUTCS MO/ OKHOM peIaKTHPOBAHUS
3arojoBKoB. C IepexBaToM OTBETa CepBepa BCE MOIHOCTHIO aHAJOTMYHO. B 3TOM KHUTe MBI paCCMOTPUM NIPHMED C
UCTIONB30BaHNEM Paros Bcero oanH pas, HO JaHHBIM TPOAYKTOM BbI 00513aHBI yMETh MOJIB30BAThCS €CIIN XOTHTE BCEPHE3
3aHMMAThCSl AaHATU30M BEO-TTPUIIOKEHHUH.

WebDeveloper
WebDeveloper npencrapinsiet u3 ceds riaruH k opaysepy MozillaFirefox. [Ipenna3nadeH oH, KOHEYHO K€, IS MUPHBIX IIEIeH
Be0-pa3pabOTUMKOB, HO U B3JIOMIIUKAM OT HETO MOXKET ObITh He Majio 1moJib3bl. CKayath ero Bel MOKeTe OIS 10 3TOH CChUIKE:
http://chrispederick.com/work/web-developer/
ITocne ycranoBku B Mozilla Firefox mosiBuTcst 1omonMHATENbHAS MaHENIb COCTOsAIIAs U3 12 MeHio. Ceiiuac Mbl paCCMOTPUM TOJIBKO



http://www.parosproxy.org/download.shtml
http://chrispederick.com/work/web-developer/

T€ KOTOPbIE MOTYT KaK-TO NOMOYb IPH MOUCKe ysa3BUMocTei. [lepBoe Takoe MeHro - "cookies". B HéM Bbl cMokeTe mocMoTpeTh
Bce cookies oTHOCsIIMECS K TEKYIeH CTPaHUIIe,0TPEIaKTHPOBATh UX HIIH JO0aBUTH HOBBIE:

= Callapse All Expand All

http ./iwvrww.google.ruf

= 1 cookie

NAME FREF

VALUE [D=43870e21caebdc04 My=1Th=1199690045:LM=1199690045:5=7 9xD205ww7 JuEcaP

HOST .google.ry

PATH )

SECURE Mo

EXPIRES Wed, 06 Jan 2010 09:14:22 GWMT

H3smenenue cookies ¢ nomomsto WebDeveloper HamHOro yao0Hee ueM, Harpumep, ¢ momouisio Paros. Crenyromas uHTepecHas
3akiajka — forms. 3aiinure Ha I0OYI0 cTpaHW4Ky ¢ (OopMOii U BKitounte B MeHro forms myHkt "Display Form Details". Bor
cpasy ke YBUAMTE TPSAMO Ha CTpaHUYKE Bce TaHHBIE 00 3Toi popme:

Logged in as: Kuzya ( Log Out ) My Controls - iew Mewy Posts - by Azsistant - My Frie

InAttack:: @opyw = Search Form

<form action="http:forum.inattac rufzearch html&CODE=01" id="postingform" method="post" name="sForm">
Search Keywords

Search by Keywords Filter by Member Hame (optional)

Zinput id="keywwords" name="keywords" size="40" maxlength="100"> zinput id="entered_name" name="namesearch" size="50" maxlength="100">

Enter a keyword or phrage to search by, [Advanced Usage Help ] zinput id="matchexact' name="exactname" value="1"= [~ Match Exact Ma

Search Options

Search Where Refine Search

Search posts from... g

«zalect name="prune"> | Any date ;I|

<inout id="prune alder name="orune troe" walue="alder'> § Oldar |-

Taxk »xe oueHsr MHOTO IT0JI€3HOr0 BBl cMoxkeTe HaiTh Bo BKIaake "Information".
Firebug.

Firebug (http://www.getfirebug.com/), Tak xe, mpeacrasiseT u3 ceds rarut k opaysepy MozillaFirefox. On, kak n
WebDeveloper, no3Boisier npocmarpusats JS/HTML-kox Tekymiel cTpaHuIipl, U3MEHATh uX u T.1. Ho camoe nHTepecHoe B HEM
— TIOJIHBIN KOHTPOJIb CETeBOI akTHBHOCTH Opay3sepa. To ects Firebug dukcupyer obbie oOparieHus Kk KakuM-JIn00 cepBepam, B
ToM uucie u yepe3 komnoneHT XMLHTTP, uto MoxeT oueHb CHIIBHO IOMOYb B CUTYalUsAX Kor/aa OoJblas 4acTh caiTa
pabotaet ¢ TexHoJjoruen AJAX.

[Mocne ycranoBke Firebug Bel MoxeTe OTKpBITH €ro okHO 3aiiis B MeHio "MHcTpymenTsl->Firebug->Open Firebug". B
HHU3Y y Bac mosBUTCS OCHOBHOE OKHO JaHHOTO IUIarnHa:



g' Inspect  Edit | td < tr < thody < kable < center < kd < b < thody < table < body < html
Console | HTML | £S5 Script DOM  Met Opkions =

—I{html xmlns="http: /vy w3.org 1333/ xhtnl "> I

+ <head>

< htmlx

Kaxk BumuTe — 371€Ch €cTh MHOXKECTBO 3akiaiok. [lepeiins Ha 3aknanky "Net", a 3arem Ha Bkiagky XHR(XmlHttpRequest) Be
cMOXkeTe HaOMoaaTh BCIO aKTUBHOCTH Batiero Opaysepa cBs3aHHYO ¢ 3TUM KOMITOHEHTOM. [1J1st mpuMepa 3aliinTe Ha caiT smert-
cms.ru u monpoOyiite aBTopu3upoBaThCs. B To ke BpeMs HabmromaiiTe 3a BkiIaakoir XHR. Ber yBumuTe 94T0 MOSBUIIOCH OTHO
obpaenue k login.php. Ecii Bel oTkpoeTe Criucok CBsSi3aHHBIH € THM 00paleHueM TO YBHIUTE BCE €ro MOAPOOHOCTH:

= login.php smark-crs.ru 574 b
Params Headers Post Response

Response Headers

Server

Date
Content-Type
Connection
X-Powered-By
Set-Cookie
Expires
Cache-Control
Pragma
Content-Length

Request Headers

Hosk

User-Agent
Accept
Accept-Language
Accept-Encoding
Accept-Charset
Keep-alive
Connection
Content-Type
Referer
Content-Length
Cookie

Pragma
Cache-Control

noginxS0. 531
, £d4 Mar E008 04:EF&8:0&6 GMT
text/plain; charset=windows-1EZE51

Mon

keep-alive

PHR/L.E. 4
PHPZESSID=4=284005404ad51370725311af10949c5; patk
Thu, 1% MNow 1981 08:E52:00 GMT

no-store, no-cache, maust-revalidate, post-checks=
no-cache

Lz4

T, SmAart—Cos . ¥

Mozillas5.0 (Windows; U; Windows NT 5.1; rua; rw:
text/xml  application/Sxml,application/xhtml+xmwl
ru-ru,ru;g=0.58, en-us;q=0_5_ en;q=0_3

gzip,deflate

windows-1251 ucf-8:gq=0_.7, *;q=0_7

300

keep-alive

application/octet—strean

http: /vy smart—cms . rua)

26

rhpbbinysqgl data=a%3AZ%38%7Bs%3A11%3A%2Fautologl
no-cache

no-cache

Ha stux uersipéx Bknagkax Bel Halinére Bc€ uTo Bam HyXHO.

JoxkymeHTanus.

HpI/I aHajau3se J1r00ro MPUIIOKCHUA OUCHDb MOKET IMOMOYb JOKYMCHTALIM 10 HEMY. A ¥MMEHHO — IO €ro BHYTPCHHEMY

YCTPOHCTBY. DTO MOXKET OBITh, HanpuMep, NokymeHTarws mo API nprmoxerns. Jlaxe eciin JOKyMEHTAIUH 110 HY>)KHOMY
MPOJYKTY HET BOOOIIE (2 3TO BCTPEYAETCs JIOBOJILHO YacTO) TO CTOMT IIPOCMOTPETB JIIOObIE TEXHUYECKHE 00CYKACHHS B
unTepHeTe. K nmpuMepy 310 MOTyT OBITH TeMbI Ha (hOpyME JAHHOTO MPOJIYKTA CBA3aHHBIC C HATIMCAHUEM COOCTBCHHBIX MOJYJICH.
B Takux Temax pa3paOOTUHKH MPUIOKEHUS YaCTO CAMHU JAI0T OMUCAHUA KakuX-T100 GyHKIMNA. 3Hast peTHa3HAUYCHHE XOTS OBl
CaMBbIX 9aCTO-UCIOJIb3YEMbIX (I)yHKHI/Iﬁ BrI cMokeTe 3HAUUTETBHO BBIMI'PAaTh BO BPEMCHMU.



