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ABSTRACT

Persistence attacks allow adversaries to maintain access to compro-
mised systems. Despite their wide use by most threat campaigns,
they remain understudied in the academic literature. In this paper,
we study the concepts and requirements for local invisible accounts
and then show new OS-level attacks by implementing these ideas on
Windows. In particular, we propose three general design objectives
for successful persistence attack vectors. Then, we show how to
implement these objectives by bypassing functionality provided by
Windows to manage identities. To do this, we first reverse-engineer
parts of Windows’s authentication and authorization process and
propose two attacks: RID Hijacking and Suborner. We show that
these attacks affect all versions of Windows since XP and Server
2003, and in combination, they can create stealthy, robust, and
privileged accounts.
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1 INTRODUCTION

Microsoft Windows is one of the most popular operating systems
for personal computers worldwide. As such, any security issue
affecting it also impacts millions of users. New attack vectors that
affect specific operating system versions are constantly disclosed,
yet the study of adversary persistence in Windows has received
comparatively less attention than other types of security issues [13].
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Persistence consists of techniques adversaries use to keep access
to systems across restarts, changed credentials, and other inter-
ruptions that could cut off access to a system they have already
compromised [46]. Methods used for persistence include Pre-OS
attacks, such as infecting the firmware or boot process, and OS
attacks changing access or configurations to allow adversaries to
maintain their foothold in the system [61].

Independent of the specific operating system or environment,
persistence has not received adequate attention [13, 47, 49, 65], de-
spite its usage in several threat campaigns [9, 48, 59]. Even though
there has been a recent trend of academic research working on
the formalization of persistence with taxonomies of their attack
types [6, 50, 58, 60], none of them describe the properties of an
ideal persistence attack.

This paper attempts to expand the related literature by designing
and implementing ‘invisible’ accounts. We first define the desired
properties of a successful persistence attack and then show that
invisible accounts provide several benefits over other persistence
alternatives, such as hidden services or malware. We then imple-
ment an example of an invisible account in Windows and show
that the account modifications to achieve our properties cannot be
done by the official modules for managing Windows local accounts.
Therefore, we reverse-engineered the objects related to authoriza-
tion and authentication to be able to modify them and achieve our
objectives. As our contributions:

(1) We formalize the properties of a successful persistence attack
(stealthiness, robustness, and privilege) and exemplify them
through invisible accounts as a persistence attack by showing
their advantages over alternative vectors.

(2) We provide an in-depth reverse-engineer analysis of the
Windows NT authentication and authorization system for
local accounts and propose two persistence attacks.

(3) We propose RID Hijacking to allow us to authenticate with
a known set of credentials of one account and impersonate
another, even if the impersonated account has restricted
configurations (e.g., the account is disabled).

(4) We introduce Suborner as a way to stealthily create local
accounts with impersonation capabilities without leveraging
the intended OS resources for local accounts management.

(5) We make our prototypes openly available 2.

Our experiments demonstrate that these attacks impact the

whole NT authentication/authorization architecture for local ac-
counts, which includes systems from Windows XP to the most

!https://github.com/r4wd3r/RID-Hijacking
Zhttps://github.com/r4wd3r/Suborner
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recent versions of Windows 10/11 and from Windows Server 2003
to Windows Server 2022.

We clarify that RID Hijacking and Suborner were previously
presented by this paper’s first author in industry conferences with-
out proceedings (Black Hat USA [1, 2]). This is the first academic
publication describing the main concepts and details not included
in previous presentations.

2 MOTIVATION

Suppose an adversary has compromised a system with system-level
privileges (e.g., administrator) and wants to retain access if their
initial entry point is closed. The attacker could leverage persistence
attacks involving malicious services, implants, or manipulation of
identity representations (e.g., accounts, session tokens, tickets) to
prolong their access to the victim.

Classical persistence attacks leave a trail of evidence that defend-
ers can analyze. For example, external implants require additional
code that can be detected by a defender using antivirus software,
or account modification can be detected by using log files and mon-
itoring the status of existing accounts. In this paper, we propose a
new persistence attack that is more stealthy than the current state-
of-the-art attacks for local accounts. We propose a new way to use
only legitimate system resources to create accounts that could be
invisible to the defender.
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Figure 1: Scenario of an attacker trying to maintain persis-
tence on a compromised system via account manipulation.
An agent of a security tool is monitoring the victim.

Fig. 1 illustrates a traditional account attack. 1) We assume an
attacker with administrator privileges, which 2) uses a legitimate
user management application to create accounts. 3) These accounts
are stored in a data structure with information on all user accounts.
The attacker’s risk is that by manipulating an account, the activity
will be 4) recorded in a system log, and the log can be read by 5) the
defender, who can then be alerted of illegal account manipulation.
Furthermore, defenders can also 6) monitor accounts via the system-
provided resources. This paper aims to show how to bypass these
defensive techniques.

In particular, in some operating systems, an Application Program-
ming Interface (API) is the only way the kernel offers to manage
identities. These functions also immediately log any change made
to them. When security solutions are in place, this log cannot be
simply removed or tampered. Even if the adversary has total ac-
cess to the system, altering them or the security agent may trigger
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alerts when external systems manage event-based monitoring, the
adversary does not control.

Our attacker wants to directly manipulate the accounts’ data
structures to avoid leaving traces and surpassing any API constraint.
By bypassing the security mechanisms of log creation and the
security of account management applications (the way system
administrators can monitor for accounts), account manipulation
could be essentially invisible to the defender. The challenge is that
these data structures are obfuscated in closed-sourced systems.
When the NT architecture was released, Microsoft’s CEO advocated
for the closed-source nature of privileged data structures to give
more security [56]. In this paper, we identify new attacks that
show why relying on closed-source security files is insufficient to
guarantee trustworthiness, and we argue that open and transparent
security structures will facilitate security monitoring and prevent
our attacks from succeeding.

3 RELATED WORK

There are several ways to manipulate data and privileges of identi-
ties. These tactics, techniques, and procedures are available to the
public in different knowledge bases such as MITRE ATT&CK[45],
where they are classified into various subcategories, such as re-
connaissance, exploitation, and post-exploitation. Persistence falls
within the post-exploitation category.

63 out of 85 procedures documented in the MITRE ATT&CK
Framework leverage some form of identity manipulation (e.g., ac-
count creation, manipulation, impersonation). However, none of
these post-exploitation vectors focus on directly manipulating local
accounts’ objects. Many tools, such as Mimikatz [5], Kekeo[4], ESR
SAM Editor [8], Rubeus[53], Metasploit[51] and Impacket[54] can
modify the objects used to represent identities in operating sys-
tems. While these solutions can abuse sensitive information from
identity representations, none can forge hidden local accounts with
stealthiness capabilities during and after their creation.

The concept of invisible local accounts has also been explored,
but most approaches only hide accounts from the sign-in window
[44, 67]. The closest related work to achieve an invisible account
is the DoucMe [57] proof of concept, where the attacker leverages
the netapi32::userAdd Win32 API to create a new machine account
and disguises it from the user management applications. Still, the
account’s creation is reported to the OS Event Logger, and further-
more, the attacker needs to add the account to privileged local
groups, which are more likely to be monitored by defenders.

The limitations of these previous works motivate us to propose
new design objectives for successful persistence attacks.

4 THREAT MODEL

Persistence attack vectors require previous access to the victim
system by the adversary. The goal of a persistence technique is to
prolong the adversary’s control over the system, even if the initial
attack vector that was leveraged to compromise it is mitigated by
the defender (e.g., vulnerability patching, changing credentials) or
cut off due to conventional usage (e.g., computer restarts).

We then propose three persistence objectives we want to achieve
in our attacks:



Ghost in the SAM:
Stealthy, Robust, and Privileged Persistence through Invisible Accounts

Robustness: We want our persistence techniques to resist com-
mon operations the users perform (e.g., system reboot, credentials
update, network changes).

Stealthiness: We want to evade detection and prevention mech-
anisms (e.g., endpoint antivirus, network-based IDS/IPS, security
event logs) deployed on the target and within its functional envi-
ronment.

Privilege: We want to obtain the maximum authorization after
accessing the compromised system through the persistence vector.
This property will guarantee that the adversary can perform oper-
ations of at least the same integrity level within the system after
being compromised, even if the initial attack path was mitigated.

For our threat model, we consider that the attacker has already
compromised the system and has enough permissions to modify
the objects within the Identity Storage for local accounts. On Win-
dows systems, this is read/write permission to the Secure Account
Manager (SAM), which is conventionally only attributed to high-
integrity accounts such as SYSTEM. Research on privilege escala-
tion attacks that abuse low privileged read access to SAM, such as
HiveNightmare (CVE-2021-36934) [23], is out of our scope.

In commercial Operating Systems for personal computers such
as Windows or Linux, identity management operations are per-
formed by a set of functions and structures that interact with other
applications, the OS and its primitives. Represented as the Identity
Management Interface in Figure 1, we classify in this description all
the functions and structures that allow the authentication, authen-
tication, validation, and manipulation of identities (e.g. useradd[12]
for Linux, netuseradd for Windows[30]). We define the Identity Log
as the set of files and data that registers the events associated with
the Identity Management. For Windows systems, this is the Windows
Event Log [21]. For Linux, the files that store events related to the
identities (e.g., /var/log/secure, /var/log/auth.log[52])

This paper aims to propose an OS-level persistence technique
through identity manipulation that achieves the three objectives
above. In particular, we assume a privileged adversary that wants
to stealthily manipulate the identity data directly into the Identity
Storage while preventing a logging event.

5 RESEARCH QUESTIONS

We argue that creating our proposed "invisible" accounts through di-
rect identity manipulation achieves the abovementioned objectives.
To create them, we formulate the following research questions that
we need to answer before implementing a proof of concept of our
attack:
RQ1: Where does the OS store the required information of local
accounts for their authentication and authorization?
RQ2: What is the format of the structures saving this information?
RQ3: What information is needed from these objects to authorize
access to the account?
RQ4: How can we bypass the controls of the Identity Management
Interface to customize identities?
RQ5: How can we create an account satisfying our three properties
without calling the Identity Management Interface?

Remark: For mobility and usability with devices that are not nec-
essarily always connected to a network, the default configuration
for Windows systems validates every authentication/authorization
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attempt first with local accounts [42]. Regardless of whether the
system is in an (Active Directory or standalone), Windows by default
will always start validating the authentication credentials inside
the SAM. On this premise, we decided to implement our persistence
attack by manipulating local account objects, as this will improve
the feasibility of our offensive technique across different scenarios.

6 BACKGROUND

Before we describe our persistence techniques, we summarize the
Windows Authentication and Authorization process. To do that,
we first define the elements involved in this process.

6.1 Windows OS Concepts

Registry: The data required to configure the system constraints
for booting, security, and account setup is stored in the Registry.
Many of its internal values are saved in UTF-16 Little-Endian[66],
including security data of identities[54] [18]. Microsoft describes
registry hives as a set of keys and values with backup files for data
restore[41].

Windows Application Program Interface (API): As described
by Yosifovich et al. [66], this is the OS-provided programming inter-
face for user-mode applications and is a set of documented functions
that interact with other similar functions and Native System Services
(Windows equivalent of System calls). These functions include APT
libraries such as netapi32.dll, which include account management
functions callable from user-mode applications [30] such as net user
and lusrmgr.msc. It is also known as Win32 APL

Accounts as Securable Objects: As defined by Microsoft[32],
accounts in the Windows environment are Securable Objects. This
means that each of them has an assigned Security Descriptor [33] to
"describe" its permissions through Discretionary Access Control Lists
(DACLs) and register access attempts to it through System Access
Control Lists (SACLs) [16]. As Securable Objects, the accounts are
distinguished by a Security Identifier (SID) [34].

Security Identifiers (SID): The SID structure is composed of
a Revision Level, an Identifier Authority value used to distinguish
the SID provider (e.g., an Active Directory instance, a domain of
a specific machine), and a Relative Identifier (RID) [35]. With this
implementation, Microsoft keeps the SIDs consistency of built-in
and default Securable Objects [38]: each of them will share the same
RID across different domains, but their Identifier Authority value
will change in each case.

NTLM Authentication Protocol: For the different Windows do-
main environments, Microsoft has created multiple authentication
protocols [39] while implementing libraries to allow the operat-
ing system to interact with them called Authentication Packages.
One of these authentication protocols is the NTLM user authenti-
cation protocol [27]. With MSV1_0 as its authentication package
[29], NTLM includes features to authenticate identities within both
Microsoft Active Directory domains and standalone ones. NTLM
authentication protocol uses its own NTLM hashes to validate local
accounts authentication (for standalone domains) or use challenges
for domain accounts authentication[27].

Security Accounts Manager (SAM): Implemented as the data-
base to store the security descriptors[33] of local accounts (e.g. NTLM
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hash[27]), the SAM[18] is a registry hive under the HKEY_LOCAL_-
MACHINE (HKLM:SAM\SAM\) key used by the NTLM authentication
protocol to allow identities to access a Windows system with local
identities. It is also used by the Local Security Authority (LSA) to
authorize access to the local accounts based on their associated
security descriptors.

Local Security Authority (LSA): Deployed in every Windows
system by the Local Security Authority Subsystem Service (LSASS)[25],
LSA performs the authentication and authorization of identities on
Windows, enforces the security policies stored in the LSA Policy
registry hive, and interacts with the Event logging API [21] to store
events in the Windows Event Log [17].

Security Reference Monitor (SRM): Yosifovich et al. [66]
define it as the kernel-mode component in charge of declaring
the security context of identities through Access Tokens and vali-
date/modify identities privileges while reporting the events to the
Event Logging functions [21] through its Advanced Local Proce-
dure Call (ALPC) connection with the LSASS service. The Access
Tokens[22] generated by the SRM are objects created to represent
a process’ security context [66] based on the permissions of the
identity that was used to forge it.

6.2 Windows Authentication and Authorization

The structure of Windows Authentication and Authorization has
been described by multiple researchers [66]. This model involves
several submodules that allow the operating system to interact with
different domains. Based on the authentication and authorization
representation proposed by Yosifovich et al. [66], we highlight in
Figure 2 the modules that participate in the authentication and
authorization process for Windows local accounts, which includes
the following:

Credential Management: The set of Credential Providers de-
scribed by Microsoft as the “primary mechanism for user authenti-
cation" [19] or a set of functions that allow identities to authenti-
cate against the system through different credential types, such as
User/Password, PIN, SmartCard or other custom credentials. They
also operate within the system the remote authentication via Ker-
beros tickets [15] or NTLM (standalone and domain-joined based).

In Figure 2, the Credential Management submodule also includes
the Windows API functions in charge of managing local accounts
from user-mode stored in the netapi32.dll [30] and userenv.dll [36].
Moreover, the submodule includes the WINLOGON[19] process,
which handles the login and logoff processes by interacting with
the credential providers, the identity management Windows API
functions, and LSASS [42].

Local Security Authority Subsystem (LSASS): As mentioned
in Section 6.1, this is the process that enforces the policies and
security within the operating system LSA. It queries the LSA Policy
registry hive to retrieve the policies to enforce, handles the authen-
tication packages to retrieve the security descriptors of the identities,
communicates with the SRM to authorize the access based on access
tokens, and reports the result of these events to the Event Logger
[21].

Even though it includes all the needed modules to perform au-
thentication and authorization through different protocols (e.g.,
kerberos.dll authentication package for Kerberos authentication [15]),
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in our representation, we are only remarking the modules used
for local account identity management. This also includes the un-
documented SAM Server (samsrv.dll) [42] module which directly
interacts with the SAM registry hive.

Executive: Microsoft defines it as a set of “kernel-mode compo-
nents that provide a variety of services to device drivers" [40]. These
services include management capabilities for processes, memory,
and objects. The SRM is part of the Executive.

Credential Local Security Authority Subsystem (LSASS)
dll € 5
WINLOGON MSV1_0dl SAM Service ¢ |
netapi32.dil samsrv.dil SAM
o |
userenv.dil
Service
Isasrv.dil
‘ Event
Lsa €—> (€ Logger € secuity
Policy Log

User Mode
------------------------- I e
Kernel Mode

Executive

Security Reference Monitor (SRM)

Figure 2: Overview of Authentication and Authorization mod-
ules for Windows Local Accounts [66]. The diagram high-
lights the OS modules that intervene with the local accounts
management

7 UNDERSTANDING THE SAM

To address our first two research questions, we need to find the
account objects and then reverse engineer the format of the closed-
source binaries where they are stored.

7.1 Finding Account Objects

While the SAM database has been documented before [27, 66] and
there have been solutions that partially implement certain of its
objects’ structures [3, 5, 54], the specific storage of the authentica-
tion and authorization, the specific copies that are used by each
part of the process, and the specific format of the files storing that
information have not been publicly documented before. Therefore
in this first research challenge, we seek to identify the objects
required to represent a functional local account within the
operating system.

Modern versions of Windows have several additional binaries
and objects that have been added to the local accounts, yet many of
them are optional. To find the objects needed for the OS to interpret
these keys as a legitimate account, we studied the SAM registry hive
in one of the earliest versions: Windows XP. After creating a local
account on the system through the net user command [30], while
only setting its username and password, we looked for changes
within the SAM. As a result, we obtained the keys and values created
to represent a local account:

Names/{username}: Created under the \Domains\Account-
\Users\Names key, it is added with the specified username and
a REG_BINARY with length 0 and setting its Type as the RID of the
account
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Users/{00000RID}: Created under the \Domains\Account\Users
key, it has as name an 8-digit hexadecimal representation of the
account’s RID, and includes multiple REG_BINARY objects that
describe the account

Account Objects: These are the binaries and values stored inside
the registry keys and contain the attributes of the local accounts.
By default, we found that all the latest versions of the Windows OS
represent local accounts with the objects F, V, and Supplemental-
Credentials when they are created. However, more objects [28] can
be included for additional account features.

We decided to corroborate these results on newer versions of the
operating system. By creating an account using the same method
on the latest Windows 11, our experiment showed that the minimum
binaries required to store the local account security descriptors are F
and V (aside from the keys and the Names binary). We tested this by
creating local accounts or removing their additional objects from the
SAM, and tested their functionality (authentication, authorization,
and execution) through both interactive and remote sessions [28].
This allows us to answer RQ1:

RQ1: Where does the OS store the required information of
local accounts for their authentication and authorization?
A: The F and V binaries contain the essential information for a
functional local account on Windows NT systems

Determining the exact objects used to represent the essential
security descriptors of alocal account reduces the cost of our analysis
efforts from the entire SAM registry hive to only these two binaries.
The next step in our research process was trying to understand
their structure.

7.2 FormatofFandV

Even though Microsoft has not publicly documented the structure
of the F and V binaries, some researchers have analyzed them for
password dumping purposes [5, 51, 54] or resetting the forgotten
password of local accounts [3]. This helped us to confirm that the
F and V binaries contain critical account information such as the
encrypted NTLM hash, constraints for the account (e.g., enabled,
logonHours), and multiple copies of the account’s relative identifier
RID. However, these structures were incomplete and did not include
details of the account’s objects.

Some researchers have performed previous reverse engineer-
ing efforts to understand these structures [3, 5, 7]. However, we
found some inconsistencies, including differences in the attribute
names, undocumented structures, or missing implementation de-
tails. For instance, the open-source password editor for local ac-
counts chntpw [3] incorrectly describes the purpose of the RID Copy
value stored in F.

We have evaluated the F and V structures proposed by these
authors and ranked the ones implemented for V in Mimikatz by
Delpy, B. et al. [5] as the most precise. This structure was not only
consistent with the ones proposed by the other authors but also
covered in more detail their usage in newer versions of Windows,
including the recent AES encryption model for NTLM hashes [24].
Nevertheless, Mimikatz does not implement the F binary for local
accounts.
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For the F binary, we initially used the structure proposed in
chntpw[3]. We tested the precision of this structure by creating
multiple local accounts on both Windows XP and Windows 11 ma-
chines and confirmed the inconsistencies of their F representation.
We tried to adjust it based on our account properties manipulation
and studying the changes that this caused within the F binary.

Using the proposed structures of Delpy, B. et al. for the V binaries
and our initial variation of the chntpw F structure as a base point,
we started the study of the security descriptors of local accounts
inside the SAM.

Table 1 shows our structure representation of the F binary. The
F binary has a fixed size since its values are not dynamic. Some of
these values are stored in reverse hex. We believe that the F name
stands for its size type, which is fixed.

Table 1: Structure of the F Dbinary inside
HKLM: SAM\SAM\Domains\Account\Users\*\

l Offset [ Attribute [ Size (Bytes) l
0x00 Revision 2
0x02 Unknown 2
0x04 Unknown 4
0x08 Last logon 8
ox10 Unknown 8
0x18 Password last set 8
0x20 Unknown 8
0x28 Last incorrect password 8
0x30 RID Copy 4
0x34 Unknown 4
0x38 | Account Control Bits (ACB) 2
Ox3A Unknown 2
0x3C Country code 2
Ox3E Unknown 2
0x40 Invalid password count 2
0x42 Total logins since creation 2
0x44 Unknown 12

V has in total 17 attributes that are dynamic in size (and as for F
and “fixed," we believe that the V stands for “variable" size).

As mentioned before, we based our description on the Mimikatz
[5] V structure. However, during our tests, we noted that the first
V attribute is represented by Delpy et al. [5] as unknown. We con-
firmed that this attribute describes permissions of the accounts by
validating how it changes whenever an account is added to a group
(e.g., Administrators).

Table 2: Structure of the V’s entry headers inside
HKLM: SAM\SAM\Domains\Account\Users\*\

l Offset [ Attribute [ Size (Bytes) [ Description ‘
0x00 offset 4 Attribute’s value offset from 0xCC
0x04 length 4 Length of the attribute’s value
0x04 | unknown 4 Unknown

Since these implementations are not documented, we deduced
how the operating system interacts with V during account manage-
ment operations. Using our Windows 11 and Windows XP systems,
we analyzed both our modified V structure and the SAM when
changing the account attributes. We confirmed that the first half
of the binary contains the headers of the values, and the second
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part (after offset @xCC contains their values, which justifies why
the offset in the value header uses 0xCC as a base.

As seen in Table 2, each attribute has its own 12 bytes long header
that describes it. Table 3 shows that the first value in the header is
the Offset from 0xCC, the second one is the length of the value of
the attribute, which is stored in the second part of V, and the third
one is Unknown but in our experiments was always set to 0. These
values are stored in little-endian (and UTF-16-LE for strings) [41])

Table 3: Structure of the V binary inside

HKLM: SAM\SAM\Domains\Account\Users\*\

l Offset [ Attribute [ Size Type l
0x00 User Permissions Dynamic
0x0C Username Dynamic
0x18 Full Name Dynamic
0x24 Comment Dynamic
0x30 User Comment Dynamic
0x3C Unknown Unknown
0x48 Home Dir Dynamic
0x54 Home Dir Connect Dynamic
0x60 User Logon Script Path Dynamic
0x6C Profile path Dynamic
0x78 Workstations Dynamic
0x84 Hours allowed Dynamic
0x90 Unknown Unknown
0x9C LM Hash Static
OxA8 NTLM Hash Static
0xB4 NTLM History Static
0xCo LM History Static
0xCC Value User Permissions | Specified in header

0xCC + username.offset Value Username Specified in header
0xCC + fullname.offset Value Full Name Specified in header
0xCC + comment.offset Value Comment Specified in header

In summary, we obtained a detailed representation of the binaries
that contain the essential security descriptors values needed for a
local account to be functional. We are finally able to answer RQ2:
RQ2: What is the format of the structures saving this in-
formation? A: Our representation of the structure of the F and V
binaries can be seen in Tables 1, 2, and 3.

Our next challenge is to discover the exact values employed
for authentication and authorization, how the OS accesses and
processes them, and where we find something exploitable when
we directly modify them in the SAM.

8 ATTACKS

In this section, we elaborate on each of the attacks we propose.
We explain how they work and the challenges we overcome to
develop successful attacks against the Windows NT authentication
and authorization architecture.

Figure 3 shows how the authentication process works for Win-
dows systems. In this scenario, we see that the user 1) authenticates
first with the credentials of Account 2 (A2), then 2) the Identity
Management Interface (e.g., LSASS) validates the information of the
account inside the Identity Storage (i.e., SAM) to retrieve account
permissions and constraints (e.g., contents of F and V), and 3) then
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Account 1 Account 2

A1 Credentials A2 Credentials
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¥ 8
\/

Identity Management

Interface System

Figure 3: Standard authentication and authorization process.

authorize the access to the user based on this information (i.e.,
primary access token attached to the users process).

8.1 RID Hijacking

An attacker can abuse the authentication process by deploying
the RID Hijacking attack against the victim as follows: Figure 4
shows that, different from the conventional scenario (Fig.3), the
attacker can 1) authenticate with the credentials for A2, then 2)
the Identity Management Interface will validate A2 credentials and
constraints for authentication (e.g., account enabled/disabled, oper-
ational hours), but 3) will authorize the access to the system as Al.
In summary, the attacker will authenticate as A2, and the system
will authorize the access as A1, ignoring A1 account constraints.

Account 1 Account 2

A1 Credentials A2 Credentials

i Identity Storage

A1 Permisions A2 Permisions

A1 Constraints A2 Constraints

2. Validation
Account 1

Account 2 A1 Permisions
‘ A2 Credentials =.= A2 Constraints
@ 1. Authentication . . 3. Authorization

Identity Management

Interface System

Figure 4: Authentication and authorization process with RID
Hijacking .

From the previous analysis of the F and V structures, we can
infer that WINLOGON performs the authentication process for
local accounts through user/password credentials by extracting the
Username, LM Hash, NTLM Hash, NTLM History and LM History
along with the system’s policy verification by LSA for the account.
Nonetheless, it was unclear to us how the Primary Access Token
was forged based on the security descriptors stored in these binaries.

Based on the well-known Linux persistence technique of editing
the /etc/passwd file to assign the root’s uid 0 to another existent
user entry [11, 55], we believe that the Windows OS authorization
process would have a similar behavior based on one or more of the
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local accounts’ RID copies. Different from Linux systems, Windows
does not store in plaintext a file containing the RID that identifies
each account but stores this data in the SAM. We tested our hy-
pothesis by experimenting with each of the multiple RID copies
stored in each account key set. By using a virtual Windows XP
system and debugging tools with kernel-debug capabilities [10, 20],
we performed several login attempts while analyzing the system
behavior by altering the values of the RID copies. As a result, we
discovered the security issue that makes RID Hijacking possible.

By using only the defined OS resources for Windows local ac-
counts, RID Hijacking allows us to assign the RID of any existing
account to a different one on the same compromised system. This
also includes the built-in identities, such as the Administrator ac-
count identified by RID 500. By abusing this technique, an adversary
can:

e Assign the privileges of the victim account to the attacker
account, even if the victim account has any restrictions (e.g.,
disabled, login out of logon hours).

e Authenticate with the attacker account credentials (also re-
motely, depending on the system’s configuration) and obtain
authorized access as the victim account.

o After successful authentication with the attacker account
credentials, the OS will register any operation executed on
the event log as the victim account.

To perform the attack, the adversary must have read/write access
to the SAM within the compromised system, which is commonly
achieved by accessing the registry as NT SYSTEM. Then, the ad-
versary should access the SAM F object of the account that will
be used as the attacker account located under the path HKLM: SAM-
\SAM\Domains\Account\Users\#\F. Finally, the adversary should
overwrite the RID Copy value of the opened F binary value with
the hexadecimal number of the victim’s RID. In other words, the
adversary should set the F’s RID Copy attribute of the attacking
account with the RID of the victim account to perform the attack.

To change the value of the F binary, an adversary could use the
default registry editing tools such as regedit. However, in specific
scenarios, this is not convenient due to the monitoring of event
logs and execution of privileged apps. This is why we have created
two artifacts: A Ruby module compatible with the Metasploit[51]
framework and a Powershell[31] script that can be executed inde-
pendently. The artifacts, by default, use the built-in Guest account as
the attacking account and set the built-in Administrator account as
the victim account. Nevertheless, our artifacts allow us to configure
these two parameters freely.

8.1.1  Security issues. RID Hijacking takes advantage of the Win-
dows NT authentication/authorization model for local accounts. In
particular, we discovered that it abuses the Primary Access Token
generation process, which is the first access token created by the
OS for an identity after it is successfully authenticated.

While performing kernel-debugging tasks using IDA Pro [10]
and WinDBG[20] against the Windows XP authorization process
with an account with a corrupted F binary, we discovered that the
Primary Access Token is forged based on the RID Copy stored
in the F binary for a successfully authenticated identity. Our
experiment demonstrated that the OS forges this object and assigns
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the privileges based on the information of the identity that owns
that RID.

Username: Guest

G

HKLM:SAMISAM\Domains
\AccountiUsers\Names\Guest

/___ 0x000001F5

4
(s

Username: Guest
NTLM: S0 SAM Senvice ¢
= samsrv.dil

") HKLMSAMSAM\Domains

> \Account\Users\000001F5.

ABS666C6540692E19
E23AEEDAB77E108

Corrupted

000001F5

RID Copy: 0x01F4

RID Copy: 0x01F4
— —

F N
Stored NTLM Hash =

Restrictions

Figure 5: Authentication process for a Windows local account
with a corrupted SAM

For the scenario described in Figure 5, we assume that the au-
thentication is performed through user/password credentials via
interactive logon or network-based login. We also assume that the
attacker has compromised the system and wants to perform the at-
tack to use the built-in Guest account (RID: 501/0x1f5) and wants
to attack the built-in Administrator account (RID: 500/0x1f4). How-
ever, as stated before, we have used the Guest account as an example,
yet the attack is reliable with any local account stored in the SAM:

(1) The LSASS service communicates with the MSV1_0.dll au-
thentication package. It sends the username and NTLM hash
for the password entered by the user through the start of the
login process. In this scenario, the username is Guest.

(2) MSV1_0.dll asks for the Guest information to the SAM Service.

(3) SAM Service accesses the SAM Names subkey for the Guest
user.

(4) SAM Service obtains the type of the binary value stored in
the Names/Guest subkey, which is a copy of Guest’s RID in
hexadecimal format.

(5) SAM Service uses the obtained RID to access the Users’ subkey
that contains the account objects (e.g., F, V).

(6) SAM Service acquires the information of these objects, which
include the corrupted RID Copy, the stored NTLM hash, the
account restrictions (e.g., enables/disabled, logon hours, etc.),
and all the remaining attributes.

(7) SAM Service sends back all the information obtained to the
MSV1_0.dll authentication package to continue with the au-
thentication process.

The process of authentication ends with the verification of restric-
tions performed by the MSV1_0.dll authentication package, along
with the comparison of the NTLM hash of the entered password
and the one stored in the V binary. If successful, the authorization
process will start based on the information retrieved from the SAM,
which includes the RID copy value retrieved from the corrupted F
value.

The authorization process continues as described in Figure 6:

(8) MSV1_0.dll receives and validates the information obtained

from the SAM. It will validate the account restrictions and
then compare the NTLM hash of the entered password and
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Username: Guest
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Figure 6: Authorization process for a Windows local account
with a corrupted SAM

the NTLM hash stored and encrypted in the SAM. If no
restrictions impede the authentication and the NTLM hash
matches with the stored one, MSV1_0.dll will send the user
information (including the RID copy) back to LSASS and
generates the locally unique identifier LUID for the session.
LSASS will retrieve the permissions and privileges informa-
tion from the groups that the account owner of the RID
Copy value belongs to and the information stored in the
LSA Policy. Then, it will communicate via ALPC with the
Security Reference Monitor (SRM) to forge the Primary Access
Token based on the corrupted value of RID Copy.

LSASS will finalize the authorization process by completely
forging the Primary Access Token containing the permissions
and privileges of the victim account (i.e., Built-in Adminis-
trator identified with RID 500).

Since LSASS, which loaded the connection with the kernel-process
SRM, trusts the information obtained from the SAMSRV — SAM reg-
istry hive, the access token will be created based on all the security
data retrieved from the SAM, including the corrupted RID copy. This
analysis answers our third and fourth research questions:

©

(10)

RQ3: What information is needed from these objects to
authorize access to the account? A: The Windows OS provides
the authorization to local accounts through Access Tokens. We |
found that the Primary Access Token is forged based on the RID
Copy value of the F binary

RQ4: How can we bypass the controls of the Identity Man-
agement Interface to customize identities? A: By writing
directly to the binaries representing a local account, it is possible
to alter the identity without calling the Windows User Manage-
ment API functions. Moreover, it is possible to create local accounts
without the constraints that these functions may impose.

This technique satisfies the three properties of ideal persistence:
it is robust since it uses the OS resources to describe local accounts,
is stealthy due to its impersonation capabilities, and the usage of
legitimate accounts. It is privileged because it can easily acquire
the permissions of the desired victim account. Nonetheless, RID
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Hijacking requires the existence of at least two accounts: the
attacker and the victim.

With the lessons learned from this first attack, we now use it
as a stepping stone to launch more sophisticated attacks to persist
stealthily on a compromised system.

8.2 Suborner

Suborner solves the dependency of two accounts (attacking and
victim) from the attack proposed in the last section. This new tech-
nique aims to maintain access to a compromised machine by cre-
ating a hidden account with post-authentication impersonation
capabilities while avoiding triggering any alerts on the victim. Fig-
ure 7 shows that, different from the RID Hijacking scenario (Fig.4),
the attacker can create an "invisible" account with custom proper-
ties (i.e. A3), then 1) authenticate with the credentials for A3, then
2) validation is performed with A3 credentials and constraints for
authentication, but 3) again the authorization is given as Al.

Account 1 Account 2 ‘ Account 3
-
'. A1 Credentials A2 Credentials A3 Credentials
| ()
i Identity Storage A1 Permisions A2 Permisions A3 Permisions
: A1 Constraints A2 Constraints A3 Constraints

-] Account 3
‘ A3 Credentials

\/

2. Validation
Account 1

A1 Permisions

A3 Constraints

1. Authentication 3. Authorization

Identity Management

Interface System

Figure 7: Authentication and authorization process with Sub-
orner .

In more detail, the attack works by:

e Dynamically crafting a local account without calling the
Win32 API functions designed to do so (e.g., netapi32.dll-
=netuseradd).

e Hiding the new attacking identity from the Windows Ac-
count Management Applications (e.g., net, lusrmgr.msc) by
abusing the default Windows behavior for accounts with
an appended dollar sign $ and configuring the identity as a
machine account by dynamically modifying the account’s
control bits (ACB).

e Leveraging account impersonation through RID Hijacking
which abuses the OS authorization mechanisms for Primary
Access Token generation

To illustrate the benefits of our attack, we can consider the fol-
lowing scenarios where an attacker has already compromised a
victim, but an administrator is actively monitoring the system for in-
dicators of compromise within the output of the user management
applications and the Windows Event Log.

e Scenario 1: net user add: The simplest persistence method
is adding a new user through the command prompt using the
net user application. This creates a new identity that can be
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used to access the machine, yet it also generates a Windows
Event with ID 4720[17]. This ID is easily noticeable by many
solutions since it is the event that describes the creation of a
new account within the system. Moreover, the new account
can also be easily spotted by reviewing the output of user
management applications (e.g., lusrmgr.msc, net users); thus,
its access can be revoked.

e Scenario 2: net user add with an appended dollar sign to
the username: The scenario of adding a dollar sign to the
username to create a service-like account has been recently
popularized by well-known researchers [57]. However, even
with this technique, the account creation event 4720[17] is
still registered in the Windows Event Log, making it easy for
the defense team to spot through event log analysis. There-
fore, this approach also breaks our property of stealthiness,
and it is not totally feasible.

e Scenario 3: Invoke netuseradd API to craft a machine ac-
count: Creating a machine account by calling the netapi32.dll
function net user add may require constructing a structure
that holds all the information of the desired account (e.g.,
USER_INFO_1 [37]). This structure may require specific at-
tributes such as username, privilege (e.g., admin, standard
user, guest), and flags. To create a machine account with the
benefits of the dollar sign by setting one in the username
attribute and establishing the flags attribute to 0x1000[37].
Nonetheless, the execution of this call may result in a 4741
event; though less commonly monitored and it is considered
as low in importance [17][26], it is still recorded. The ac-
count may not appear in the output of the user management
applications, but it is still possible for an administrator to
detect its creation and remove the adversary’s access.

These scenarios help to illustrate the main challenge we faced
during this research: How to create an invisible account without
calling the Win32 API preventing its recording in the Windows
Event Log.

To successfully deploy this attack on a compromised system,
the adversary must have read/write access to the SAM. As in the
previous attack, the adversary can achieve this with the NT SYSTEM
privileges on the compromised system.

To maintain the stealthiness property of the attack, it is important
to consider the two possible scenarios that may allow the detection
of the malicious account: during its creation and after its creation.
To prevent the recording of the attacker account creation to the
Windows Event Logger, the adversary must write all the objects
that commonly represent a standard local account directly to the
SAM without calling the Identity Management Interface (e.g., Win32
API netapi32.dil::netuseradd). To prevent the detection of the mali-
cious account after its deployment on the compromised machine,
it is necessary to leverage other OS behaviors for different local
accounts.

Figure 8 represents the general overview of the attacking account
creation by directly writing its objects to the SAM. The overall
process of creating an account with Suborner consists of crafting
three binaries and the registry keys that hold them, respectively.
Within the HKLM: SAM\SAM registry path, we write the objects as
follows:
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HKLM:SAM\SAM\Domains
\AccountiUsers\Names

attacker$
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Type: 0x3E9

Username:
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000003E9 o

F 3
-/

Identity Management
Interface
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Figure 8: Overview of the Suborner attack by directly writing
local account objects

(1) Obtain the highest available RID for local accounts to find
an available RID for the new attacking account.

(2) Create the Domains\Account\Users\Names with the speci-
fied username (e.g., attacker$). Then create the key’s default
REG_BINARY and assign the available RID number obtained
in the previous step as its Type.

(3) Based on the new RID of the account, create a registry sub-
key under Domains\Account\Users with the new RID in
hexadecimal as the name of it in an 8-digit format (e.g., 1001,
0X000003E9).

(4) Craft the objects of the account. For the attack purposes,
only the F and V attributes are needed:

e Craft the V attribute containing the defined username
and the encrypted NTLM hash that represents the defined
password for the attacking account

o Craft the F attribute to set the account as Enabled, specify
the victim local account to impersonate by setting its RID
in RID Copy, and setting the Account Control Bits (ACB) to
describe the account as a non-standard user (e.g., WORK-
STATION_TRUST_ACCOUNT 0x80).

e Write the changes to the SAM.

Our artifact currently clones the objects of an existent local
account and modifies the attributes that make the attack feasible.
Nonetheless, one of the challenges we faced while creating our
proof of concept was the password encryption process for local
accounts.

8.2.1 SAM Encrypted NTLM Hash Calculation. Before we started
our study, the encryption process of the local account’s passwords
in the SAM had been vaguely documented [27][66]. There have been
implementations that extract the secrets from the SAM [54][5][3][51].
Yet, none replicate the OS encryption process to store a local ac-
count’s password in the SAM. On the other hand, Microsoft enforced
the encryption of the SAM hashes with AES-128-CBC+IV in Win-
dows 10 v1607 (14393.4530) [24]. Previously, the operating system
used MD5 to encrypt the NTLM hash. Some tools can extract the
NTLM hash with this new encryption model [5][54][51], yet to
the best of our knowledge, this is the first non-official implemen-
tation of the password encryption process for local accounts that
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Figure 9: Suborner password encryption process for Local Accounts on Windows

implements both previous MD5 encryption and AES-128-CBC+IV
encryption.

Our proof of concept of Suborner implements the password
encryption by first calculating the required keys to encrypt the plain
text password to the SAM Encrypted Hash stored in the V NTLM
Hash attribute. Our implementation first calculates the DES Keys
(Figure 9b) based on the little-endian unsigned integer version of
the attacking account’s RID (e.g., E9930000). The RID is permuted
based on the 7-byte long static arrays K1 and K2 plus a parity bit,
resulting in two 8-byte long DES keys.

Described in Figure 9c, the SysKey decryption implemented in
our proof of concept will:

(1) Extract the class data values of the subkeys 7D, Skew1, GBG,
Data located in the LSA Policy registry hive.

(2) Concatenate the extracted values and permute the resultant
string based on the specified static array (Figure 9c). This
will produce the victim’s Bootkey.

(3) Extract the F binary of the HKLM: SAM\SAM\Domains\Account
key to determine the encryption model that is in place (MD5
or AES), the Encrypted Syskey and additional values:
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o If MD5 (F[Ox00] = 0x02), it will retrieve the Encrypted
Syskey from F[0x80] and calculate the MD5 hash for the
value stored at F[0x70] concatenated with the String 1,
the Bootkey, and the String 2. The Encrypted Syskey will
be RC4 decrypted by using the MD5 hash as the key.

o If AES (F[0x00] = 0x03), it will retrieve the Encrypted
Syskey from F[0x88] and the IV from from F[0x78]. The
decryption of the Syskey is done by using the Bootkey as
the key and the obtained IV.

After obtaining the needed keys, our implementation of Sub-
orner leverages them to proceed to replicate the password encryp-
tion process performed by the operating system (as described in
Figure 9a):

(1) Plaintext password is MD4 hashed as a UTF-16 string. This

is the resulting NTLM hash.

(2) The NTLM hash is split in half, resulting in two strings NTLM

Half 1 and NTLM Half 2.

(3) Each half is encrypted with the respective DES key previ-

ously obtained (Figure 9b).

(4) The two DES encrypted halves of the NTLM hash are con-

catenated to create the resultant DES Encrypted NTLM Hash.
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(5) The DES Encrypted NTLM Hash is encrypted with the ob-
tained Syskey (Figure 9c):

o If MD5/RC4, the RC4 encryption key is generated by MD5
hashing the string concatenating the Syskey, the 8-digit
little-endian representation of the RID, and the specified
string (Figure 9a). The SAM Encrypted Hash is obtained by
encrypting the DES Encrypted NTLM Hash with RC4 and
the obtained MD5 digest as the key.

o If AES, we specify the 16-byte IV to use. This value will
be stored in the custom V:NTLMHash attribute along with
the SAM Encrypted Hash, which is obtained by encrypting
the DES Hash Encrypted value with the Syskey and the
defined IV

(6) The SAM Encrypted Hash is stored in the custom V attribute
of the created account.

In summary, Suborner describes a new technique that achieves
our desired objectives. This is also the answer to our final question:

RQ5: How can we create an account satisfying our three
properties without calling the Identity Management In-
terface A: With our attack, we can create a robust persistence
vector by using the OS resources for identity management, which is
stealthy due to the bypass of the Win32 API functions for account
management, while maintaining the desired privileges through
RID impersonation.

9 EVALUATION

We have performed different tests of the implementations of our
attacks to show we are successfully addressing and satisfying the
proposed three objectives for our techniques: stealthiness, robust-
ness, and privileged persistence. We emphasize that these attacks
are executable without our proof of concepts: they can be executed
as living-off-the-land (LOTL) attacks that only use legitimate OS
resources.

9.1 Effectiveness

We have tested these attacks against multiple versions of Windows
(XP, 7, 8.1, 10, 11) and Windows Server (2003, 2012), including the
latest version of Windows 11 and Windows 2022. We used virtual
machines and tested our attacks on standalone and domain-joined
systems. To evaluate the access from the attacker system, we eval-
uated accessing the accounts via interactive logon (i.e., physical
access) and remote login. For remote login, we tried to access the
systems through Remote Desktop Protocol (RDP), Windows Remote
Management (WinRM), and the Server Message Block protocol (SMB)
by using legitimate tools (e.g., PsExec) as well as open-source of-
fensive tools [51, 54].

We confirmed that both attacks persist after the victim is re-
booted. Moreover, we use the user management applications to
validate any changes in the local accounts after the attack (e.g., net
user, lusrmgr.msc), and we confirmed that no change was regis-
tered during the account modification, creation, or even before or
after the authentication. We also monitored the Windows Event
Log with a default configuration when performing the attack and
accessing the system as the attacker. Depending on the event log
configuration, an authentication attempt as an invisible account
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using Suborner could be registered. However, it is harder to distin-
guish if the account shares the exact name of a legitimate system
(e.g., domain controller, same system machine name). After that
event, all the operations are registered as the attacker-designed
account.

We performed access against the victim systems as the default
Guest account, a new standard user account, and an invisible ac-
count created with Suborner . We confirmed that it is possible to
assign the privileges of the built-in administrator account to both,
even if the administrator is disabled. We also performed tests using
custom accounts with elevated privileges, resulting in a functional
privileged session by authenticating as an unprivileged account.
After accessing the system with an unprivileged account or a Sub-
orner account, we confirm the privileges obtained by validating
the session’s access token with legitimate tools (e.g., whoami /priv,
ProcessExplorer), and writing in privileged folders (e.g., System32).
However, our tests showed that the attacks are reliable on all ver-
sions by authenticating interactively via SMB and RDP. We con-
firmed that these attacks do not work on domain controller systems
and that access via WinRM is reliable on versions before Windows
10.

9.2 Signature and Behavioral Analysis

One of the objectives we want to ensure is the stealthiness of our
attacks. This can be evaluated through multiple tests. The initial
one involves the study of the modules we have developed with
multiple EDR and antivirus solutions through VirusTotal [62-64].
Most of these solutions involve signature-based and behavioral-
based analysis, looking for particular patterns within the image
(e.g., byte strings associated with malicious images) or emulating
the Windows API calls to determine malicious behavior during the
image execution.

For RID Hijacking , we created two modules: one designed for
Metasploit [51] as a post-exploitation module, and one for Pow-
ershell [31]. The first one [62] was not detected by VirusTotal.
However, the Powershell one was detected by 2 of the solutions
used in VirusTotal [63]. For Suborner , we created a C# module
and compiled it for 32-bit and 64-bit architectures. After analyzing
it with VirusTotal, we confirmed that only 1 of the VirusTotal An-
tivirus solutions detected the artifact [64]. This means the module
can be written on disk or loaded on a victim through Powershell
prompts using different approaches, such as file-less reflection,
without being detected by most solutions.

Considering that we do not implement any obfuscation for an-
tivirus evasion in our modules, these results contribute to one of our
initially proposed objectives: Achieving stealthiness in our attack
vector.

9.3 Windows Security Mechanisms

To prevent file-less attacks and execution of malicious attacks
within the command prompts of the OS, Microsoft has created the
Anti-Malware Scanning Interface (AMSI)[14]. AMSI constantly scans
for user input, looking for malicious strings associated with differ-
ent tactics, techniques, and procedures leveraged by adversaries.
AMSI also connects to Microsoft Defender to report the anomalies.
We have tested the Powershell module for RID Hijacking and the
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C# module for Suborner on Windows 11. The experiment proved
that our artifacts do not trigger any alarm to Microsoft Defender
after loading them to Powershell and executing them to perform
the actual attack.

We performed various experiments to evaluate if our attacks
are reported through the different authentication protocols used in
Windows. Since these attacks target local accounts, we confirmed no
reporting to outside protocols when the registry hives are modified
locally. This can be interpreted as a capability for stealthiness during
the execution of our artifacts.

Access to the SAM registry is not commonly monitored for mul-
tiple reasons, and one of them is that legitimate libraries constantly
update the local account objects and their attributes with usual
values, such as the last login date or last changed password. If an
EDR solution were to monitor every access to these objects, multi-
ple false positives would be raised every time legitimate functions
access these attributes. This is why the Windows API is the one that
usually reports any anomaly to the Event Log.

In default configurations, we confirmed that executing our at-
tacks does not trigger any event in the Event Log that proves the
access to the SAM registry hive. SAMSRV RPC [28] calls may result
in events writing within the Event log under specific configura-
tions. However, even though the approach is considered stealthy in
specific scenarios, modifying the local account objects through RPC
has proved not feasible since it is also constraining. Particularly, we
noticed that by using it, our attack might lose the impersonation
capabilities since the OS does not allow to modify the RID Copy
attribute that triggers the Security Reference Monitor unexpected
behavior when creating the Primary Access Token.

10 ETHICAL DISCLOSURE

We contacted the email address of Microsoft Security Response Center
(MSRC) secure@microsoft.com to report our findings. First, we
disclosed RID Hijacking to MSRC and did not receive an email
reply. However, 10 months later, after presenting this research at
Black Hat USA, a member of the Microsoft Security Response Team
reached out to us via a direct message on Twitter, stating that his
team had received several external queries as to why Microsoft
had not patched our attack. The representative said that he could
not find our email reporting the attack and that a spam filter had
probably caught it. Regarding a patch, he said that:

This doesn’t appear to be something we would
have addressed via a security update since it’s a
backdooring technique and not a vulnerability
in the traditional sense.

We also reported Suborner to MSRC. We received a reply a
month later with the following text:

This report describes persistent attacks on a com-
promised machine running as SYSTEM. As such
we have determined that this submission does
not meet the definition of a security vulnerability
for servicing.

Microsoft’s responses imply that persistence is often overlooked.
They acknowledge that our attacks create a backdoor but do not
meet the classical definition of vulnerabilities. We confirmed that
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at the moment of submission of this paper, our attacks still work
for Windows XP, Server 2012, 8.1, 10, and 11.

11 CONCLUSIONS

Our attacks show the lack of enforcement of the complete mediation
principle for account management in Windows. To preserve the
system’s integrity, the OS should enforce complete mediation to
access identity storage and access logs.

A defense-in-depth approach could also look for inconsistencies
in the authorization’s stored information. The current design of
Windows makes it difficult to detect inconsistencies created by
a privileged adversary. Detecting these inconsistencies is harder
when these critical resources are obscure (closed-source) and only
intended to be accessible by closed-source OS modules. With this
approach, users and defenders may only rely on the application’s
interpretation of these resources in lieu of the data that is actually
stored in them.

From a vendor’s perspective, we believe that integrity validation
routines of critical resources and hardware-based protection for
them, such as the ones proposed with the Microsoft Pluton [43] secu-
rity processors, could reduce the effectiveness of these persistence
attacks. Users of the operating system can monitor access to the
registry to detect indicators of compromise.

Our work introduces a new realm of user-mode persistence at-
tacks on Operating Systems. Our attack model proposes an approach
to stealthily forge or customize identities on Operating Systems with-
out the constraints of its Identity Management applications, opening
the door to other potential attacks. We have demonstrated how
inconsistencies in OS critical resources can be abused by privileged
adversaries to maintain access to a compromised system.

Our proof of concepts and a clearer representation of critical
objects used by Windows to store identity information can improve
a defenders’ understanding of Windows identity management to
detect and prevent persistence attacks while using the OS resources
to protect their assets. Regarding the Windows OS identity man-
agement for local accounts, many unknown account properties are
still managed by closed-source functionalities. Future efforts may
be oriented to improve the general understanding of the Windows
Identity Management model along with the discovery of new vari-
ants of this attack model. Although they might be easier to detect
on open-source Operating Systems, we argue that similar attacks
could be extended to other OSs,
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