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Packet Tracer. KoHdourypuposaHue n nposepka IPsec VPN mexay aAByms
nyHKTamu (site-to-site) c nomowbo MHTEepdenca KoOMaHAHON CTPOKMU
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e [lpoBepka cBSA3UN B CETU

e Hactporka mapwpyTtusatopa R1 gns nogaepxku cetn Site-to-Site IPsec VPN ¢ mapwpytnsatopom R3

UcxopHble aaHHbIe/cueHapun

Tononorusi ceTy BKNOYaeT Tpu MapLupyTusaTopa. Bawa 3agava 3aknovaeTtcs B TOM, YTOObl HACTPOUTL MapLIpyTU3a-
Topbl R1 1 R3 ansa nopgaepxku cetu site-to-site IPsec VPN (Mexay AByMst NyHKTamMu) Npu nepefade Tpadgmka mexay
COOTBETCTBYHOLUMMY NOKanbHbIMK ceTamu. TyHHenb IPsec VPN npoxoauT oT mapwpyTtusaTtopa R1 k mapipyTtusatopy R3
yepes3 R2. MapwpyTusatop R2 nrpaet ponb TpaH3uTHOro y3na u He nmeeT nHdopmauum o VPN. IPSec obecneuynBaeT
6e3onacHyto nepegavy KoHmaeHumansHON MHopMaLmMmn Mo He3aWwuLLEeHHbIM ceTaMm, Hanpumep no NHTepHeTy. IPSec
YHKLUMOHUPYET Ha CETEBOM YPOBHE U BbIMOMHAET PYHKLUMIO KaK 3almThl, Tak 1 ayTeHTudmkauun |IP-nakeToB mexagy
COOTBETCTBYOLMMM YCTponcTBamu IPsec (yanamu), Takumu kak MapLupyTtumaaTtopsbl Cisco.
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MHTepderica KOMaHAHON CTPOKKU

MapameTpbl nonutuku ISAKMP, dasza 1

MapameTpbl R1 R3
MeToa pacnpeaeneHus Kno4ven BpyyHyto nnu ISAKMP ISAKMP ISAKMP
Anroputm wndpoBaHusa DES, 3DES nnn AES AES 256 AES 256
Anroputm xewmMpoBaHusA MD5 nnn SHA-1 SHA-1 SHA-1
MeTtoa ayTteHTUdMKaLmm O6wwue kno4um nnm RSA pre-share pre-share
OOMeH Knovyamu pynnaDH 1,2 unu 5 DH 5 DH5
Bpewms cyuwectBsoBaHus IKE SA 86 400 c nnn MmeHbLLe 86400 86400
Kntou ISAKMP vpnpab5 vpnpabs5

Mpumeyanue. MNonyXmMpHbIM WPUDTOM BblAeNeHbl NapaMeTpbl N0 yMonyaHuio. ABHO HacTpansaTtb TpebyeTcs TONbKo

HeBblAeNneHHble NnapamMeTpbl.

MapameTpbl nonuTtukm IPsec, dasa 2

MapameTpbl R1 R3
NUma Habopa npeo6GpasoBaHum VPN-SET VPN-SET
WndpoBaHue npeobpasoBaHusa ESP esp-aes esp-aes

AyTteHTudmkaumsa npeobpasoBaHusa ESP

esp-sha-hmac

esp-sha-hmac

IP-appec y3na

10.2.2.2

10.1.1.2

Tpaduk, nognexawmmn wudpoBaHUIO

access-list 110 (source
192.168.1.0 dest

access-list 110 (source
192.168.3.0 dest

192.168.3.0) 192.168.1.0)
Uma kpuntorpadmyeckon KapTbl VPN-MAP VPN-MAP
YcrtaHoBneHune SA ipsec-isakmp ipsec-isakmp

Ha MapLuipyTnsaTopax Obinn npenBapuTenibHO HaCTpOeHbl cneayrLime napamMmeTpbl.

e [Maponb Anst NMHUKM KOHCONK: ciscoconpass

e [Maponb ansa nuHnia VTY: ciscovtypabb

e [laponb NpuBMNErMpoBaHHOro AocTyna: ciscoenpasbb

e Vm4a nonb3osatens n naponb SSH: SSHadmin/ciscosshpab5

e OSPF101

Yactb 1: Hactpoinka napameTpoB IPsec Ha mapwpyTtusatope R1

War 1: NpoBepka cBA3M.

OTnpaBbTe ax0-3anpoc ¢ komnbtoTepa PC-A Ha komnbtotep PC-C.
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LWar 2: BkntoyeHue naketa Security Technology.

a. Ha mapuwpyTtnsatope R1 BBegute komanay show version gns npocMoTpa CBeAeHWUI O NIMLEH3UN
Security Technology Package.

b. Ecnu naket Security Technology He akTuB/MpoBaH, caenavTe 370 C NOMOLLbIO CrieaytoLen KoMaHabl.
Rl (config) # license boot module c1900 technology-package securityk9
c. [pvmuTe ycnoBusa NULIEH3MOHHOIO COrMalleHNsa C KOHEYHbIM Mosfib3oBarTenem.

d. CoxpaHuTe TeKyLLylo KOHdUrypaumio 1 nepesarpysnte MapLupyTM3aTop, 4Tobbl akTMBMpPOBaTb JIULIEH3UI0
Technology Package.

e. Y6eputecb, 4yTo nakeT Security Technology BkntoyeH, ¢ nomoLlblo kKoMmaHabl show version.

War 3: OnpegeneHne «<uHTepecHoro» Tpadmka Ha mappyTusatope R1.

Hactponte cnucok ACL 110, 4To6bl naeHTUMLMPOBaTb Kak KMHTEPECHbIN» TpaduK, HaNPaBNSALNACA U3 NTOKanbHOM
ceTu Ha mapwpyTmusaTope R1 B nokanbHyto ceTb Ha MapLupyTudaTtope R3. OToT Tpaduk byaet nHMUMmMpoBaThb co3gaHue
cetn IPsec VPN npu Hannuunm Tpadmka mexay nokanbHbiMmn ceTamu mapupyTtusatopos R1 n R3. Becb octanbHom
TpaduK, NCXOAALLMIA U3 NOKanbHbIX ceTen, He ByaeT wudposaTtbes. M3-3a HesaBHoro ycnosus deny all He HyXHO
HacTpauBaTtb onepaTtop deny ip any any.

Rl (config) # access-list 110 permit ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255

LWar 4: Hactpouka nonutuku ISAKMP da3sbl 1 IKE Ha mapwpyTtusatope R1.

Hactponte cBorictBa crypto ISAKMP policy 10 Ha maplpyTum3atope R1 ¢ obwum knovom windposaHus vpnpabs.
KoHKpeTHble napameTpbl ANA HAacTponku cM. B Tabnuue ISAKMP, dasa 1. 3HaveHnsa no ymonyaHuio HacTpameaTb
He HyxHo. CrnegoBaTernbHO, HEOBX0AUMO HACTPOUTL TONBbKO METOA, LWndpoBaHus, MeToa obmeHa krtovamm n metog DH.

Mpumevanue. B HacToswee Bpemsa Packet Tracer nogaepxusaet rpynnsl DH ¢ Homepom He BbiLue 5.
B npousBoacTBeHHoM ceTn notpebyeTca HacTpouTb, kak MuHuMyM, DH14.

config) # crypto isakmp policy 10

config-isakmp)# encryption aes 256

R1(
R1(
Rl (config-isakmp) # authentication pre-share
Rl (config-isakmp) # group 5

Rl (config-isakmp) # exit

R1(

config) # crypto isakmp key vpnpa55 address 10.2.2.2

LWar 5: Hactpouka nonutuku IPsec ¢asbl 2 IKE Ha mapwpyTusatope R1.
a. Cospante Habop npeobpasosaHun VPN-SET, uTobbl Mcnonb3oBaTh esp-aes u esp-sha-hmac.

Rl (config)# crypto ipsec transform-set VPN-SET esp-aes esp-sha-hmac

b. Cosgante kpuntorpadcuyeckyto kapty VPN-MAP, cBsisbiBatoLLyto Apyr ¢ ApYroM Bce napameTpbl dasbl 2.
Wcnonb3yiiTe nopsiakoBein Homep 10 1 onpegenuTe ero Kak kapTy ipsec-isakmp.

config) # crypto map VPN-MAP 10 ipsec-isakmp
config-crypto-map) # description VPN connection to R3
config-crypto-map) # set peer 10.2.2.2

# set transform-set VPN-SET

# match address 110
#

exit

R1(
R1(
R1 (
Rl (config-crypto-map
Rl (config-crypto-map
R1 (

)
)
)
)

config-crypto-map
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LWar 6: HacTtponka kpuntorpacmnueckom KapTbl Ha ucxogsiem nHtepdence.

MpuBsbkuTe kKpuntorpadudeckyto kapty VPN-MAP k ucxopsawemy nHtepdericy Serial 0/0/0.

Rl (config) # interface s0/0/0
Rl (config-if)# crypto map VPN-MAP

Yactb 2: Hactpoinka napameTpoB IPsec Ha mapwipyTtusatope R3

LWar 1: BknroyeHue naketa Security Technology.

a. Ha wmapwpytusatope R3 BBeanTe komaHay show version, 4ytobbl NpoBEpUTL, aKTUBUPOBaHA N NULLEH3NS
Security Technology Package.

b. Ecnu HeT, akTBMpyINTE NakeT u nepesarpy3ute mappyTtusaTtop R3.

LWar 2: Hactpoika mapwpyTtusatopa R3 gna nogaepxku cetu site-to-site VPN ¢ mapwpyTtnsatopom R1.

HacTponTte cooTBeTCTBYlOWME NapaMeTpbl Ha MapLupyTtnsatope R3. HactponTe cnucok ACL 110, ytobbl naeHTndnum-
poBaTb Kak «MHTEPECHBIN» TpaduK, HaNpaBnALMIACA N3 NOKaNbHOW ceTM Ha MapLupyTu3datope R3 B nokanbHyto ceTb
Ha mapuwpyTusaTtope R1.

R3 (config)# access-list 110 permit ip 192.168.3.0 0.0.0.255 192.168.1.0 0.0.0.255

LWar 3: Hactpoika cBonctB ISAKMP c¢pasbi 1 IKE Ha maplupyTusaTtope R3.

HactponTe ceonctsa kpuntononutukm ISAKMP 10 Ha mappyTtunsaTope R3 ¢ 06wwmm knoyom wndposaHmsa vpnpass.

config) # crypto isakmp policy 10

config-isakmp)# encryption aes 256

config-isakmp) # group 5

R3(
R3(
R3 (config-isakmp) # authentication pre-share
R3(
R3 (config-isakmp) # exit

R3(

config) # crypto isakmp key vpnpa55 address 10.1.1.2

LWar 4: Hactpovka nonutuku IKE casbl 2 IPsec Ha mapwpyTtusatope R3.
a. Cospante Habop npeobpasosanun VPN-SET, uTobbl Mcnonb3oBaTh esp-aes u esp-sha-hmac.

R3 (config) # crypto ipsec transform-set VPN-SET esp-aes esp-sha-hmac

b. Cospante kpuntorpacuyeckyto kapty VPN-MAP, cBsi3biBatoLLyt0 Apyr ¢ APYroM Bce napameTpbl hasbl 2.
WcnonbayiiTe nopsiakoBein Homep 10 1 onpegenuTe ero Kak kapTy ipsec-isakmp.
R3 (config) # crypto map VPN-MAP 10 ipsec-isakmp
R3 (config-crypto-map) # description VPN connection to R1
R3 (config-crypto-map) # set peer 10.1.1.2
R3 (config-crypto-map)# set transform-set VPN-SET
R3 (config-crypto-map) # match address 110
R3 (config-crypto-map) # exit

LWar 5: HacTtpouka kpuntorpacmuyeckomn kapTbl Ha ucxogsiLem nHtepdence.

MpusspkuTe kpuntorpadudeckyto kapty VPN-MAP k ncxopsiemy nocnegoBatensHomy uHtepdericy 0/0/1.
MpumeyaHue. ITOT Liar He OLEHMBAETCS.

R3 (config) # interface s0/0/1
R3 (config-if) # crypto map VPN-MAP
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YacTb 3: NpoBepka IPsec VPN

LWar 1: NpoBepka TyHHenA Ao nepeaavv «MHTepecHoro» Tpaduka.
BeeauTe komaHay show crypto ipsec sa Ha mapwpyTtusaTope R1. O6patute BHMMaHWe, YTO KONMYECTBO
MHKanNcynMpoBaHHbIX, 3alLMPOBaHHbIX, AeKancynMpoBaHHbIX U AelndpPoBaHHbLIX NAKeTOB YyCTAHOBMEHO Ha 0.
LWar 2: Co3pgaHue «nHTEepecHoro» Tpacuka.

OTnpaBbTe axo-3anpoc Ha komnbtoTep PC-C ¢ komnbioTepa PC-A.

LWar 3: NpoBepka TyHHeNs nocrne nepeaayn «<MHTepecHoro» Tpaduka.
Beeaute cHoBa komaHay show crypto ipsec sa Ha mapwpyTtusatope R1. Obpatute BHMMaHWe, YTO KONMYECTBO NaKeTOB
6onbLe 0, 1 370 03HavaeT, 4to TyHHenb IPsec VPN paboTaer.
LWar 4: Co3paHue «HeUnHTepecHoro» Tpaduka.
OTtnpaBbTe 3x0-3anpoc Ha komnbioTep PC-B ¢ komnbioTepa PC-A. Mpumeyanue. OTnpaBka axo-3anpoca ¢ MapLupytusaTopa
R1 Ha komnbtoTep PC-C vnu ¢ mapupytusatopa R3 Ha komnbtotep PC-A npeactaBnset coGon «HENHTEPECHbIN» Tpaduk.
LWar 5: NpoBepka TyHHens.
CHoBa BBeauTe KoMaHay show crypto ipsec sa Ha maplupyTtusatope R1. O6paTute BHMMaHWe, YTO KONMMYEeCTBO NakeToB
He U3MEHUIOCh, YTO 03HAYAET, YTO KHEMHTEPECHbINY Tpaduk He 3alumndpoBaH.
LWar 6: NpoBepka pe3ynbTaToB.

Bbl nonHocThio BoinonHunu 3agaHue. Haxmute Check Results (MpoBepuTb pe3ynbTaThbl) 418 TPOCMOTPA OT3bIBa
1 MPOBEPKN 3aBepLUEHHbIX 06513aTeNbHbIX KOMMOHEHTOB.
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