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Packet Tracer. KoHcurypupoBaHue 6a3oBbix HacTpoek ASA n MexceTeBOro akpaHa ¢ ucnosfib3oBaHueM uHTepderica
KomaHgHom ctpoku (CLI)

Ta6nuua IP-agpecoB

e [lpoBepka cBsi3n 1 3HAKOMCTBO C ASA

YcTponctBO UHTepdenc IP-agpec Macka noacetu LLnto3 no ymonyaHuto
GO0/0 209.165.200.225 255.255.255.248 H/M
Rt S0/0/0 (DCE) 10.1.1.1 255.255.255.252 H/M
S0/0/0 10.1.1.2 255.255.255.252 H/M
R? S0/0/1 (DCE) 10.2.2.2 255.255.255.252 H/M
GO0/1 172.16.3.1 255.255.255.0 H/M
RS S0/0/1 10.2.2.1 255.255.255.252 H/M
ASA VLAN 1 (EO0/1) 192.168.1.1 255.255.255.0 H/M
ASA VLAN 2 (EO0/0) 209.165.200.226 255.255.255.248 H/M
ASA VLAN 3 (E0/2) 192.168.2.1 255.255.255.0 H/M
Cepeep DMZ NIC 192.168.2.3 255.255.255.0 192.168.2.1
PC-B NIC 192.168.1.3 255.255.255.0 192.168.1.1
PC-C NIC 172.16.3.3 255.255.255.0 172.16.3.1
3apaum

e Hacrpoiika ocHOBHbIX NapameTpoB ASA u ypoBHei 6e3onacHoCcTv HTepderica ¢ noMoLLbio MHTepdelica
KOMaHAHOWN CTPOKU

e Hacrtpoiika mapLupyTusaumm, npeobpasoBaHns aapecoB U NONUTUKM MHCNEKTUPOBAHMSA C MOMOLLBIO nHTepdenca
KOMaHOHOW CTPOKM

e Hacrtponka DHCP, AAA n SSH

e Hacrtpoiika DMZ, ctaTnyeckoro npeobpasoBaHusi ceteBbix agpecoB (NAT) n cnmckoB koHTpons goctyna (ACL)

CueHapun

B Baluer KoMnaHum ecTb OAMH MYHKT, NOAKMOYEHHbIN K ISP. MapwpyTusatop R1 npeacrasnset coborn KoHeYHoe

yctporicteo (CPE) noa ynpaeneHuem ISP. R2 — 3T0 NpoMeXyTOUHbIA UHTEPHET-MapLupyTudatop. R3 — 310 noctaBLmk
ISP, nogknoyatowmn KoMnbTeP agMUHMCTpaTopa 13 KOMNaHUM ynpaBieHUs CeTbio, KOTOPbIN Obin HAHAT Ha paboTy
ONS QUCTaHUMOHHOTO ynpaBneHus Bawen ceTbio. ASA — 3To rpaHUYHOE yCTporcTBO 6e3onacHoOCTU, nogkmovatoLlee
BHYTpMKopnopaTuBHyto ceTb 1 DMZ k ISP n ogHoBpeMeHHo npegocTasnstowee cepucel NAT n DHCP BHyTpeHHUM
xocTam. YcTponcteo ASA Heo6X0AMMO CKOHUTYpMpOBaTh Anst yNpaBnieHus agMUHUCTPATOPOM BO BHYTPEHHEN CETH,
a Takke yganeHHoiM agmuHucTpaTopom. NHTepdeiickl VLAN 3-ro ypoBHS 06ecneumBatoT 40CTYN K TPEM 30HAM,
CO30aHHbIM B 3TOM 3a[j@aHuK: BHyTpeHHewn, BHewwHen u DMZ. ISP Ha3Haumn npocTpaHcTBo 06LweaocTynHeix IP-agpecos
209.165.200.224/29, koTopoe byaeT ncnonb3oBaHo Ans npeobpasoBaHns agpecoB Ha ASA.

Ha Bcex maplipyTusaTopax u kommyTaTopax Obinv NpeaBapuTenbHO HaCTPOEHbI criedytoLlmne napameTpsbi.

o [Maponb npuBunernposaHHoOro goctyna: ciscoenpabs
o Maponb koHCcONU: ciscoconpa55
o Wmsa nonb3oBatens n naponb agMmuHucTpaTtopa: admin/adminpa55

MpumeyvaHue. [JaHHoe 3agaHue ¢ Packet Tracer He 3ameHsieT nabopaTopHble paboTbl No ASA. OHo no3BonsieT
yyawmmcs nonyyYnTb AOMNOMHUTENBHYIO NPAKTUKY 1 MogenupyeT 6onblIMHCTBO koHdurypaumii ASA 5505. Mo cpaBHeHuto
C peanbHbiM ycTponcTBoM ASA 5505 BO3MOXXHbI HE3HAUUTENBHBIE OTINYMS B BBIXOAHbIX AAHHbLIX U KOMaHAax, KOTopble
noka He nopaepxwusatotcs B Packet Tracer.

© 2017 Komnanwus Cisco u/vnu ee godepHue komnaHun. Bee npaBa 3alwmiyeHbl. TOT OKYMEHT siBnsieTcst obweaocTynHon nidopmaumeii Cisco. Ctp.2us 7



Packet Tracer. KoHcurypupoBaHue 6a3oBbix HacTpoek ASA n MexceTeBOro akpaHa ¢ ucnosfib3oBaHueM uHTepderica
KomaHgHom ctpoku (CLI)

YacTb 1: lpoBepka cBA3U U 3HAKOMCTBO ¢ ASA

MpumeyaHue. 310 3agaHne ¢ Packet Tracer HaunHaeTcs, koraa 20% OLEHOYHBIX BOMPOCOB OTMEYEHbI Kak BbIMOSTHEHHbIE.
OT0 caenaHo Ans Toro, YTobbl Bbl CryvaiHO HE M3MEHWUIM HEKOTOPLIE 3HAYEHUsI MO yMonyaHuio ans ASA. Hanpumep, nms
BHYTPEHHEro nHTepdelica no ymon4yaHuio — inside, n ero He cnegyet nameHsTb. Haxmute Check Results (MposepuTb
pesynbTaThl), 4TOObI MOCMOTPETb, KakmMe NyHKTbl NPOBEPOYHON paboThl yKe OLEHEHbI Kak NpaBuUrbHbIE.

War 1: NpoBepka cBA3M.

B HacTosAwmn momeHT ycTporictBo ASA He HacTpoeHo. OgHako BCe MapLupyTusaTopbl, KOMnbloTepsbl 1 cepsep DMZ
HacTpoeHbl. Ybeautech, 4to komnbioTep PC-C MOXeT ycneLHo oTnpaBnsTe 9X0-3anpockl Ha nobol nHtepdeic
maplipyTtusaTopa. Komnbtotep PC-C He MOXeT OTnpaBnsTb 3X0-3anpockl ycTponctBy ASA, komnbiotepy PC-B
unu cepsepy DMZ.

LWar 2: OnpegeneHne Bepcun, UHTepcencoB U nuueH3um ansa ASA.

C nomoLbto kKoMaHabl Show version onpefenvTe pasnuyHble acnekTbl 3Toro ycrpoictea ASA.

LWar 3: OnpegeneHne hannoBon cucTeMbl U cogepxMmoro dnew-namMmaTu.
a. [lepenanTe B NpuBUNErMpoBaHHbIi pexuM. MNMaponb He 3agaH. MNpu NosiBNeHWn 3anpoca naponsa Haxmute Enter.
b.  C nowmotwpto koMaHabl show file system otobpasute channoyto cuctemy ASA v onpegenvte noaaepxusaemblie NpedmKeh.

c. C nomoubto komaHabl show flash: unu show diskO: oTob6pasnTte cogepxnmoe gneLu-namsTn.

YacTb 2: HacTtpounka napametpoB ASA un 3awmTtbl MHTepcenca ¢ nomowbio UHTepdenca
KOMaHAHOMW CTPOKMU

CoseT. MHorne komaHapbl MHTepdenca komaHgHom ctpoku ansa ASA n ana Cisco 10S cxoxun nnu ngeHtnyHesl. Kpome Toro,
npoLiecc nepexoaa Mexay pexxmmamuy 1 nogpexxrMamm HaCTPOMKN NPaKTUYECKN OAMHAKOBbIN.

LWar 1: HacTpoika nmeHun XxocTta U JOMEHHOIo UMEHMU.
a. YcraHosuTe umsi xocta ASA — CCNAS-ASA.

b. YcraHoBuUTE [OMEHHOE UMs — ccnasecurity.com.

LWar 2: YcTtaHoBKa naponsa ana pexumMma npunBunernposaHHoro gocrtyna.

Wcnonb3yite komaHgy enable password gns cMeHbl napons NpuBUIErMPOBaHHOIO pexunmMa Ha ciscoenpabb.

LWar 3: YcTtaHOBKa AaTtbl U BpeMeHM!.

C nomoubto komaHapbl clock set HacTpoliTe BpyyHyto AaTy U Bpems (3TOT Liar He OLEHMBaETCS).

LWar 4: HacTtpoiika BHyTpeHHero u BHelwHero uHtepcgencos.

Cenyac Bbl HacTpouTe Tonbko uHTepdercel VLAN 1 (BHyTpeHHUin) n VLAN 2 (BHewHui). MHTepdenc VLAN 3 (dmz)
OyOeT HacTpOeH B NATOM YacTu 3a4aHus.

a. Cospante normndeckun nHtepdenc VLAN 1 ansa BHyTpeHHewn ceTn (192.168.1.0/24) n 3agante HamBbICLLWIA YPOBEHb
6esonacHoctu 100.

CCNAS-ASA (config)# interface vlan 1

CCNAS-ASA (config-if)# nameif inside

CCNAS-ASA (config-if)# ip address 192.168.1.1 255.255.255.0
CCNAS-ASA (config-if)# security-level 100

b. Cosgante normyecknint uutepderic VLAN 2 ansa BHewHen cetu (209.165.200.224/29), 3apante camblil HU3KUNA
ypoBeHb 6e3onacHocTu 0 1 Bkntounte nHtepdenc VLAN 2.

CCNAS-ASA (config-if) # interface vlan 2
CCNAS-ASA (config-if) # nameif outside
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CCNAS-ASA (config-if)# ip address 209.165.200.226 255.255.255.248
CCNAS-ASA (config-if) # security-level 0
c. Vcnonb3ynte cneayowme kKOMaHabl AN NPOBEPKM HACTPOEK.

1) Wcnone3yiite komaHgy show interface ip brief ana otobpaxeHns coctosHus Bcex nHTepdencos ASA.
MpumeyaHue. O1a komaHaa oTnuyaeTca ot komaHabl |IOS show ip interface brief. Ecnu kakne-nubo paHee
HacTpoeHHble Usnyeckne nnm nornyeckme MHTepdencbl He HaXo0asATCA B COCTOSIHUM up/up, yCTpaHuTe
Henonagku, npexae 4em NpoJoMKUTb.

CoBerT. BonblmnHcTBO KOMaHg ASA show, Bkoyas ping, copy U apyrve, MOXHO BbIMOMHUTb U3 KOMaHAHOW
CTPOKM N0BOro pexmnmMa HacTPOWKK, He UCMosb3ys koMaHay do.

2) Ortobpasute nHdopmaumio no nHtepdericam VLAN 3-ro ypoBHs, ncnonb3ysi komaHay show ip address.

3) C nomoubio koMaHabl show switch vlan otobpasuTte BHyTpeHHUe n BHelwwHue cetn VLAN, HacTpoeHHble
Ha ASA, 1 Ha3Ha4eHHble NopThI.

LWar 5: NMpoBepka cBA3u ¢ ASA.

a. Bbl gpomkHbl 0TNpaBuTh 9x0-3anpoc ¢ komnbloTepa PC-B no agpecy BHyTpeHHero uHtepdgerica ASA (192.168.1.1).
Ecnun axo-3anpoc 3aBepLunnca HeygayHo, ncnpasbTe OWnBKM B KOHUIypaumm.

b. C komnbtoTepa PC-B otnpaBbTe axo-3anpoc Ha nHtepdenc VLAN 2 (BHewHuin) no IP-agpecy 209.165.200.226.
3x0-3anpoc Mo 3ToOMy afpecy AOMKEH 3aBEPLUNTLCS OLLUNMBKOMN.

Yactb 3: Hactponka mapwpyTusaumm, npeobpasoBaHusa agpecoB U NONIUTUKN
MHCMNEKTUPOBaHMA C MOMOLLbLIO UHTepdenca KOMaHAHOW CTPOKMU

LWar 1: HacTtpoika ctaTuyeckoro mapLupyTta no ymonuyaHuto ans ASA.

HacTponTte Ha BHelHeM uHTepdence ASA cTaTyeckuin MapLUpyT No YMOn4YaHuio, 4Tobbl ycTponcTeo ASA morno
nonyyatb AOCTYN K BHELUHUM CETAM.

a. Cospgante mMapLpyT N0 YMOMYaHUIO M3 YeTbIpeX Hyrnen» ¢ MOMOLLbIO KOMaHAbI route, CBSXKUTE ero ¢ BHELUHUM
nHTepdericom ASA n ykaxute IP-agpec (209.165.200.225) nHtepderica G0/0 mapwpyTtnsatopa R1 B kayecTse
nocneaHero Lwto3a.

CCNAS-ASA (config) # route outside 0.0.0.0 0.0.0.0 209.165.200.225

b. C nomoubto komaHabl show route y6eautech, UTO CTaTUYECKMIA MapLLPYT NO YMOMYaHWIo NpUCyTCTBYET B Tabnuue
mapupyTtusaunm ASA.

c. Yb6eautecb, 4To ASA MOXET YCMeLwwHo OTnpaBnsiTh 9x0-3anpoc no IP-agpecy (10.1.1.1) nHtepdenca S0/0/0
mapLupytusatopa R1. Ecnv oTnpaBuTtb 9x0-3anpoc He YAaeTcs, yCTpaHuTe Henonaaku.

LWar 2: HacTtponka npeo6pa3oBaHus agpecoB ¢ nomolbio PAT n ceTeBbIX 06 BHEKTOB.
a. Cospante ceteBor 06beKT inside-net n HasHaybTe eMy aTpubyThl C MOMOLLBIO KOMaHA subnet un nat.

CCNAS-ASA (config) # object network inside-net

CCNAS-ASA (config-network-object)# subnet 192.168.1.0 255.255.255.0
CCNAS-ASA (config-network-object) # nat (inside,outside) dynamic interface
CCNAS-ASA (config-network-object) # end

b. ASA pasgensieT kOHpUrypauuio Ha 0GBbEKTHY0 YacTb, KOTopasa onpeaensieT npeobpasyemyto ceTb, U haKkTuyeckme
napameTpbl KOMaHAbl Nat. TN YacTu HaxoOsaTCs B ABYX pa3HbIX MecTax TekyLlen koHdurypauun. Otobpasute
KoHurypaumto o6bektoB NAT ¢ nomoLbio komaHabl show run.

c. OtnpaBbTe axo-3anpoc ¢ komnbioTepa PC-B Ha untepderic GO/0 mapwpyTtusatopa R1 no IP-agpecy
209.165.200.225. 3x0-3anpocbl A0SMKHbI 3aBEPLUNTLCS OLLUMOKOMN.

d. OrtnpaBbTe KOMaHay show nat Ha ASA gns npocmoTpa npeobpa3oBaHHbIX U Henpeobpa3oBaHHbIX 3NTIEMEHTOB.
Ob6paTuTe BHMUMaHWe, YTO CPeAU 3X0-3anpocoB ¢ koMmnbioTepa PC-B yeTbipe Gbinv npeobpasoBaHbl, a YeTblpe — HeT.
Mcxoasime axo-3anpockl Obinv npeobpasoBaHbl U OTPaBeHbl N0 HasHa4YeHMo. IX0-0TBEThbl Obinn 3abnokMpoBaHbI
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NONMUTUKOW MEXCETEBOrO akpaHa. Bbl HAaCTpouTe NONUTKKY MHCNEKTUPOBAHUSA MO YMOMYaHUIo, paspeLuatoLLyo
npotokon ICMP Ha ware 3 gaHHon YacTu 3agaHus.

War 3: U3ameHeHne rmobanbHON NONIMTUKN MHCNEKTUPOBaHUsA npunoxeHun MPF no ymon4yaHuto.

[nsa nHcnekTMpoBaHUS YPOBHS NPUMOXEHUIA U BbIMONTHEHWS OPYIMX CNOXHbBIX 3agay Ha ycTponcTBax ASA umeetcst
nHdppactpyktypa Cisco MPF.

B Packet Tracer Ha ycTpornictBe ASA no ymonyaHuo HeT kapTbl nonutuk MPF. B kavyectBe Moamdumkaumm MOXHO
co3gaTb KapTy NONUTKK NO YMOMYaHWIo ANS NPpOBEpKKU Tpadmka, HanpaensAloLWwerocs 3 BHyTPEHHeN ceTu

BO BHELUHIOW. [py NnpaBunbHOM HacTpowike TONbKO TpaduK, UCXOASLINA N3 BHYTPEHHeN ceTu, byaeTt nponyckaTbcs
obpaTHo BO BHeLWHM nHTepdeinc. Bam notpebyetcs gobaesutb npotokon ICMP B CNMCOK MHCNEKTMPOBAHKS.

a. CospgainTe KapTy KnaccoB, kapTy NONMUTKK M NONUTUKY obcnyxumBaHus. [JlobaBbTe uHcnekTnpoBaHue Tpaduka ICMP
B CMWCOK KapT NOSIMTUK C MOMOLLIbIO CreayoLmux KoMaHA.

CCNAS-ASA (config) # class-map inspection_default
CCNAS-ASA (config-cmap) # match default-inspection-traffic
CCNAS-ASA (config-cmap) # exit

CCNAS-ASA (config) # policy-map global policy

CCNAS-ASA (config-pmap-c)# inspect icmp

(
(
(
(
CCNAS-ASA (config-pmap) # class inspection_default
(
CCNAS-ASA (config-pmap-c)# exit
(

CCNAS-ASA (config) # service-policy global policy global

b. OTtnpaBbTe ax0-3anpoc ¢ komnbioTepa PC-B Ha uHtepdpenc GO/0 mapwpyTtnsatopa R1 no IP-agpecy 209.165.200.225.
OX0-3anpockl JOMKHbI ObITb BLIMOMHEHbI YCMELHO, Tak kak Tpaduk ICMP Tenepb npoBepseTcs v NErMTUMHBI
obpaTHbIn Tpaduk paspelueH. Ecnn axo-3anpockl 3aBepLUMCE HEYAaYHO, UCNpaBbTe OLUMGKN B KOHAMIYpaLUWsX.

Yactb 4: Hactponka DHCP, AAA n SSH

LWar 1: Hactponka ASA B kauyectBe DHCP-cepBepa.
a. Hacrtpowte nyn agpecos DHCP u BkntounTe ero Ha BHyTpeHHeM nHTepderice ASA.
CCNAS-ASA (config)# dhcpd address 192.168.1.5-192.168.1.36 inside
b. (HeobssaTtenbHo) YkaxuTe IP-agpec DNS-cepBepa, KOTOPbI HY)KHO COOOLUTE KNMEHTaMm.
CCNAS-ASA (config) # dhcpd dns 209.165.201.2 interface inside

c. Bxniouute pemoH DHCP B ASA ansa npocnywmnsaHus 3anpocos DHCP-knneHToB Ha BKNIOYEHHOM UHTepdeice
(BHYTpEHHEM).

CCNAS-ASA (config) # dhcpd enable inside
d. Ha komnbioTtepe PC-B 3amenute ctatudeckun IP-agpec Ha agpec DHCP-knuneHTa n ybegutech, 4TO OH nonyyaeT
cBefeHusi 06 IP-agpecax. Mpu HeobxoaMMOCTY YCTpaHUTE HENOMNaAKW.
LWar 2: Hactpoiika AAA Ha ncnonb3oBaHWe NoKanbHoM 6a3bl AaHHbIX Ans ayTeHTUdukaymm.
a. Onpepgenute nokaneHoro nonb3oBartens admin ¢ NOMOLLBIO KOMaHAbl username. 3agante naponb adminpass.
CCNAS-ASA (config)# username admin password adminpa55

b. Hactponte AAA Ha ucnonb3oBaHne nokanbHon 6a3sbl AaHHbIX ASA ansa ayteHTudukaumMm nons3oBaTenemn
no npotokony SSH.

CCNAS-ASA (config)# aaa authentication ssh console LOCAL
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LWar 3: Hactpoika yaaneHHoro goctyna Kk ASA.

YcTpoctBo ASA MOXHO HAaCTPOUTL Tak, YTOObI OHO MPUHUMAINO NMOAKMHYEHNS C OAHOIO UMM HECKOMNBKMX XOCTOB
BO BHYTPEHHEeW Unu BHeLHe ceTu. Ha 3ToM ware XOCTbl M3 BHELLHEeW CeT MOryT UCMOofMb3oBaTh AN CBA3M ¢ ASA
TonbKo nNpoTokon SSH. YcTponcTBa BHYTPEHHEN ceTU MOTyT nomnyyats AocTyn K ASA ¢ nomolbio SSH-ceaHcos.

a.

Cospanite napy kntoyenn RSA, kotopasi Tpebyetca ana nogaepxku nogknodeHnin SSH. MNockonbky Ha yCTPONCTBe
ASA yxe nmetotcs knoun RSA, B kauecTBe oTBeTa BBegUTE N0, Koraa OyaeT NnpeanoxeHo NX 3aMeHUTb.

CCNAS-ASA (config) # crypto key generate rsa modulus 1024
WARNING: You have a RSA keypair already defined named <Default-RSA-Key>.

Do you really want to replace them? [yes/no]: no
ERROR: Failed to create new RSA keys named <Default-RSA-Key>

HactponTte Ha ASA pa3spelueHne SSH-noaknioyeHun ¢ noboro xocta BO BHYTPeHHeN ceTun (192.168.1.0/24)
1 C yAaneHHOoro ynpaenstoLlero xocta B coununane (172.16.3.3) Bo BHellHen ceTu. 3agante Bpems oxugaHns SSH
paBHbIM 10 MUH (MO yMONYaHUio — 5 MUH).

CCNAS-ASA (config) # ssh 192.168.1.0 255.255.255.0 inside
CCNAS-ASA (config)# ssh 172.16.3.3 255.255.255.255 outside

CCNAS-ASA (config)# ssh timeout 10

YcraHoBuTe SSH-ceaHc cBsAsn komnbtoTepa PC-C ¢ ASA (209.165.200.226). YcTpaHuTe Henonagku, eCnv OHY BO3HUKHYT.
PC> ssh -1 admin 209.165.200.226

YctanoBute SSH-ceaHc cBasm komnbtotepa PC-B ¢ ASA (192.168.1.1). YcTpaHuTe Henonagku, ecrv OHW BO3HUKHYT.
PC> ssh -1 admin 192.168.1.1

Yactb 5: Hactponka DMZ, ctatuyeckoro npeobpasoBaHus ceteBbix agpecoB (NAT)
M cnuckoB KoHTpons goctyna (ACL)

WHTepdenc GO/0 mappyTtnsatopa R1 n BHewHUn nHtepdenc ASA yxe ncnonsaytoT agpeca 209.165.200.225 n .226
COOTBETCTBEHHO. Bbl ByaeTte ucnons3sosatb 06LenoctynHbiv agpec 209.165.200.227 n cratudeckoe npeobpasoBaHne
NAT ans npegocTaBneHns Kk cepBepy AocTyna ¢ npeobpasoBaHMeM agpecos.

War 1: Hactpoika nHtepdeinca DMZ VLAN 3 Ha ASA.

a.

Hactporte DMZ VLAN 3, roe 6yaeT pacnonaratbcsi BE6-cepBep C OTKpbITbIM AOCTyNoM. HasHaubTe 31Ol cetn
IP-apgpec 192.168.2.1/24, npucsoite ev umsa dmz n yposeHb 6e3onacHocTu 70. MNockonbky cepsep DMZ He HyxpaeTca
B CBSI3V1 C BHYTPEHHUMM MNONb30BaTENSAMM, OTKITIOYUTE OTNPaBKy coobLleHni Ha uHTepdenc VLAN 1.

CCNAS-ASA (config)# interface vlan 3

CCNAS-ASA (config-if)# ip address 192.168.2.1 255.255.255.0

CCNAS-ASA (config-if)# no forward interface vlan 1

CCNAS-ASA (config-if) # nameif dmz

INFO: Security level for "dmz" set to 0 by default.

CCNAS-ASA (config-if) # security-level 70

HasHaubTe dumsmyeckmn nHrepdenc E0/2 B ASA ona DMZ VLAN 3 u Bknounte nHTepaenic.

CCNAS-ASA (config-if) # interface Ethernet0/2

CCNAS-ASA (config-if) # switchport access vlan 3

Vcnonb3yiiTe cneayowime KomaHabl Ans NpoBEPKN HAaCTPOEK.

1) Wcnone3ynte koMaHay show interface ip brief gna otobpaxeHus coctosHusa Bcex nHTepdencos ASA.
2) Ortobpa3suTte nHdopmaumto no nHtepdericam VLAN 3-ro ypoBHs, ncnonb3ysi komaHay show ip address.

3) C nomouubto kKoMaHabl show switch vlan otobpasnTte BHyTpeHHUe 1 BHelwwHMe ceT VLAN, HacTpoeHHble
Ha ASA, 1 HazHa4eHHble NopThl.
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Packet Tracer. KoHcurypupoBaHue 6a3oBbix HacTpoek ASA n MexceTeBOro akpaHa ¢ ucnosfib3oBaHueM uHTepderica
KomaHgHom ctpoku (CLI)

LWar 2: HacTtponka ctatuyeckoro npeo6pasoBaHusa NAT Ha cepBepe DMZ c nomoLblo ceTeBOro oo6bLekKTa.

Cospgalite ceTeBoM 00BHEKT C MMeHeM dmz-server 1 Ha3HaubTe eMy cTaTtudeckuin IP-agpec cepepa DMZ (192.168.2.3).
B pexvme onpegeneHns obbekTa BBeAUTE KOMaHAy Nat, ykasbiBaloLLyto, YTO AaHHbIN 0OBEKT ucnonb3yeTcs Ans
npeobpasoBaHust agpeca DMZ Bo BHeLLHWIA aapec ¢ NoMOoLLbto cTatudeckoro anroputma NAT, n BBeauTe
obLwenocTynHbI NnpeobpasoBaHHbIn agpec 209.165.200.227.

CCNAS-ASA (config) # object network dmz-server

CCNAS-ASA (config-network-object) # host 192.168.2.3

CCNAS-ASA (config-network-object) # nat (dmz,outside) static 209.165.200.227
CCNAS-ASA (config-network-object) # exit

LWar 3: HacTtpouka cnucka ACL, paspeliarowero goctyn Kk cepsepy DMZ yepe3s UHTepHeT.

Cospgarite nMeHoBaHHbIV cnncok goctyna OUTSIDE-DMZ, paspewatowmn TCP-coegmHeHne Ha nopte 80 ¢ nto6oro
BHELLUHero xocTa K BHyTpeHHeMy IP-agpecy cepsepa DMZ. NpumeHUTe CNMCOK KOHTPONSA AOCTYNa K BHELLUHEMY
nHTepdericy ASA Bo BxoasLem HanpasneHum (IN).

CCNAS-ASA (config)# access-list OUTSIDE-DMZ permit icmp any host 192.168.2.3
CCNAS-ASA (config)# access-list OUTSIDE-DMZ permit tcp any host 192.168.2.3 eq 80
CCNAS-ASA (config)# access-group OUTSIDE-DMZ in interface outside

Mpumeyvanue. B otnnyme ot cnuckos ACL B 10S, onepatop permit cnucka ACL ana ASA gormkeH paspeluaTtsb AOCTynN
K BHyTpeHHeMy yacTHomy agpecy DMZ. BHelwHne xocTbl obpaliatoTcs k cepBepy no ero o6LiefoCcTynHOMyY agpecy
ctaTnyeckoro NAT, koTopbii ASA npeobpa3yeT Bo BHYyTpeHHUI IP-agpec xocTa, a 3atem npumMeHsieT cnucok ACL.

LWar 4: Nposepka aoctyna k cepsepy DMZ.

Ha momeHT co3gaHuna atoro 3agaHunst Ha Packet Tracer BO3MOXXHOCTb NPOBEPKM BHELLHEro AocTyna k Beb-cepsepy DMZ
He Obina peanuaoBaHa, N03TOMY YCMNELUHOE BbINOMHEHME 3TOro 3agaHus He TpebyeTcs.

LWar 5: NpoBepka pe3ynbTaToB.

Bbl nonHocTbio BeinonHWnm 3agaHve. HaxvmTte Check Results (MpoBepuTh pe3ynbTaThl) 419 NPOCMOTPa OT3bIBa
1 NPOBEPKN 3aBepLUEHHbIX 06513aTeNbHbIX KOMMNOHEHTOB.
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