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3apauun

e Hacrtponte ayteHTucpmukaumo OSPF MD5.

e Hactponte NTP.

e HactpoiiTe MapLupyTU3aTOpbl NS 3an1cu COOBLLEHWIA B XXypHan Ha cepsepe Syslog.

e Hactponte mapwpytusaTtop R3 ansa nogaepxku nogkntoyeHmn SSH.

UcxopHble gaHHbIe/cueHapun

B aTom 3agaHum Bbl HacTpoute ayteHTudumkaumio OSPF MD5 ans 3awmtsl 0GHOBNEHUA MapLUpyTU3aLumn.

© 2017 Komnanus Cisco u/unu ee godepHue komnaHun. Bee npaea salumileHbl. OTOT JOKYMEHT siBnsieTcst obweaoctynHon nHgopmaumeit Cisco.

Ctp.1us 4



Packet Tracer. Hactpowka onepauumn Syslog, NTP u SSH Ha mapwpyTtusartopax Cisco

NTP Server siBnsietcs rnmaBHbiM NTP-cepBepom B aTom 3agaHuu. Bbl HacTpoute ayteHTudmkaumio Ha NTP-cepeepe

1 MapLupyTusaTopax. Bbl HacTpoute mapLupyTusaTopbl Tak, 4Tobbl pa3pelwmnTte NTP-cepBepy CUHXPOHM3UPOBaTh
nporpaMMHble Yachkl C CepBepOM BpeMeHU. Bbl Takke HacTpouTe MapLUpyTM3aTopbl Afsi Nepuoan4eckoro 06HOBNeHUs
annapaTHbIX YacoB C y4eTOM BpeMeHM, nony4deHHoro ¢ NTP-cepeepa.

Cepgep Syslog 6ynet obecneumBaTh BeAeHME XypHana coobLLeHn B JaHHOM 3agaHuu. Bbl HAcTpoute mapLupyTu3aTopsl
Ons onpegeneHnst yaaneHHoro xocta (cepeepa Syslog), koTopbii 6yaeT nonyyarts peructpypyemble CoOOLLEHUS.

Bam n0Tpe6yeTc9| HaCTPOUTb CEPBUC BPEMEHHbIX METOK OJ14 BeAeHUA XXyPHanoB Ha MapLupyTu3atopax. OuyeHb BaXkHO, YTOObI
B COOOLLEHNAX Syslog 0T06pa)KaJ'IVICb npaBuiibHble AaTa U BpeM4d, Koraa SyS|Og ncnonb3dyeTcd ana MOHUTOpUHra ceTu.

Bbl HacTpouTe MapLupyTusaTtop R3 ans 3awumiLeHHoro ynpasneHusi ¢ nomoLubio npotokona SSH Bmecto Telnet. Cepepsbl
6bInu NpegBapuTENbHO HAaCTPOEHbI Ha Ucnonb3oBaHune cepBucoB NTP 1 Syslog cooteeTcTBeHHO. NTP He 6yaet TpeboBatb
ayTeHTUmrkauuo. Ha mapLupytmsaropax 6611 npegBapuTenNbHO HACTPOEHbI CreAyoLWME Napony.

e [laponb NpuBMNIErMpoBaHHOro AocTyna: ciscoenpasbs

e [laponb ansa nuHni VTY: ciscovtypab5

Mpumeyvanue. MNpumedvaHne. MD5 — camblin CTOVKUIA anropuTm WndpoBaHns, NogaepxmBaemolii B Bepcumn Packet Tracer,
KOTOpas ucnons3oBanack Ans paspaboTtku atoro 3agaHus (6.2). Xota MD5 umeeT nssecTHble ysa3BUMOCTH, cneayeT
MCNOmnb30BaTb anropuTM LWMGPOBaHNs, OTBeYaroLWmMn TpeboBaHuAM Ballel opraHm3aumm no 6esonacHoctun. B atom
3agaHun TpeboBaHus No 6e30nNacHOCTM NpeanMebIBaOT Ucnonb3oBaTe MD5.

Yactb 1: Hactpounte ayteHTudmkaumo OSPF MD5

LWar 1: NpoBepbTe cBA3b. Bce ycTponcTBa AOMKHbI YCMNELHO OTNPAaBATL 3X0-3aMpochbl N0 BCEM NPOYUM
IP-appecam.
LWar 2: HactpounTte ayteHTudukaumro OSPF MD5 ans Bcex mapLupyTM3aTopoB B 30He 0.

Hactponte ayteHTudumkaumo OSPF MD5 ans Bcex mapLupytm3atopos B 30He 0.

Rl (config)# router ospf 1
Rl (config-router)# area 0 authentication message-digest

War 3: HactpowTe kntoy MD5 ans Bcex maplipyTusaTtopoB B 30He 0.

HacTtponTe kniovy MD5 Ha nocnegoBaTtenbHbIX MHTepdencax mapLupyTtnsatopos R1, R2 n R3. Wcnonbayite naponb
MD5pa55 gng kntoya 1.

Rl (config) # interface s0/0/0
Rl (config-if)# ip ospf message-digest-key 1 md5 MD5pa55

LWar 4: NpoBepbTe KOHUrypaumm.
a. [posepbTe kKOHDUrypaumm ayTeHTudmkaummn MD5 ¢ nomouybio komana show ip ospf interface.

b. TlpoBepbTe CKBO3HYHO CBA3b.
Yactb 2: Hactpoute NTP

War 1: Bknrounte ayteHTudnkauuro NTP Ha komnbloTepe PC-A.
a. Ha komnblotepe PC-A Bbibepute NTP Ha Bknagke Services, 4ToObl NpoBepUTb, BKITtOYeHa nn cnyxba NTP.
b. Yrtobbl HacTpouTb ayTeHTUdMKaumio NTP, HaxmuTe Enable (Bkniounts) B pasgene Authentication. Mcnonbayiite
kntoy 1 n napons NTPpab5 ansa ayteHTudukaumm.
LWar 2: Hactpoute mapwpyTtusatopbl R1, R2 n R3 kak knneHtoB NTP.

MpoBepbTe KOHUIypaLMio KIMEHTOB C MOMOLLbIO KOMaHAbl show ntp status.
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LLar 3: HacTpoiTe MapLipyTusaTopbl Ha O6HOBIIEHMe annapaTHbIX YacoB.

Hactponte mapwpyTtusatopbl R1, R2 n R3 Ha nepnoguyeckoe o6HOBNEHME annapaTHbIX YacoB C Y4ETOM BPEMEHHM,
nony4eHHoro ¢ NTP-cepsepa.

Beingute ns pexuma rnobanbHON HAaCTPONKM 1 ydeautech, YTo annapaTtHble Yachkl 6binv 0OHOBMEHI, C MOMOLLBI0
komaHgbl show clock.

LWar 4: HactpouTte ayteHTUduKaumo NTP Ha maplupyTusaTtopax.
HacTtponte ayteHTudukaumio NTP Ha mapwpyTtusatopax R1, R2 n R3, ncnonb3ys knioy 1 u napons NTPpa55.

Rl (config)# ntp authenticate
Rl (config)# ntp trusted-key 1
Rl (config)# ntp authentication-key 1 md5 NTPpab5

LWar 5: HacTporTe MaplupyTmnsaTopbl Ha co3gaHue BPeMEeHHbIX MeTOK AN COOOLLEHMN XKYPHanoB.

HaCTpOVITe CepBuNC BpEMEHHbIX METOK AJ14 BeleHNA XXypHanoB Ha MapLlpyTn3aTtopax.
YacTtb 3: HacTtponTe MaplipyTusatopbl Ha permcrpanuio coobLeHMn Ha cepBepe Syslog

LLar 1: HacTpoiTe MapLipyTUsaTopbl Ans onpegerieHUs yaaneHHoro xocrta (cepBepa Syslog), koTopbli
6yaeT nony4yaTtb permcTpupyembie cOobLEeHUS.

KoHconb MapLupyTtmsaTtopa OTO6paSVIT Ccoo0LeHNE O TOM, YTO BeaeHme XypHana Ha4yanocsb.

LWar 2: NpoBepbTe KOHUrypaLuio BeAeHUsA XXypHarnoB.

C nomoubto komaHabl show logging ybeguTech, UTO BEAEHME XKYPHANoOB akTMBUPOBAHO.

War 3: UsyuuTe KypHanbi cepBepa Syslog Server.

Ha Bknagke Services guanoroBoro okHa Syslog Server Heobxoommo HaxaTb KHOMKy cnyx6 Syslog. Cnegute
3a perucrpaumein coobLleHnin, Nony4aemMbix OT MapLIpyTU3aTOPOB.

MpumeyaHune. CoobLLeHNS XypHanoB MOryT reHepMpoBaTbCsl Ha cepBepe NyTem BbINOMHEHNS KOMaHA, Ha MapLupyTusa-
Topax. Hanpumep, npn Bxoge B pexum rnobanbHON HaCTPOMKM U MpK BbIXOAE U3 HEro reHepupyeTcs MHopMaLoHHoe
coobLeHre o kKoHdurypaumn. BoamoxHo, Bam notpebyeTcs BeiGpaTh APYron CEpBUC U CHOBA HaxaTb KHOMKy Syslog,
4TOOblI 0GHOBUTL OTOOPaXkaemoe coobLLeHME.

YacTtb 4: Hactponte mapwpyTtusatop R3 ana nogaepxku nogkniovyeHnn SSH

LWar 1: HacTpoinTte fOMEHHOE UMS.

HacTponte gjomeHHoe nmsi ccnasecurity.com Ha mapLupyTusatope R3.

LWar 2: HacTtponTe nonb3oBaTenen gns Bxoga Ha SSH-cepBep Ha mapwpyTtusatope R3.

Cospavite naeHtTudmkaTop nonb3oBatens SSHadmin ¢ HauBbLICLLMM YPOBHEM MPUBUINETUIA U CEKPETHBIM NaponemM
ciscosshpab5s.

R3 (config) # username SSHadmin privilege 15 secret ciscosshpa55

LWar 3: HactponTte Bxogsawme nuHum vty Ha mapwpytusatope R3.

Mcnonb3yiTe nokanbHble y4eTHble 3anMcu nonb3oBaTenei Ha obasaTenbHbIN BXOA B CUCTEMY U MPOBEPKY
[OCTOBEPHOCTU. HacTponTe paspeLueHre ToNbKo noaknoveHni SSH.

LWar 4: YaanuTe cyuwecTByloWwMe napbl Knoven Ha maplupytmusartope R3.

Ha maplpyTusatope cnegyeT yaanuTb nobble nMetowmecs napbl knovern RSA.

© 2017 Komnanus Cisco u/unu ee godepHue komnaHun. Bee npaea salumileHbl. OTOT JOKYMEHT siBnsieTcst obweaoctynHon nHgopmaumeit Cisco. Ctp.3us 4



Packet Tracer. Hactpowka onepauumn Syslog, NTP u SSH Ha mapwpyTtusartopax Cisco

anMeanMe.ECHMKHWHMOTcyﬂHByDT,BblMOXeTeHOHyHMTbCﬂeﬂyKnueeCOOGmeHMe:% No Signature RSA Keys
found in configuration.

LWar 5: CreHepupyunTe napy kno4ven RSA-wmndpoBaHusa gns mapwpyrtmusatopa R3.

MapupyTusaTop ucnonb3yeT napy knoven RSA ans ayteHTndukaumm n wndgposaHus nepegaBaembix SSH-gaHHbIX.
Hactponte kntoun RSA ¢ mogynem 1024. 3HadeHne no ymonyaHuo — 512, guanasoH — ot 360 go 2048.

R3(config)# crypto key generate rsa

The name for the keys will be: R3.ccnasecurity.com.

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]: 1024

[

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
Mpumeyvanune. KomaHga ong reHeprpoBaHus kitova wndposanHua RSA ana mapwpyTtmdatopa R3 B Packet Tracer
oTnMyaeTcs OT KOMaHz, UCronb3yeMblix B nabopaTopHoii paboTe.

LWar 6: NpoBepbTe KoHcurypaumto SSH.
WcnonbayiiTe komaHay show ip ssh ansi npocMoTpa TekyLumx HacTpoek. Y6eanTech, YTo Ansi BpEMEHU OXUAAHNS
ayTeHTUUKaLMK 1 KONUYECTBa NOBTOPHbIX MOMbLITOK YCTAHOBMEHbI 3HAYEHWS MO yMon4yaHuio — 120 u 3.

LWar 7: HactpounTte BpemMs oxuaaHua SSH u napameTpbl ayTeHTUdMUKaLUK.

3HauyeHus BpeMeHU oXXungaHua n napameTpoB ayTeHTI/I(bVIKaLI,MM SSH no YMON4YaHU0 MOXXHO M3SMEHUTb Ha Gonee
orpaHn4nTenbHbIe. 3apaiite Bpems oxungaHusa 90 cekyHA, KOfMYeCcTBO MOMbITOK ayTeHTI/Id)MKaLI,VIVI 2 1 Bepcuio 2.

WMcnonb3ynte komaHay show ip ssh ans noarsepXaeHus U3MeHeHUs: 3HaYeHNI.

LWar 8: MNonbiTaTecb noaknYMTLCA K MappyTusatopy R3 no Telnet ¢ komnbloTepa PC-C.

Otkpovite pabounii cton (Desktop) Ha komnbtoTepe PC-C. Beibepute 3Hadok Command Prompt. Ha komnbtotepe PC-C
BBEAWTE KOMaHAY ANA NOAKNoYeHns K mapLupyTtusatopy R3 no npotokony Telnet.

PC> telnet 192.168.3.1

OTa nonbITka NOAKMIYEHNs AOIMKHA 3aKOHYMTLCS HeyAaqyHo, Tak Kak Ha MapLipyTmu3aTope R3 HacTpoeHo pa3pelueHne
TONbKO NOAKNoYeHUn SSH No NMHMAM BMPTYyanbHOro TepMuHana.

War 9: NMNogkntountechb kK mapwpytusatopy R3 ¢ nomowbto SSH Ha komnbloTepe PC-C.

Ortkpovite pabounii cton (Desktop) Ha komnbtoTepe PC-C. Beibepute 3Hadok Command Prompt. Ha komnbtotepe PC-C
BBEAWTE KOMaHAY ANdA noAknioyeHns Kk mappyTtunsatopy R3 no npotokony SSH. Mpu nossneHun 3anpoca napons
BBEAMTE Naponb, HACTPOEHHbIN ANa agMuHUcTpaTopa (ciscosshpasbh).

PC> ssh -1 SSHadmin 192.168.3.1

War 10: MoakniounTtechb K mapupyTtusatopy R3 ¢ nomowbio SSH Ha mapwpyTtusatope R2.

Y106k BLIABNATL M YCTPaHATL HEMoNaaku MapLupyTnsatopa R3 u o6cnyxmBaTb €ro, agMMHUCTPATOp Ha cTopoHe ISP
OOrMmKeH ucnonb3oBatb SSH Ana goctyna K MHTepdency KoMaHaHOM CTPOKU MapLUpyTusaTopa. Yepes nHrepgeiic
KOMaHOHOW CTPOKM MapLupyTudatopa R2 BBeauTe KoMaHAay AN NOAKNoYeHMs K MapLupyTtusatopy R3 no npotokony
SSH Bepcun 2 ¢ yyeTHON 3anucbio nonb3oBatens SSHadmin. Mpu nosBneHun 3anpoca naporns BBeauTe naporib,
HACTPOEHHbIN AN agMmmnHUcTpaTopa (ciscosshpabb).

R2# ssh -v 2 -1 SSHadmin 10.2.2.1

LWar 11: NpoBepbTe pe3ynbTaThbl.

Bbl nonHocTbio BeiNONHWKM 3agaHve. HaxvuTte Check Results (MpoBepuTb pe3ynbTaThl) ANs npocMoTpa obpaTHON
CBSI31 M NPOBEPKM 3aBEPLUEHHbIX 06513aTeNbHbIX KOMMOHEHTOB.
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