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Packet Tracer. Hactponka 3oHanbHoro mexceteBoro 3kpaHa (ZPF)
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Tabnuua agpecauum
YcTponcTBo UHTepdenc IP-appec Macka noaceTtu LLinto3 no ymon4yaHuro MopT kKOMMyTaTOpa
GO0/1 192.168.1.1 255.255.255.0 H/MN S1 FO0/5
R1
S0/0/0 (DCE) | 10.1.1.1 255.255.255.252 H/M H/M
S0/0/0 10.1.1.2 255.255.255.252 H/M H/M
R2
S0/0/1 (DCE) | 10.2.2.2 255.255.255.252 H/M H/M
GO0/1 192.168.3.1 255.255.255.0 H/M S3 FO/5
R3
S0/0/1 10.2.2.1 255.255.255.252 H/M H/M
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 F0/6
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 F0/18
3apaum

e [lpoBepka CBSI3N Mexay YCTPOMNCTBaMU nepen HaCTPOMKOM MEXCETEBOIO aKpaHa.
e HacTtpolka 30HanbHOro MexceTeBoro akpaHa (ZPF) Ha mapwpyTtusatope R3.

e [poBepka paBGOTOCNOCOGHOCTM MEXCETEBOO akpaHa ZPF ¢ nomoLLbto 9x0-3anpocoB, SSH-noakntoueHus 1 BeG-6paysepa.

UcxopHble gaHHbIe/cueHapun

ZPF — HoBeMLLee AOCTUXEHNE B TEXHOMOIMAX MexceTeBbix 9kpaHoB Cisco. B aTom 3agaHunm Bbl HACTpoUTE NPOCTON
mexceTeBon akpaH ZPF Ha rpaHm4HOM MapLupyTusatope R3, paspeluatomin BHyTPEHHUM XOoCTaM SOCTYM K BHELUHUM
pecypcamM 1 6roKnpyroLLIMIA AOCTYN BHELLHUX XOCTOB K BHYTPEHHMM pecypcam. 3aTtem Bbl NpoBepute paboTocnocobHOCTb
MEXCETEBOro 3KpaHa C BHYTPEHHUX Y BHELLIHNX XOCTOB.

Ha maplipyTrsaTtopax 6binmn npegBapuTenbHO HAaCTPOEHb! Credytolume napaMmeTpsi.
o Maponb koHCcONU: ciscoconpa55
o [Maponb anga nuHui VTY: ciscovtypab5
o Maponb npuBMnernposaHHOro goctyna: ciscoenpass
o WmeHa un IP-agpeca xocToB
o Wwmsa nokansHoro nons3osaTtens n napons: Admin/Adminpab5

o CraTnyeckas mapLupyTm3auus
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YacTtb 1: lNpoBepka 6a30BOM CBA3M NO CeTH

[MpoBepbTeE CBSA3L MO CETU Nepes HAaCTPOMKOM 30HANIbHOMO MEXCETEBOMO 3KpaHa.

LWar 1: U3 komaHaHOM CTPOKM KomnbroTepa PC-A oTnpaBbTe 3x0-3anpoc komnbloTepy PC-C no agpecy
192.168.3.3.
War 2: NonyuuTte goctyn Kk MmapwpyTtusatopy R2 no nporokony SSH.

a. W3 komaHgHown ctpoku komnbtoTepa PC-C yctaHoBuTe SSH-noakntoyeHmne k nHtepdericy S0/0/1 Ha maplupyTusatope R2
no agpecy 10.2.2.2. cnonb3ayiTte umsi nonb3oatens Admin v napons Adminpa55 ans Bxoaa.

PC> ssh -1 Admin 10.2.2.2

b. Bbiigute n3s SSH-ceaHca.

LWar 3: B 6pay3epe komnbloTepa PC-C nepengurte no agpecy cepBepa PC-A.

a. [epengute Ha Bknagky Desktop (Pabounii cton) n Bbibepute npunoxexHme Web Browser (bpaysep). Beegute
IP-agpec komnbioTepa PC-A (192.168.1.3) B dpopmaTte URL. [lomkHa NosBUTLCS NPMBETCTBEHHAS CTpaHunUa
Packet Tracer c Beb-cepepa.

b. 3akpolite okHO BGpay3epa Ha komnbioTepe PC-C.

Yactb 2: Co3pganTte 30HbI MEXCETEBOro 3KpaHa Ha maplpyTtusatope R3

Mpumeyanue. [1ns Bcex 3agay no KOH(bVIprVIDOBaHVI}O HeobxoamMmo YKa3blBaTb TO4YHbl€ HAMMEHOBaHUA.

War 1: AktuBupynTe naket Security Technology.

a. Ha mapuwpyTtnsatope R3 BbiNornHUTE KOMaHAy Show version ans npocMoTpa cBeeHWUi 0 NULEeH3UN
Technology Package.

b. Ecnu naket Security Technology He akTuBMpOBaH, caenanTe 310 C MOMOLLBIO CrieayroLLel KoMmaHabl.
R3(config)# license boot module cl1900 technology-package securityk9
c. [lMpumunTe ycnoBusi NULEH3NOHHOIO COrMaLleHUsa C KOHEYHbIM MONb30BaTENEM.

d. CoxpaHuTe TekyLUy KOHUrypaumo 1 nepesarpysute MapLupyTnsarTop, YTobbl akTMBMPOBATb NULIEH3UIO
Technology Package.

e. Yb6eautech, uTo naket Security Technology akTuBMpoBaH, ¢ NoMoLLb0 kKomaHabl Show version.

LWar 2: Co3pganTe BHYTPEHHIOKO 30HY.
C nomoLublo KOMaHabl zone security cosganTe 30Hy ¢ uMeHem IN-ZONE.

R3(config)# zone security IN-ZONE
R3 (config-sec-zone) exit

LWar 3: Co3paniTe BHELLHIOO 30HY.

C nomoLblo kKoMaHabl zone security cosganTte 30Hy ¢ uMeHem OUT-ZONE.

R3 (config-sec-zone) # zone security OUT-ZONE

R3 (config-sec-zone) # exit
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YacTb 3: UaeHTUdMKauma Tpadmka ¢ NOMOLLLIO KapThl KllaccoB

LWar 1: Co3panTte cnucok KoHTpons goctyna (ACL), onpepgensitolimin BHyTPeHHUIN Tpadumk.

C nomoubto komaHabl access-list cospgavite pacwmpeHHbin cnvcok ACL 101, yTo6bl paspelwuntb nepegadvy BCEro
IP-Tpacdumka n3 cetn uctodHmnka 192.168.3.0/24.

R3 (config) # access-list 101 permit ip 192.168.3.0 0.0.0.255 any

Lar 2: Co3pganTe KapTy KNaccoB CO CCbINIKOW Ha BHyTpeHHun Tpacpmk ACL.

Mcnonb3ys komaHay class-map type inspect ¢ napametpom match-all, cosgarite kapTy KNaccoB ¢ MMEHeM
IN-NET-CLASS-MAP. Ncnonb3yst komaHay match access-group, 3agavite conocrasneHune co cnmckom ACL 101.

R3 (config) # class-map type inspect match-all IN-NET-CLASS-MAP
R3 (config-cmap) # match access-group 101
R3 (config-cmap) # exit

Yactb 4: OnpeaeneHne NOIMTUK MEXCETEBOro 3KpaHa

LWar 1: Co3pganTe KapTy NONUTUK, onpeaensowyo AeMCTBUA C COOTBETCTBYHOLWMUM Tpacukom.
Beegute komaHay policy-map type inspect n cosganTe kapTy nonutuk ¢ umeHem IN-2-OUT-PMAP.

R3 (config) # policy-map type inspect IN-2-OUT-PMAP

LWar 2: YkaxuTte TUn knacca inspect n atanoHHyto kapty knaccoB IN-NET-CLASS-MAP.
R3 (config-pmap) # class type inspect IN-NET-CLASS-MAP

War 3: Ykaxute nencTBue MHCNEKTUPOBAaHWUA ANA AaHHOW KapTbl NONIUTHUK.
KomaHaa inspect nHMumMmpyeT KOHTPOMb AOCTYNa K y4eTOM KOHTeKCTa (Apyrie napameTpbl — pass v drop).
R3 (config-pmap-c) # inspect
%No specific protocol configured in class IN-NET-CLASS-MAP for inspection. All protocols will
be inspected.
[Baxabl BBeAMTE KOMaHAy exit, 4Tobbl BbINTU 13 pexxuma config-pmap-c 1 BepHyTbcs B pexum config.

R3 (config-pmap-c)# exit
R3 (config-pmap) # exit

YacTb 5: lpmeHeHMe NOMUTUK MEXCeTeBOro aKpaHa

LWar 1: Co3panTte napy 30H.

C nomoLbo KOMaHabl zone-pair security cosgante napy 30H ¢ uMeHeM IN-2-OUT-ZPAIR. YkaxuTe 30HbI ICTOYHMKA
1 Ha3Ha4eHus, co3faHHble B 3agade 1.

R3 (config) # zone-pair security IN-2-OUT-ZPAIR source IN-ZONE destination OUT-ZONE

LWar 2: HacTtpowTe KapTy nonuTuk Ansi oopaboTkn Tpadmka mexay AByMs 30HaMU.

[obaBbTe KapTy NONWUTUK U CBA3AHHbLIE C HEW AENCTBUS K Nape 30H C NOMOLLbIO KOMaHAbl service-policy type inspect
M YKaXuTe paHee co3gaHHyto kapTy nonutuk IN-2-OUT-PMAP.

R3 (config-sec-zone-pair)# service-policy type inspect IN-2-OUT-PMAP
R3 (config-sec-zone-pair) # exit
R3 (confiqg) #
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LWar 3: HasHaubTe VIHTepCbeVICbI COOTBEeTCTBYHOLWMM 30HaM 6e3onacHoOCTU.

C nomolblo KOMaHabl zone-member security B pexume nHTepgencHom HacTponky HasHaubTe nHTepdenc G0/1 3oHe
IN-ZONE, a nHtepdeic S0/0/1 — 3oHe OUT-ZONE.

config)# interface g0/1

config-if)# zone-member security IN-ZONE
config-if) # exit

config) # interface s0/0/1

R3(
R3(
R3(
R3(
R3 (config-if) # zone-member security OUT-ZONE
R3(

config-if)# exit

LWar 4: CkonupynTte TekyLlyro KOH(urypaumo B KOHPUrypauuio 3anycka.

YacTb 6: lNpoBepka paboTbl MeXceTeBOro aKkpaHa B HanpasreHum oT 30Hbl IN-ZONE
K OUT-ZONE

Y6eautech, 4To nocne HacTpolikn ZPF BHYTPEHHME XOCTbl MOTYT NO-NPEeXHeMyY Nosly4aTb A4OCTYN K BHELUHUM pecypcam.

LWar 1: OTnpaBbTe 3X0-3anpoc ¢ BHyTpeHHero komnbtotepa PC-C Ha BHewHun cepBep PC-A.

3 komaHgHow cTpoku komnbtoTepa PC-C oTnpaBbTe axo0-3anpoc cepsepy PC-A no agpecy 192.168.1.3. Oxo-3anpoc
[OJIIKEH 3aBEPLUMTLCS YCMELLHO.

LWar 2: C BHyTpeHHero komnbioTepa PC-C yctaHoBute SSH-noakntoveHue k uHtepdency S0/0/1
mapupyTtusatopa R2.

a. W3 komaHgHom cTpokm komnbtoTepa PC-C ycraHoBuTe SSH-noakntodeHne k Maplipytusatopy R2 no agpecy
10.2.2.2. nsa poctyna Kk MmapLupytmsatopy R2 ncnonbesyvite nmsi nons3osatens Admin u napons Adminpa5s5.
SSH-ceaHc gomkeH ObITb YCTaHOBMEH YCNELLIHO.

b. B aktuBHOM SSH-ceaHce BBeguTe komaHgy show policy-map inspect zone-pair sessions Ha mapLupyTtusatope R3
AN NPOCMOTPa YCTaHOBIEHHbIX CEaHCOB.

Hasosute IP-agpec n Homep nopta UCTOYHWMKA.

Haszosute IP-agpec 1 Homep nopTa Ha3Ha4YeHus.

War 3: C komnbroTepa PC-C BbinanTe ns SSH-ceaHca Ha mapuipytusatope R2 u 3akponte OKHO
KOMaHAHOW CTPOKM.

LWar 4: OtkponTe B 6pay3epe BHyTpeHHero komnblotepa PC-C cTpaHuuy cepBepa PC-A.

Beeaute IP-agpec cepBepa 192.168.1.3 B agpecHyto CTpoky 6pay3epa un Haxmute Go. CeaHc HTTP gomkeH ObiTb
yCTaHoBneH ycnewHo. BeeauTe B aktnBHom HTTP-ceaHce komaHay show policy-map inspect zone-pair sessions
Ha MapLupyTusaTope R3 Ans npocMoTpa yCTaHOBMEHHbIX CEaHCOB.

Mpumeuanue. Ecnv Bpems oxmaganms HT TP-ceaHca ncTeveT, npexae YeM ByaeT BbiNonHeHa komaHaa Ha mapLupytusatope R3,
HaxmMuTe kHonky Go (MepenTtn) Ha komnbtoTepe PC-C, 4Tobbl ycTaHoBUTL ceaHe Mexxay PC-C n PC-A.

HasoswuTe IP-agpec n Homep nopTa UCTOYHUKA.

Hasosute IP-agpec n Homep nopta HasHa4yeHus.

LWar 5: 3akponte okHO 6pay3epa Ha komnbloTepe PC-C.
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YacTtb 7: lNpoBepka paboTbl MeXCeTeBOro akpaHa B HanpaBneHun ot 3oHbl OUT-ZONE
K 30He IN-ZONE

Y6eautecs, 4To nocne HacTpoiikn ZPF BHelwwHWe xocTbl HE mMoryT nonyyatb 4OCTYN K BHYTPEHHUM pecypcam.

LWar 1: U3 komaHgHOM cTpOKMu cepBepa PC-A oTnpaBbTe 3x0-3anpoc komnbloTepy PC-C.
M3 komaHgHoW cTpoku koMmnbtoTepa PC-A oTnpaBbTe ax0-3anpoc komnbioTepy PC-C no agpecy 192.168.3.3. Oxo-3anpoc
[JOIMKEH 3aBepPLUNTLCA HEYAAYHO.

LWar 2: OTnpaBbTe 3xo-3anpoc komnbioTepy PC-C ¢ mapwpytusatopa R2.
C mapuwpyTtnsaTtopa R2 otnpaBbTe axo-3anpoc komnbiotepy PC-C no agpecy 192.168.3.3. Oxo-3anpoc AOMmKeH
3aBepLInTbCA HeyaayHo.

LWar 3: NpoBepbTe pe3ynbTaThl.

Bbl nonHocThio BhinonHunu 3agaHue. Haxmute Check Results (MpoBepuTtb pe3ynbTaThbl) 4N TPOCMOTPa OT3bIBa
1 MPOBEPKN 3aBepLUEHHbIX 06513aTeNbHbIX KOMMOHEHTOB.
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