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Packet Tracer. HacTpoika pacwumpeHHbIX cnMCKOB KOHTponsa goctyna (ACL).
CueHapum 1
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Tabnuua agpecauyum

YcTponctBo UHTepdpenc IP-appec Macka noacetu LLinto3 no ymonyaHuto

GO0/0 172.22.34.65 255.255.255.224 H/MN

R1 GO0/1 172.22.34.97 255.255.255.240 H/M
GO0/2 172.22.34.1 255.255.255.192 H/M

Cepsep NIC 172.22.34.62 255.255.255.192 172.22.34.1

PC1 NIC 172.22.34.66 255.255.255.224 172.22.34.65

PC2 NIC 172.22.34.98 255.255.255.240 172.22.34.97

3apauun

YacTtb 1. HacTpoiika, npumeHeHne 1 NpoBepKa pacUMpeHHOro HyMmepoBaHHoro cnucka ACL

YacTb 2. HacTpoWka, npumeHeHMe U NpoBepKa pacluMpeHHOro MMeHoBaHHoOro cnmucka ACL

UcxopHble aaHHbIe/cueHapun

[lByM coTpyaHuKam TpebyeTcs AOCTYN K cepBrUcaM, KoTopble NpeaocTasnsieT cepsep. KomnbioTepy PC1 HyxXeH Tonbko
FTP-goctyn, a komnbtoTepy PC2 — Tonbko Be6-aoctyn. OGa KomnbioTepa MOryT OTNpaBIsaTb 9X0-3anpockl cepeepy,

HO He Opyr Apyry.
Yactb 1: HacTtpomka, npumeHeHne n NnpoBepKa pacluMpeHHOro HymepoBaHHoOro cnmcka ACL

War1: Hacrtpownte cnucok ACL, paspewatrowuin Tpadumk FTP n ICMP.

a. Ha mapuwpyTtusatope R1 BBeauTe crieqyoLLyo KOMaHay B pexume rnobansHom HacTponku, YToObl onpeaenvTb
nepBbI AONYCTUMbIV HOMEP A8 PaCLUMPEHHOrO CMcKa KOHTPONA JocTyna.

Rl (config)# access-list ?
<1-99>
<100-199>

IP standard access list

IP extended access list
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Packet Tracer. HacTtpoika pacumpeHHbIX cNTUCKOB KOHTponsa goctyna (ACL). CueHapum 1

b. [JobGaBbTe B kOMaHAy uncno 100 u 3aTeM BOMPOCUTENbHBIN 3HAK.

Rl (config) # access-list 100 ?
deny Specify packets to reject
permit Specify packets to forward

remark Access list entry comment
c. Ytob6bl paspewmntb Tpaduk FTP, BBeanTe permit n 3atem BONPOCUTENbHBIN 3HAK.

Rl (config)# access-list 100 permit ?
ahp Authentication Header Protocol

eigrp Cisco's EIGRP routing protocol

esp Encapsulation Security Payload
gre Cisco's GRE tunneling

icmp Internet Control Message Protocol
ip Any Internet Protocol

ospf OSPF routing protocol
tcp Transmission Control Protocol

udp User Datagram Protocol

d. 3T1oT cnucok ACL paspewuaet tpacduk FTP n ICMP. ICMP ykasaH Bbiwe, a FTP — HeT, Tak kak FTP ncnonbayet TCP.
Moatomy BBeauTe tcp, 4Tobbl YTOYHMTL cnpasky no ACL.

Rl (config)# access-list 100 permit tcp ?
A.B.C.D Source address
any Any source host

host A single source host

e. OGpatnte BHMMaHUe, 4TO MOXHO ObIf0 Obl BbINOMHUTE OUNBbTPALMIO TONbKO MO PC1 ¢ MOMOLLBIO KIMHOYEBOrO CroBa
host nn6o paspewwntb N6 xocT (any host). B gaHHOM cnyyae paspelueH Tpaduk noboro ycTponcTea ¢ agpecom
B ceTn 172.22.34.64/27. BBeguTe ceTeBoW agpec, a 3aTeM BONPOCUTENbHbIA 3HaK.

Rl (config) # access-list 100 permit tcp 172.22.34.64 ?
A.B.C.D Source wildcard bits
f.  PaccuuTaiTe WwabnoHHy Macky Kak [BOMYHYHO NMPOTMBOMONOXHOCTL MAaCK/ NOACETH.
11111111.11111111.11111111.11100000 = 255.255.255.224
00000000.00000000.00000000.00011111 = 0.0.0.31
g. BsepauTe WwWabnoHHyO MAcky u 3aTeM BONPOCUTENBHBIN 3HAK.
Rl (config)# access-list 100 permit tcp 172.22.34.64 0.0.0.31 ?

A.B.C.D Destination address

any Any destination host

eq Match only packets on a given port number

gt Match only packets with a greater port number
host A single destination host

1t Match only packets with a lower port number

neq Match only packets not on a given port number
range Match only packets in the range of port numbers

h. HacTtpownTte agpec HazHavyeHua. B aTOM cueHapum BbINonHAeTca hunbTpaumsa Tpadmka Ana ogHOro agpeca
Ha3HadeHus (cepBepa). Beeaute kntoveBoe cnoso host, a 3atem IP-agpec cepsepa.

Rl (config)# access-list 100 permit tcp 172.22.34.64 0.0.0.31 host 172.22.34.62 ?
dscp Match packets with given dscp value
eq Match only packets on a given port number
established established

gt Match only packets with a greater port number
1t Match only packets with a lower port number
neq Match only packets not on a given port number
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precedence Match packets with given precedence value
range Match only packets in the range of port numbers
<cr>
i.  O6paTuTe BHMMaHWe, 4TO OOMH U3 NapamMeTpoB — <Cr> (CMMBON BO3BpaTa kKapeTku). [lpyrumMu cnoBamu, Bbl MOXETE
HaxaTb Enter, n onepartop paspewuut Becb Tpacduk TCP. OgHako Mbl paspellaem Tonebko Tpaduk FTP; noatomy
BBEAMTE KIMOYEBOE CIOBO €] M 3HaK BONpoca, YToObl 0TOOpa3nTb AOCTYMNHbIE BapuaHTbl. 3ateM BBeauTe ftp
1 HaxxmuTte Enter.
Rl (config) # access-list 100 permit tcp 172.22.34.64 0.0.0.31 host 172.22.34.62 eq ?
<0-65535> Port number

ftp File Transfer Protocol (21)

pop3 Post Office Protocol v3 (110)

smtp Simple Mail Transport Protocol (25)
telnet Telnet (23)

WWW World Wide Web (HTTP, 80)

Rl (config)# access-list 100 permit tcp 172.22.34.64 0.0.0.31 host 172.22.34.62 eq ftp

j- CospaWTe BTOpPOW CNMCOK KOHTPONS AOCTyna, pa3peluatowmin Tpadpmk ICMP (axo-3anpockl 1 T. N.) ¢ KoMMbloTepa
PC1 Ha cepBep Server. ObpatuTe BHMMaHWE, YTO HOMEP CUCKa KOHTPONSA AOCTYNa OCTaeTCs MPEXHUM U Y4TO
He HY)XHO YKa3blBaTb KOHKPETHbIA Tun Tpadumka ICMP.

Rl (config) # access-list 100 permit icmp 172.22.34.64 0.0.0.31 host 172.22.34.62

k. Becb npo4nn TpaduK OTKIOHSETCS NO YMONYaHUIO.

War 2: MNpumeHuTe cnucok ACL Ha Hy>kHOM uHTepdeice ansa counbTpauum Tpaduka.

C TO4KM 3peHust mapLupyTusatopa R1 Tpadwk, k koTopomy npumensieTcs cnvcok ACL 100, moctynaet us ceTu, NoaKIo4eHHON
K uHTepdency Gigabit Ethernet 0/0. BorgnTe B pexum nHTepdencHom HacTponkun n npumerute cnmcok ACL.

Rl (config) # interface gigabitEthernet 0/0
Rl (config-if)# ip access-group 100 in

War 3: [poBepbTe peanusauyuto cnucka ACL.

a. OtnpaBbTe axo-3anpoc ¢ komnbioTepa PC1 Ha cepBep Server. Ecnv 9xo-3anpockl 3aBepLIaroTCsl HeyaAayHo, NPOBEPbTE
IP-agpeca, npexae Y4emM NpoLormKUTb.

b. YcraHoBuTe FTP-nogkntoyeHune ¢ komnbtotepa PC1 k cepBepy Server. Vimsi nonb3oBaTens n naposnb Cisco.
PC> ftp 172.22.34.62

c. Bwwagute us FTP-cepBuca cepepa Server.
ftp> quit

d. OrtnpaBbTe ax0-3anpoc c komnbtoTepa PC1 Ha koMnbtoTep PC2. XocT HazHavyeHWs1 A0mKeH ObiTb HEAOCTYNEH,
NoTOMY 4YTO Tpadhvk He Obln ABHO paspeLLeH.

YacTb 2: HacTtpolika, npuMeHeHue 1 npoBepKa pacluMpeHHOro uMeHoBaHHoro cnucka ACL

War1: HacrtpownTe cnucok ACL, paspewarowmi goctyn no nporokonam HTTP n ICMP.
a. WwmeHoBaHHble cnvcku ACL HauMHaOTCs C KINOYeBOro crioea ip. Ha mapwpyTtunsatope R1 BBeaute cneayoLlyto
KOMaHAy ¥ 3aTeM BONPOCUTESbHBIN 3HaK.

Rl (config) # ip access-list ?
extended Extended Access List
standard Standard Access List
b. MoXHO HAacTpOUTb MMEHOBaHHbIE CTAHAAPTHbIE M pacluMpeHHble cnuckn ACL. OTOT CNMCOK KOHTPONSA AocTyna

BbINOSHSAET hunbTpaumio no IP-agpecam UCTOYHMKA M HA3HAYEHUs!, MOSTOMY OH JOJKEH ObITh paCLUMPEHHbIM.
Beegute nma HTTP_ONLY. (Ons oueHkn B Packet Tracer umsa BBOAWUTCS C y4eTOM perncrpa.)
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Rl (config)# ip access-list extended HTTP_ONLY

c. Crtpoka npurnaweHns sMeHuT BuA. Tenepb Bbl HAXOAUTECH B PEXMME HAaCTPONKM pacLUMPEHHOr0 UMEHOBaHHOTO
cnucka ACL. BceM ycTporicTtBam B nokansHou cetn PC2 TpebyeTtcs goctyn no TCP. BBegute ceteBor agpec,
a 3aTem BOMpPOCUTESbHbIN 3HAK.

Rl (config-ext-nacl)# permit tcp 172.22.34.96 ?
A.B.C.D Source wildcard bits

d. AnbTepHaTVBHBIN CcNOCO6 BbIYMCINTDL LWABMOHHY MacKy — BblYECTb Macky noaceTu n3 255.255.255.255.

255.255.255.255
- 255.255.255.240

= 0. 0. 0. 15
Rl (config-ext-nacl) # permit tcp 172.22.34.96 0.0.0.15 ?
e. 3akoHuMTe onepaTtop, yka3aB aApec cepBepa, Kak B YacTu 1, n 0TuUNbLTPOBaB Tpaduk Www.
Rl (config-ext-nacl) # permit tcp 172.22.34.96 0.0.0.15 host 172.22.34.62 eq www

f.  CospaviTe BTOpOW CNNCOK KOHTPOSst JocTyna, paspeLuatowmii Tpadmk ICMP (axo-3anpochk! 1 T. N1.) ¢ KOMMNboTEPa
PC2 Ha cepsep Server. [NpumevaHve. KomaHaHasa cTpoka OCTaHETCH NPEXHEN, 1 KOHKPeTHbIV Tun Tpadmka ICMP
yKa3blBaTb HE HYXHO..

Rl (config-ext-nacl)# permit icmp 172.22.34.96 0.0.0.15 host 172.22.34.62
g. Becb npounin Tpamk OTKNOHSETCS N0 YMON4YaHuio. BeingnTe 13 pexuma HacTPOWKN pacLUIMPEHHOTO MMEHOBAHHOIO
cnucka ACL.

War 2: MpumeHuTe cnucok ACL Ha Hy)XHOM uHTepdceice ana ounbTpauum Tpacduka.

C Touku 3peHnst mapipytusaTopa R1 Tpaduk, K KOTOPOMY NPUMEHSIETCSA CNMCOK KOHTporns aoctyna HTTP_ONLY,
noctynaeT U3 ceTu, NOAKIMYEHHON K MHTepdelicy Gigabit Ethernet 0/1. Boligute B pexum MHTEpdERCHOM HaCTPOMKK
1 npumenute cnmcok ACL.

Rl (config) # interface gigabitEthernet 0/1
Rl (config-if)# ip access-group HTTP_ONLY in

War 3: [lpoBepbTe peanusauyuto cnucka ACL.

a. OrtnpaBsbTe 3x0-3anpoc ¢ komnbloTepa PC2 Ha cepeep Server. 9x0-3anpoc AOMKEH 3aBEPLUMTLCS YCMELWHO,
B NPOTUBHOM criyyae nposepbTe IP-agpeca, Npexae YeM npoOoikuTb.

b. YcraHoBuTe FTP-nogkntoyeHue ¢ komnbtoTepa PC2 k cepBepy Server. [JomkeH Npon3onTy c6ow NOAKIIYEHUS.

c. Ortkpoiite Gpaysep Ha komnbioTepe PC2 1 BBeauTte IP-agpec cepeepa Server. MogknioyeHne 4OMKHO BbiTb
YCTaHOBMEHO YCMELLHO.
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