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Packet Tracer. Hactpounka cnuckos ACL ans IP-agpecoB ¢ uenbho
HeuTpanusaumm atak

Tononorus
L
1941
10.1.1.0/30 RZ 10.2.2.0/30
192, 168. 1.0/24 192.168.3.0/24
5 Co—awr—_)
2960-24TT 2960-24TT ‘ 4
1541 1941 -
Server-PT 51 B1 3 53 FF:%P'CT
PC-A
Tabnuua agpecauum
YctporictBo | UHTepdeic IP-appec Macka noagcetun LLino3 no ymonyaHuto MopT KomMMmyTaTOpa
GO/1 192.168.1.1 255.255.255.0 H/N S1 Fo/5
R1
S0/0/0 (DCE) | 10.1.1.1 255.255.255.252 H/N H/N
S0/0/0 10.1.1.2 255.255.255.252 H/N H/N
R2 S0/0/1 (DCE) | 10.2.2.2 255.255.255.252 H/M H/MN
LoO 192.168.2.1 255.255.255.0 H/M H/MN
GO/1 192.168.3.1 255.255.255.0 H/M S3 F0/5
R3
S0/0/1 10.2.2.1 255.255.255.252 H/M H/MN
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 FO/6
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 F0/18
3apauun

e [lpoBepka cBs3U Mexay YCTpOMNCTBaMu nepes HaCTPOMKON MEXCETEBOIrO SKpaHa.

¢ [cnonb3oBaHwue cnuckoB ACL Anst HACTPOWVKM yAaneHHoro AoCTyna K MapLipyTusaTopam AOCTYNHO TOMbKO
CO cTaHuuu ynpasnexus PC-C.

e Hactponka cnuckoB ACL Ha maplupyTusatopax R1 n R3 ans HevTpanusauumm aTak.

e [lpoBepka pabotocnocobHocTn pyHkuun ACL.

UcxopHble aaHHbIe/cueHapun

Hoctyn k mapwpyTtusatopam R1, R2 n R3 gornxkeH ObITb pa3pelueH Tonbko co cTaHuum ynpaeneHust PC-C. PC-C Takxke
mcnonb3yeTcsa Ansa npoBepku ceasu ¢ PC-A — cepeepoM, npegoctasnsaowum cepsucbl DNS, SMTP, FTP n HTTPS.

CraHgapTHbIV NOPAA0OK AENCTBUIN — NpuMeHnTb cnuckn ACL Ha rpaHuYHbIX MapLupyTusaTopax Ans HelTpanu3auum
0ObIYHbIX Yrpo3 Ha ocHoBe IP-agpecoB UCTOYHUKA U Ha3HaYeHus. B aToM 3agaHum Bbl C JaHHOW Lenbio co3gaauTe
cnvckn ACL Ha rpaHunyHbixX MapwpytmusaTopax R1 n R3. 3aTtem Bbl npoBepute paboTocnocodbHocTh cnmckoB ACL

C BHYTPEHHUX U BHELLUHMX XOCTOB.

Ha MapLuipyTn3aTopax Obinn npenBapuTernibHO HaCTpOeHbl cneayrLime napamMmeTpbl.

© 2017 Komnanwus Cisco u/vnu ee godepHue komnaHun. Bee npaBa 3alwmiyeHbl. TOT OKYMEHT siBnsieTcst obweaocTynHon nidopmaumeii Cisco. Ctp.1us 4



Packet Tracer. Hactponka cnuckos ACL ans IP-appecoB ¢ Lenblo HeMTpanusauumm aTak

o Maponb npuBMnernposaHHOro goctyna: ciscoenpass

o Maponb gns koHconu: ciscoconpass

o Wwmsa nonb3oatens n naponb SSH: SSHadmin/ciscosshpab5
o |P-agpecauus

o CraTnyeckas mapLupyTmsauus

YacTtb 1: lpoBepbTe 6a30BYO CBA3b NO CEeTU

MpoBepbTe cBA3L NO ceTu nepea HacTpownkon cnnckoB ACL gns IP.

War 1: C xomnbiloTepa PC-A npoBepbTe CBA3b ¢ KOMNbOTepoMm PC-C u mapuipyTtmuzatopom R2.
a. OtnpaBbTe ax0-3anpoc Ha komnbioTep PC-C (192.168.3.3) n3 koMaHOHOW CTPOKM.

b. W3 komaHaHoM! cTpokun yctaHoBuTe SSH-ceaHc cBA3n ¢ nHTepdencom Lo0 mapupytmsaTtopa R2 (192.168.2.1),
ucnonb3ys nms nonb3osatens SSHadmin 1 naponks ciscosshpab5. Mo okoHYaHWK BbIAMTE U3 ceaHca SSH.

SERVER> ssh -1 SSHadmin 192.168.2.1

War 2: C komnbloTepa PC-C npoBepbTe CBA3b € KOMNbIOTepoM PC-A n mapwpytusatopom R2.
a. OrnpaBbTe axo0-3anpoc Ha koMnbioTep PC-A (192.168.1.3) 13 koMaHOHOW CTPOKMW.

b. W3 komaHgHol cTpokn ycTtaHoBuUTe SSH-ceaHc cBa3n ¢ MHTepdericom Lo0 mapwpyTtusaTtopa R2 (192.168.2.1),
ncnonb3ys nms nonb3osatens SSHadmin 1 naponk ciscosshpab5s. Mo okoH4aHuM 3akponTe ceaHc SSH.

c. OrtkponTte B Opay3epe BebG-cTpaHuLy cepepa PC-A (192.168.1.3). o okoH4aHMK 3aKkpoiiTe OkHO Gpay3epa.
Yactb 2: 3awmTuTe AOCTYN K MapLupyTusaTopam

War 1: HactpownTte ACL 10 ans nonHon 6NOKMPOBKM yAaneHHOro AocTyna K MmapwpyTtusatopam
co Bcex cuctem, kpome PC-C.

Mcnonb3ynte komaHay access-list ana cosgaHusa HymepoBaHHoro cnvcka ACL ans IP Ha mapupyTtusatopax R1, R2 nR3.

War 2: MpumenuTe cnucok ACL 10 k BxogHOMY Tpaduky Ha nuHusx VTY.

C nomoLLbo KOMaHabl access-class NnpMMeHNTE CNMCOK KOHTPONS O0CTyna K BXOOAHOMY Tpa(bm(y Ha nuHuax VTY.

War 3: NMpoBepbTE MOHOMOMbLHBLIN [OCTYN CO CTaHUuK ynpasneHus PC-C.

a. YcraHoBuTe ceaHc coeanHeHns SSH ¢ 192.168.2.1 ¢ komnbtoTepa PC-C (nonbiTka NOAKMOYEHNS AOMKHA ObITb
YCMELLHON).

b. YcraHoBuTe SSH-ceaHc cBa3u ¢ yanom 192.168.2.1 ¢ komnbtoTepa PC-A (nonbiTka NOAKMIOYEHNS AOMKHA
3aBepLUMTBLCS HeyAauqHo).

Yactb 3: Co3pante HymepoBaHHbIM cnucok ACL 120 ans IP Ha mapwpyTusatope R1

CospanTe HymepoBaHHbI cnvcok ACL 120 ang IP no cnefytowwmmM npasuniam.

o PaspelwaTtb Bcem BHelHMM xocTaM goctyn k cepsucam DNS, SMTP u FTP Ha cepsepe PC-A.
o 3anpewaTtb BCEM BHELLIHUM XOocTam gocTyn k cepsucam HTTPS Ha PC-A.
o Paspewarts PC-C goctyn k mapwwpyTtusatopy R1 yepe3 SSH.

Mpumeyanue. Mpu HaxxaTum Check Results (npoBepuTb pesynbTaThl) He ByaeT oTobpaxaTbCcsa NpaBuIibHas
koHdurypaums ACL 120, noka Bbl He U3BMEHUTE ee B YacTu 4.

LWar 1: Y6eauTtecb, 4To KomnbloTep PC-C moxeT nonyyaTtb goctyn k PC-A no npotokony HTTPS
c nomolblo 6paysepa.

OTtkntounte HTTP n Bkntounte HTTPS Ha cepBepe PC-A.
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War 2: HactpowuTe cnucok ACL 120 ans pa3pelueHusi U OTKNOHEHUs yKa3aHHOro Tpadmka.

C nomolublo KoMaHabl access-list cosgante HymepoBaHHbI cnucok ACL ans IP.

War 3: MpumenuTe cnncok ACL k nHtepcency S0/0/0.
C nomoLLbio KoMaHAabl ip access-group NPUMEHUTE CAMCOK KOHTPOMS JOCTyna K BXoasLweMy Tpaduky
Ha nocnegoBaTtenbHoM nHTepdence 0/0/0.

War 4: Y6eaurtecb, 4To KOoMmnbloTep PC-C He moxeT nony4ntb goctyn K PC-A no npotokony HTTPS
Cc nomMoLlyblo 6pay3sepa.

YacTtb 4: UameHuTe cyuwecTByowmn cnucok ACL Ha mapupyTtusaTtope R1

Paspelunte otBeThl Ha 3x0-3anpockl ICMP 1 coobLieHnsa 0 He[OCTYMHOM MYHKTE Ha3HaYeHWs U3 BHELLHEN ceTu
(no oTHoweHwuto k R1). 3anpeTtute BCce apyrme Bxoaswme naketsl ICMP.

War1: Yb6eputecb, 4to KOMnbloTep PC-A He MOXeT ycnewHo oTnpaBnATb 3X0-3anpocbl Ha UHTepdenc
loopback Ha mapuwpyTusatope R2.

War 2: BHecute Heo6xoaMMble nameHeHus B cnucok ACL 120 ans paspelueHusi U OTKIOHeHUsA
yKasaHHoro Tpaduka.
Wcnonb3yiiTe komaHay access-list ona cosgaHmsa HymepoBaHHoro cnvcka ACL ans IP.

War 3: Y6eauTtecb, 4To KoMmnbloTep PC-A MOXeT yCcnewHOo OTNpPaBnATb 3X0-3anpocbl UHTepdency
loopback Ha mapuwpyTusatope R2.

Yactb 5: Coszpgante HymepoBaHHbIM cnucok ACL 110 ansa IP Ha mapwpyTusatope R3

3anpeTV|Te BCe ucxopgawme nakeTbl, B KOTOPbIX agpeC NCTOYHUKa HaxoauTCAa 3a npenenamMmm anana3oHa BHYTPEeHHUX
IP-agpecos Ha mapLpyTnsatope R3.
War 1: HacTtpownTe cnucok ACL 110 ansa pa3pelieHns TonbKo Tpadmka n3 BHyTPEHHEN CETU.

VMcnonb3ynte komaHay access-list ana cosgaHua HymeposaHHoro cnncka ACL ans IP.

War 2: MpumeHuTe cnucok ACL k nHtepdency G0/1.

Wcnonb3ayiiTe komaHay ip access-group, YTobbl MPUMEHUTE CIMCOK KOHTPOSA AOCTyna K BXOAsAWeMY Tpaduky
Ha nHTepdence GO/1.

Yactb 6: Co3pante HymepoBaHHbIM cnucok ACL 100 ans IP Ha mapwpyTusatope R3

Ha mapwpyTtusatope R3 3abnokmpyinTe Bce nakeTsl, cogepxaiume IP-agpec uCTouHuKa u3 criegyrowlero nyna agpecos:

ntobble YacTHble agpeca RFC 1918, 127.0.0.0/8 n nobble rpynnosble IP-agpeca. Mockonbky PC-C ncnone3dyetca ans

yAaneHHoro agMMHUCTPMPOBaHUS, Heobxoanmo paspewmnTb Tpadumk SSH cetn 10.0.0.0/8 ans Bo3BpaTta Ha xocT PC-C.
War 1: HactpownTe cnucok ACL 100 ans 6nMoKMpPOBKM BCEro yka3zaHHOro Tpacmka us BHeLWHEN ceTu.

CnepyeT Takxke 3abnokmpoBatb Tpaduk 13 Ballero CobCTBEHHOrO NPOCTPaHCTBa BHYTPEHHUX afpeECOB, CMN 3TO
He agpec RFC 1918. B aTom 3agaHuu Balle NpoCTPaHCTBO BHYTPEHHUX aApeCcoB BXOAUT B MPOCTPAHCTBO YaCTHbIX
agpecos, onpegeneHHoe B fokymeHte RFC 1918.

C nomolublo KoMaHabl access-list cosgante HymepoBaHHbIv cnucok ACL ans IP.

War 2: MpumeHuTe cnucok ACL k nHtepdency Serial 0/0/1.

C NoMOLLIbI0 KOMaHAb! ip access-group NpUMEHUTE CIMCOK KOHTPOSS AOCTYNa K BXoAsLEMY Tpadmky Ha nocrefoBaTesibHoM
nHTepdence 0/0/1.
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LWar 3: Y6eauTtechb, 4TO yKa3aHHbIN Tpacuk, NOoCTynaroLwmn Ha nocnegoBaTenbHbIn nHTepdenc 0/0/1,
ob6pabaTtbiBaeTcs NpPaBUNbHO.

a. OtnpaBbTe axo-3anpoc Ha cepBep PC-A 13 komaHgHoM cTpoku komnbtoTepa PC-C. ACL 6nokupyeT oTBeTbl
Ha axo-3anpocbl ICMP, nockonbKy X UCTOYHUKOM SIBMSIETCA afpecHoe npoctpaHcTeo 192.168.0.0/16.

b. YcraHoBuTe ceaHc coeanHeHus SSH ¢ 192.168.2.1 ¢ komnbtoTepa PC-C (nonbiTka NOAKMYEHUS O0MMKHA ObITh
yCheLHon).

War 4: MpoBepbTe pe3ynbTaThl.

Bbl nonHocTbio BbINONHUKM 3aaaHune. Haxmute Check Results (MpoBepuTb pe3ynbTaTthbl) A58 NPOCMOTPa OT3biBa
1 NPOBEPKY 3aBEpPLLEHHbIX 0BsA3aTeNbHbIX KOMMOHEHTOB.
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