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Tabnuua agpecauum

YcTtponcTBo UHTepdpenic IP-appec Macka noacetu LLinto3 no ymon4yaHuto
G0/0 209.165.200.233 255.255.255.248 H/N
R1 S0/0/0 (DCE) 10.10.10.1 255.255.255.252 H/N
Loopback 1 172.20.1.1 255.255.255.0 H/MN
S0/0/0 10.10.10.2 255.255.255.252 H/N
Re S0/0/1 (DCE) 10.20.20.2 255.255.255.252 H/N
G0/1 172.30.3.1 255.255.255.0 H/N
RS S0/0/1 10.20.20.1 255.255.255.252 H/N
S1 VLAN 1 192.168.10.11 255.255.255.0 192.168.10.1
S2 VLAN 1 192.168.10.12 255.255.255.0 192.168.10.1
S3 VLAN 1 172.30.3.11 255.255.255.0 172.30.3.1
VLAN 1 (E0/1) 192.168.10.1 255.255.255.0 H/MN
ASA VLAN 2 (E0/0) 209.165.200.234 255.255.255.248 H/MN
PC-A NIC 192.168.10.2 255.255.255.0 192.168.10.1
PC-B NIC 192.168.10.3 255.255.255.0 192.168.10.1
PC-C NIC 172.30.3.3 255.255.255.0 172.30.3.1

3apaum

e Hactpoika 6a3oBoro ypoBHsa 6€30MacHOCTM MapLupyTusaTtopa

e Hactpoiika 6a3oBoro ypoBHsi 6e30nacHOCTM KOMMyTaTopa

e HacTtponka nokansHown ayteHTudmnkaumm AAA

e Hacrtponka SSH

e  3awwra oT atak MeToAoM noabopa y4eTHbIX AaHHbIX

e Hacrtpoiika ceten site-to-site IPsec VPN

e Hacrtpoiika napameTpoB MEXCETEBOIO 3KpaHa M CMCTEMbI MpeaoTBpaLLeHus BTopxkeHui (IPS)

e HacTtpolika 6a3oBbix NapameTpoB GesonacHocT ASA 1 MeXCeTeBoro akpaHa

CueHapun

OT0 UTOroBOE 3aAaHve OXBaTbIBaeT MHOMeE HaBbIkU, KOTOPbIE Bbl MPUoBpeny B xoAae AaHHOro Kypca. [4ns MapLupyTusaTopos
1 KOMMYTaTOPOB NPeABapUTENIbHO HACTPOeHbI 6a3oBble NapameTpbl YCTPOWCTB, Takne Kak IP-agpecaums n mapLupyTtmsaums.
C nomoLusto nHTepderca komaHaHon ctpoku (CLI) Bbl HacTpouTe pasnuyHble chyHkumm I0S, cBszaHHbIe ¢ 6e30NacHOCThLIO,
Bkrtoyas AAA, SSH 1 30HanbHbIN MexceTeBon akpaH (ZPF), ansa 3awmTel MapLupyTu3aTopoB. Bel HacTpouTe ceTb site-to-site
VPN (VPN mexay oBymsi myHKTaMun) mexay maplupytusatopamu R1 1 R3. Bel o6ecneunte 6e30nacHOCTb KOMMYTaTOpOB

B ceT. Kpome Toro, Bbl Takke HacTpouTe (hyHKLMU MEXCETEBOTO 3KkpaHa Ha ASA.

TpeboBaHuA

MpumeyaHue. ByayT HacTpoeHbl He BCe OyHKLUMM 6E30MacHOCTM 1 HE Ha BCEX YCTPOMCTBAX, OAHaKO OHW ByayT NpucyTCTBOBaTL
B NPOV3BOACTBEHHON CETU.
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HacTtpoika 6a3zoBoro ypoBHA 6e30MacHOCTM MapLipyTM3aTopa
e Hacrtponte mapwpytnsaTtop R1 cnegyrowmm obpasom.
) MuHumanbHas ANYHa naponia coctaBndaeT 10 cumBonoB.
o 3awwudpynte naponu, 3agaHHble B BUAE OTKPLITOrO TEKCTA.
o Maponb ans npuBUNErMpoBaHHOrO pexuma — ciscoenapass.

o [Maponb Ansi NMHWIA KOHCONMU — ciscoconpabs, BpeMs 0XkuaaHus — 15 MUHYT, COOBLLEHUS] KOHCOMNM
HEe [IOMMKHbI NMpepbIBaTh BBOA KOMaHL,.

o bBbaHHep ¢ coobennem gHs (MOTD) gormkeH cogepxaTtb crioBo unauthorized.
e Hactponte mapwpytusaTtop R2 cnegyrowmm obpasom.
o [laponb Ansa npMBMNEernpoBaHHOIO pexmma — ciscoenapabb.

o [Maponb anga nuHunm VTY — ciscovtypab5, Bpems oxuaaHns — 15 MUHYT, TpebyloTcs yYeTHble AaHHble
Ans BXoAa B CUCTEMY.

HacTtpoika 6a3zoBoro ypoBHA 6e30nMacHOCTM KOMMyTaTopa
e Hacrtpowite kommyTaTop S1 cnegyowmm obpasom.
o 3awudpyinTe naponu, 3agaHHbIe B BUAE OTKPLITOroO TEKCTA.
o [Maponb ons npMBMNErMpoBaHHOIO pexmma — ciscoenapasbb.

o [Maponb Ansi NMHWIA KOHCONMM — ciscoconpasbs, BpeMs 0XXuaaHus — 5 MUHYT, COOBLLEHNS KOHCOIN
He [OMKHbI NpepbiBaTh BBOA KOMaH/I.

o [Maponb anga nuHui VTY — ciscovtypa55, Bpems oxunaaHns — 5 MUHYT, TpebyloTcsa yyeTHble AaHHbIe
0N BXOA4A B CUCTEMY.

o bBbaHHep c coobeHnem gHs (MOTD) gomxkeH cogepxaTtb crioBo unauthorized.
e HacTtpowTte TpaHkuHr mexay kommytaTopamu S1 1 S2 co cneayrowmmmn napameTpamu.
o YcraHoBuTe pexum trunk n HasHaubTe VLAN 99 B kayecTBe HaTuBHow (native) VLAN.
o  Otknounte reHepauuto kagpos DTP.
e Hactponte anga kommyTtaTopa S1 crnegyloLine napameTpbl MOPTOB.
o FO0/6 pomxeH paspeluaTtb TONbKO peXum AocTyna, 3aganTe PortFast n Bkntouute dpyHkumio BPDU Guard.

o FO0/6 ncnonb3yet 6a30BbIN ypoBeHb 6€30MacHOCTU MopTa MO YMOMNYaHMIO C AMHAMUYECKN NonyYyaeMbIMn
MAC-agpecamu, KoTopble 406aBNSATCSA B TEKYLLYIO KOHMUIypaLumio.

o Bce octanbHble NopThl SOMKHbI ObITb OTKIHOYEHbI.

MpumeyaHune. XOoTs NPOBEPSAIOTCA HE BCE MOPThI, Ball MHCTPYKTOP NPW XenaHum MoXeT 3axoTeTb ybeanTbes, 4To BCe
Hencnonb3yemMble NOPThl OTKIHOYEHDI.

HacTtpouka nokanbHon ayteHTUcukaumm AAA
e Hactpoiite maplpyTtunsatop R1 cneayowmm obpasom.

o CospaviTe y4yeTHyH 3anucb rnokanbHoro nonb3oBatens Admin01, cekpeTHbin naponb Admin0lpass,
ypoBeHb npusunierui 15.

o Bknouute cepsuckl AAA.

o PasBepHuTe cepBuchl AAA, ncnonb3ys nokanbHyto 6a3y AaHHbIX B kaYeCTBE NEpPBOro BapuaHTa, a 3aTeM
naponb enable B kayecTBe pe3epBHOro BapuaHTa.

Hactponka SSH

e Hactponte mapwpytusatop R1 cnegytowmm obpasom.
o [omeHHOe nms — cchasecurity.com.
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o Kniou RSA pgomxeH cogepxaTb 1024 6uTta.
o [JonyckaeTcs Tonbko npotokon SSH Bepcum 2.
o HanuHuax VTY paspeluaeTcs ncnonb3oBath Tofbko npoTtokon SSH.

e YbeauTtech, 4To koMNbloTep PC-C MOXET nonyynTtb yaaneHHbIn 4octyn k mapipyTtunsatopy R1 (209.165.200.233)
no npotokony SSH.

3awmTa oT aTak MeTogoM noaodopa y4eTHbIX AAaHHbIX
e Hactponte mapwpytusatop R1 cnegyrowmm obpasom.

o Ecnu nonb3oBaTtento He yaaeTcst BOWTH B CUCTEMY ABaX4bl 32 BPDEMEHHON NpomMexyTok B 30 cekyHS,
HeobXxoayMO OTKMIOYMNTb BOBMOXHOCTb BXOAA Ha OHY MUHYTY.

o PerMCTpMpyMTe B XXypHane Bce Heyaa4Hble NonbITKW BXOA4a B CUCTEMY.

HacTtpomnka ceten site-to-site IPsec VPN

MpumeyvaHue. Hekotopeble koHdwurypaumum VPN He oueHnBatoTca. OfHako y Bac AOMKHA ObITb BO3MOXHOCTb NPOBEPUTL
nogkntoyeHue no TyHHeno VPN IPsec.

¢  AxTtmBupymnTe nuueHano Security Technology Package Ha maplupyTu3aTtope R1.
o CoxpaHuTe TeKyLLy KOHMUIypaumio nepes nepesarpyskon.
e Hactponte mapwpytusatop R1 cnegyrowmm obpasom.
o Cospante cnMcok AOCTyna Ans BbISBEHUA «MHTEPECHOro» Tpaduka Ha mapLupyTtusartope R1.
o Hactpowite cnucok ACL 101 ans paspelwenus Tpaduka n3 cetn R1 Lo1 B nokanbHyto cetb R3 GO/1.

e HacrpowiTe conctBa crypto isakmp policy 10 gnsa cda3sbl 1 Ha MmapLupyTm3aTtope R1 1 obLwumii koY LWMdpoBaHus
ciscovpnpab5. Ncnonb3ynte crnegyowue napameTpsl.

o Metop pacnpegenenus knioven: ISAKMP
o LWudposaHue: aes 256

o Xew: sha

o Metopg ayteHTudumkauuu: pre-shared

o O6meH kntovamu: DH Group 5

o Bpewms xusnn IKE SA: 3600

o Kniou ISAKMP: ciscovpnpa55

e Cospaiite Habop npeobpazoBaHuin VPN-SET ansa ucnonb3oBaHus esp-aes 256 n esp-sha-hmac. 3atem cosgante
KpunTorpadmyeckyto kapty CMAP, cBsi3biBatoLLyto Apyr C APYroM Bce napameTpbl dasbl 2. icnonb3ynTe NnopsaKkoBbIn
Homep 10 u onpeaenuTe ero kak kapTy ipsec-isakmp. Micnonb3yinTe cnegytoLwmne napameTphbl.

o Habop npeobpasoBanuin: VPN-SET

o LUWudposaHne npeobpasoBanuii: esp-aes 256

o AyteHTudukauns npeobpasoBaHuii: esp-sha-hmac

o Perfect Forward Secrecy (PFS): group5

o  Wwmsa kpunTtorpaduyeckomn kaptol: CMAP

o YcraHoBnenue SA: ipsec-isakmp

o [Mpuespkute kpunTtorpadudeckyto kapty (CMAP) k ncxogsiemy nHtepdency.

e YbeauTech, 4To nNuueH3aua Security Technology Package aktuBupoBaHa. MNoBTopnTe 6a30Bble HACTPOVKKU AN CETU
site-to-site VPN Ha mapLupyTnsatope R3 Tak, 4ToObl OHM TOYHO COOTBETCTBOBANM BCEM NapaMeTpaM KOHurypauum
mapLupyTtusatopa R1.

e OrtnpaBbTe KOMaHAy ping Ha uHtepdenc Lo1 (172.20.1.1) mapwpyTtusatopa R1 ¢ komnbtotepa PC-C.
Ha mapwpyTtusatope R3 ucnonbsyinte komangy show crypto ipsec sa, 4tobbl yoeamTbecsl, UTO YACIIO MAKETOB
6onble 0, yTo cBuaeTenbcTByeT 0 paboTtocnocobHocTn VPN-TyHHens IPsec.
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HacTtpoika napameTpoB MeXCeTeBOro aKpaHa U cucTtemMbl NpegoTBpaLleHnsa BTopxeHun (IPS)
e Hacrtponte ZPF Ha mapwpyTusatope R3 B cOOTBETCTBUM CO crieayowmmm TpeboBaHsaMU.
o Cospanite 30HbI ¢ meHamu IN-ZONE n OUT-ZONE.

o Cospawte cnucok ACL c Homepom 110, onpeaensiowmii BHYTPEHHUI Tpadhrk 1 paspeLuatoLLmn sce
IP-npoTokonbl n3 ncxogHown cetn 172.30.3.0/24 ¢ nobbim (any) MECTOM Ha3HaYeHus.

e  CospganTte kapty knaccoB ¢ uMeHeMm INTERNAL-CLASS-MAP, koTopas ucrnonb3yeT napameTp match-all n cnmucok
ACL 110.

e CospganTe kapTy nonutuk ¢ umeHem IN-2-OUT-PMAP, koTopasi ucnone3yet kapTy knaccoB INTERNAL-CLASS-MAP
AN MHCNeKTMpoBaHusa (inspect) BCcero cOoTBETCTBYOLLEro Tpaduka.

e Cospante napy 30H ¢ umeHeM IN-2-OUT-ZPAIR, kotopas onpeaenseT IN-ZONE kak 3oHy nctodHuka n OUT-ZONE
Kak 30HY Ha3HaYeHus1.

o  Ykaxwute, uTto KapTa nonutuk IN-2-OUT-PMAP gomkHa ncrnonb3oBaTbCst AN MHCNEKTMpoBaHus (inspect)
Tpadumka mexagy OByMS 30HaMW.

o HasnaubTe GO/1 B kayecTBe 4neHa IN-ZONE, a S0/0/1 — B kayecTBe YneHa OUT-ZONE.

e Hacrtponte cuctemy 3awutbl oT BTOpXKeHUn (IPS) Ha mapwpyTtusatope R3, ucnonesys cnegyrowme TpedboBaHus.

Mpumeyvanue. B Packet Tracer caiinbl curHatyp yxxe MMNopTupoBaHbl Ha MapLipyTusaTopbl. 3to XML-cannbl
Nno YMOn4aHuio, XpaHaLmecs Bo dre-namsaTi. 1o 9To NpUYMHE He HYXXHO HacTpamBaTb OTKPbITbIA KpunTorpauyeckmn
KoY M BPYYHYIO MMMOPTMPOBATL hannbl CUrHaTyp.

o Cospavite kaTanor Bo neL-naMaTv ¢ UMeHeM ipsdir 1 3aganTe ero B Ka4ecTBe pacnorioXeHus
Onsi xpaHeHus curHatyp IPS.

o Cospante npaBuno IPS ¢ nmerHem IPS-RULE.

o BbiBeauTe u3 ucnonb3oBaHuUs kaTeropumio curHatyp all ¢ noMolLbio koMaHabl retired true (Bce curHaTypel
B BbIMyCKe CUrHaTyp).

o BepHute B ucnonb3oBaHue kateropmio I0S_IPS Basic ¢ nomowsto komaHabl retired false.
o MpumennTte npasuno inbound Ha nHTepdence SO/0/1.

HacTtponka 6a3oBbix napameTpoB 6e3onacHocT ASA u MexXceTeBOro aKkpaHa
e Hactponte cnegytowme napameTpbl Ans nHtepdgerncos VLAN.
o [Onsa nHtepdenca VLAN 1 HacTpoiTe ncnonb3oBaHve agpecoB 192.168.10.1/24.

o [Onsa wnHtepdenca VLAN 2 yaanute napametp DHCP no ymonuaHuio 1 HacTponTe ncnonb3oBaHve agpecos
209.165.200.234/29.

L] HaCTpOIZTe MMA XOCTa, AOMEHHOE M4, Naposib NpUBUNErMpoBaHHOIoO AO0CTyna 1 Naposib KOHCOMK C NOMOLbH
cnegywwmx napameTpos.

o Wwmsa xocta ASA — CCNAS-ASA.
o [omeHHOe nms — ccnasecurity.com.
o [Maponb npuBunerMpoBaHHOro Joctyna — ciscoenapass.
e  Cospgante nonb3oBaTens n HacTponTe AAA Ha MCNONb30BaHWe fokarbHoWM 6a3bl AaHHBIX ANS yAaneHHON ayTeHTUdmKaLmm.

o HactpoiTte yyeTHyo 3anmch NoKanbHOro nosns3oBaTens ¢ uMeHem admin n naponem adminpab5s.
He ncnone3ayite atpnbyt encrypted.

o Hactponte AAA Ha ncnonb3oBaHue nokanbHoM 6a3bl AaHHbIX ASA Anst ayTeHTMdMKaUUmM Nonb3oBaTens
no npotokony SSH.

o Paspewwute SSH-goctyn ¢ BHewwHero xocta 172.30.3.3 co BpemeHeM oxunaaHms 10 MUHYT.

e Hactpowite ASA B kayectBe DHCP-cepBepa ¢ NOMOLLbIO CreayloLwmx napameTpos.
o HasHaubTe IP-agpeca BHyTpeHHUM knneHTam DHCP B grnanasoHe ot 192.168.10.5 o 192.168.10.30.
o Paspewunte gna DHCP oxuaaHne 3anpocos knueHta DHCP.
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e HacrtpowTe cratnyeckyto maplpyTtunsaumio n NAT.

o Cospgante ctaTuyeckuin MapLipyT No yMonyaHuio no |IP-agpecy mapLupyTmnsaTopa Ha criefyloLem
TpaH3uTHOM y4acTtke (R1).

o Cospavite ceTeBoW OOBEKT C MMeHeM inside-net n HasHaybTe eMy aTpnbyThl C MOMOLLLIO KOMaHA subnet u nat.
o Cospante gnHamudeckoe npeobpasosaHne NAT ans BHelwHero nHtepderica.

e /3meHute mogyneHyto cuctemy nonutuk Cisco Modular Policy Framework (MPF) Ha ASA ¢ nomoLLbio cnegyowmx
napameTpoB.

o YcraHoBuTe Ansa napametpa class-map inspection_default 3HadeHne match default-inspection-traffic
N NnepengnTe B peXxum rnobanbHon HaCTPOMKK.

o HactpoiTe cnucok policy-map c global_policy. Beegute class inspection_default u BBegute komaHay
inspect icmp. 3atem nepenante B pexxmm rnobanbHON HaCTPONKM.

o HactpoinTte nonutuky MPF service-policy, 4tobbl nonutuka global_policy npumensinack rnobanbHo.
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