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Packet Tracer. O6ecneyeHue 6e30nMacHOCTU Ha 2-M YPOBHe
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e HasnauyeHune kommyTaTopa Central B KayecTBe KOPHEBOro MocTa.
e 3awwuTa NnapamMeTpoB CBA3YIOLLEro AepeBa ANa NpeaoTBpaLleHns atak nytem maHunynsauui STP.

e  BknioyeHune 3awnTbl NOPTOB ANA NPeAoTBpaLLeHns aTak nyTem nepenonHeHus tabnuy CAM.

UcxopHble gaHHble/cueHapun

HepnasHo ceTb nodBepriiach HECKOMbKM aTakam. [oaToMy CeTeBoi agMMHUCTPATOP MOPYYMIT BaM HAaCTPOUTL
6e30nacHOCTb Ha 2-M YPOBHE.

Ons obecneyeHns onTumarnsHOM NPON3BOAMTENBLHOCTU 1 6E€30MacHOCTM agMUHUCTPATOP XOYeET, YTOObI B KayecTBe
KOpPHEBOro mocta mncnonb3oBarcst kommyTtatop 3560 Central. Yto6bl npegoTBpaTUTh aTaky nyTeM MaHUnynsaumn

¢ npoTtokonom STP, agmuHucTpaTopy TpebyeTcs rapaHTUpoBaHHas 3awwmTa napameTpoB STP. Ytobkbl npegotepatuTh
aTaku nytem nepenonHeHus Tabnuy, CAM, ceTeBoW agMUHUCTPATOP PELUMI HACTPOUTL 3aLLUTy NOPTOB AN OrpaHUYEHNUSs!
konuyectBa MAC-agpecoB, KOTOpbIE MOXET ONPeAennTb Kaxabln nopT kommyTatopa. Ecnun uncno MAC-agpecos
npesbILLaeT 3a4aHHOE OrpaHUYeHne, aMUHUCTPATOP AOIMKEH BbIKITHOYNUTL MOPT.

Ha Bcex kommyTaTopax 6binv NnpegBapyTeNbHO HACTPOEHbI CrieayloLwue napameTpsi.
o [Maponb npuBunernposaHHoOro goctyna: ciscoenpabs
o Maponb koHCcONU: ciscoconpas5
o Wms nonb3oatensa n napons SSH: SSHadmin/ciscosshpabs5
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Packet Tracer. O6ecneyeHne 6e30NacHOCTU Ha 2-M YPOBHe

Yactb 1: HacTponka KopHeBoro mocra

War 1: OnpeaennTe TeKyLWmni KOPHEBOW MOCT.

C kommyTaTopa Central BBeante komaHay show spanning-tree, 4Tobbl oNpeaennTb TEKYLLMUA KOPHEBOW MOCT,
Mcnosb3yemble NopTbl U UX COCTOSIHME.

Kakow kKoMMmyTaTOop SABNSETCS TEKYLUMM KOPHEBLIM MOCTOM?

B 3aBMCMMOCTM OT TeKyLLEero KOpHEBOro MOCTa ONpeaenmTe NTOroBoe ceasylllee aepeso. (Hapucynte Tononoruio
CBsi3ylOLLEro AepeBa.)
War 2: HasHauybTe kommyTaTop Central rnaBHbIM KOPHEBLIM MOCTOM.

Mcnonb3ys komaHay spanning-tree vlian 1 root primary, HasHadybTe KoMMmyTaTop Central KOpHEBBIM MOCTOM.

War 3: HasHauybTe kommyTaTop SW-1 BTOPUYHBLIM KOPHEBLIM MOCTOM.

HasHauybTe kommyTaTop SW-1 BTOPUYHBIM KOPHEBBIM MOCTOM C MOMOLLILIO KOMaHAbl Spanning-tree vlan 1 root secondary.

Lar 4: NMpoBepbTe KOH(Urypauuro cBA3yloLero agepesa.
C nomoubto KomaHabl show spanning-tree ybeantech, 4To kommyTaTop Central siBnsieTcst KOpHEBLIM MOCTOM.

Central# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 24577

Address 00D0.D31C.634C
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Kakown KOMMYTaTOp ABNAETCA TEKYLUMM KOPHEBbIM MOCTOM?

B 3aBMCMMOCTM OT HOBOrO KOPHEBOIO MOCTa OnpeaeniTe UTOroBoe cBsiytollee Aepeso. (Hapucyiite Tononoruto
CBA3yloLLEero Aepesa.)

YacTtb 2: 3awmra ot atak Ha STP

ObecneubTe 3awmTy napameTtpoB STP anga npenoTepalleHnst aTak Ans maHunynuposaHusa STP.

War 1: Bknrouute cpyHkumro PortFast Ha Bcex nopTtax gocrtyna.

dyHkuma PortFast HacTpoeHa Ha nopTax AocTyna, NOAKMIOYEHHbIX K KOMMNBIOTEPY UMW CEPBEPY, YTO NO3BONSET MM HAMHOTO
ObICTpee CTaHOBUTBLCS aKTMBHBLIMW. Ha nogkmtoYeHHbIX nopTax goctyna kommytatopoB SW-A 1 SW-B BBeguTe kKomaHgy
spanning-tree portfast.

War 2: Bknrouute cbyHkuuio BPDU Guard Ha Bcex nopTax gocryna.

BPDU Guard — 310 dyHKUMSI, MO3BONAOLLAsA NpefoTBpaLlath NosiBleHne MOLLUEHHUYECKMX KOMMYTaToOpOB 1 CryduHr
Ha nopTax goctyna. Bkntounte dyHkumo BPDU Guard Ha nopTtax goctyna kommytatopoB SW-A n SW-B.

Mpumeyvanue. OPyHkumo BPDU Guard ons 3awmThbl CBA3YOLLEro AepeBa MOXHO BKITHOYMTb Ha KaX4OM OTAENbHOM nopTe
C NMOMOLLbIO KOMaHAbl spanning-tree bpduguard enable B pexvme MHTEpPHENCHON HACTPOMKN UK KOMaHAbI
spanning-tree portfast bpduguard default B pexxume rnobanbHon HacTponku. [nst uenen oLueHkn B 3TOM 3aaHumn
ucrnonb3ynTe KoMaHady spanning-tree bpduguard enable.
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LWWar 3: Bknrouute Root Guard.

BPDU Guard MOXHO BKMIOUNTb Ha BCeX nopTax KOMMyTaTopa, KOTOpble He ABNMATCA KOPHEBbIMUA. ﬂy‘-ILIJe BCero aty
beHKLI,VIPO pa3BepHYTb Ha TeX NopTax, KOTOpPble NOAKNMKYEHbl K 4PpYrMM HEKOPHEBbLIM KOMMYTaTOpaM. C nomoupto
KomaHgbl show spanning-tree onpenennTe pacnosyioxXeHmne KOpHeBOro nopta Ha KaXXgomM KoOMMyTaTope.

Ha kommyTtatope SW-1 BkntounTe dyHkumio Root Guard Ha noptax F0/23 n F0/24. Ha kommyTaTope SW-2 Bknounte
Root Guard Ha nopTtax F0/23 n F0/24.

Yactb 3: HacTtpoinka 6e30nacHOCTU NOPTOB MU OTKITHOYEHUE HeUCnonb3yeMbiX NOPTOB

LWar 1: HacTtponTte 6a30BbIN ypOBeHb 6€30NacHOCTU BCEX NOPTOB, NOAKMNIOYEHHbIX K XOCTaM.

HanHyto npoueaypy cnegyeT BbINOMHUTL Ha BCeX nopTax AocTtyna kommyTtatopos SW-A n SW-B. 3agaite makcumarnsHoe
yncno nonyyeHHbix MAC-agpecoB paBHbIM 2, pa3pelumTe amHammdeckoe nsydeHme MAC-agpecos v 3agarite ans
HapyLueHus (napameTp violation) 3HaveHne shutdown.

Mpumeyanue. MopT KOMMYyTaTopa OO0JKEeH ObITb HaCTPOEH KaK NopT A0CTyna OJid BKNHOYeHUA ©6e3onacHocTH NnopTOB.

I'Ioulemy 6e3onacHOCTb NOpPTOB HEe BKIKOYEeHa Ha nopTax, NOAKMNHOYEHHbIX K ApYyrim KOMMyTaTOpaM?

LWar 2: NpoBepbTe 6€30NaCHOCTbL NOPTOB.

a. HakommyTtaTope SW-A BBegute komaHay show port-security interface f0/1 n y6egutech, 4to 6e30nacHoOCTb
NMopTOB HacTPoOeHa.

SW-A# show port-security interface £0/1

Port Security : Enabled
Port Status : Secure-up
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses 8 2

Total MAC Addresses : 0
Configured MAC Addresses : 0

Sticky MAC Addresses : 0

Last Source Address:Vlan : 0000.0000.0000:0
Security Violation Count : 0

b. OtnpaBbTe ax0-3anpoc ¢ komnbioTepa C1 Ha komnbloTep C2 1 CHoBa BBeAMUTE KOMaHAy show port-security
interface f0/1, ytobbl yoeaunTbcs, UTo KomMmmyTaTop nonyyun MAC-agpec ansa komnetotepa C1.

War 3: OTknounTe Hencnosnb3yeMble NOPThI.

OTkntoumnTe BCe nopTbl, KOTOPbIE B HACTOALLNA MOMEHT HE MCNonb3yrTCA.

Lar 4: NMpoBepbTe pe3ynbTaThl.

Bbl nonHocTeio BhinonHunu 3agaHue. Haxmute Check Results (MpoBepuTb pesynbTaThbl) 418 TPOCMOTPA OT3bIBa
1 MPOBEPKN 3aBepLUEHHbIX 06513aTeNbHbIX KOMMOHEHTOB.
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