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Packet Tracer. Hactpoinka cnuckoB koHTponsa goctyna (ACL) ans IPv6

Tononorusa

2001:DB8: 1:10:: /64 —

[:_ R2

I
A
PC1 =P

2001:DB&: 1:30:: a4

R1

R3
. Server3

“T—
52

)
2001:DB8:1: 11:: /54

FC2

Tabnuua agpecauyum

YctponctBo | UHTepdenc Aapec IPv6/npedukc LUnto3 no ymonyaHuto

Server3 NIC 2001:DB8:1:30::30/64 FEB80::30

3apauun
YacTb 1. HacTpoiika, npumeHeHue 1 npoBepka cnucka ACL gns IPv6

YacTb 2. HacTpoiika, npumeHeHue 1 npoBepka BToporo cnucka ACL ans IPv6

Yactb 1: HacTpowuka, npumeHeHne n nposepka cnucka ACL ans IPv6

[aHHble XypHanoB cBUAETENLCTBYIOT O TOM, 4YTO komnbioTep B ceTn 2001:DB8:1:11::0/64 mHorokpaTHO obHoBRsieT
Beb-cTpaHumuy. 370 BbI3biBaeT ataky «OTka3 B ob6cnyxunsaHmmn» (DoS) Ha cepsep Server3. Noka He yaacTcs
MaeHTUUUMPOBaTb KIMMEHT M pewwnTb npobnemy, Heobxoammo 6noknposate HTTP- n HTTPS-gocTyn K aTon cetu
C NOMOLLIbIO CrIUCKa KOHTpONsA JocTyna.

War1: CospanTte cnucok ACL, 6nokupyrowmun HTTP- n HTTPS-gocTyn.

Cospaiite cnucok ACL ¢ nmeHem BLOCK_HTTP Ha maplpyTtusaTtope R1 co cnegyrowmmm onepatopamMu.
a. bBrnokvpynte nepenadvy Tpaduka HTTP n HTTPS Ha cepsep Server3.

Rl (config) # deny tcp any host 2001:DB8:1:30::30 eq www
Rl (config) # deny tcp any host 2001:DB8:1:30::30 eq 443

b. PaspewwnTte nepegady Bcero octansHoro Tpaduka IPv6.

War 2: MNpumeHuTe cnucok ACL Kk Hy>)kHOMY uHTepdcency.

MpumenuTte cnucok ACL Ha nHTepdpeiice, Gnukaniiem K UICTOYHUKY Tpadmka, KoTopkil TpebyeTcs 3abnoknpoBaThb.

War 3: [MpoBepbTe peanusauyuto cnucka ACL.

Y6enuTech, 4to cnucok ACL paGoTaeT npaBumnbHO, C NOMOLLBIO CriedytoLmnX TeCTOB.

e OrtkponTe B 6pay3epe Ha komnbtoTepe PC1 agpec http://2001:DB8:1:30::30 mnu https://2001:DB8:1:30::30.
CaiT gOmKeH OTKPbITLCS.

e OrTkpoiniTe B 6pay3epe Ha komnbioTepe PC2 appec http://2001:DB8:1:30::30 mnu https://2001:DB8:1:30::30.
Cant gomkeH bbiTb 3abroKMpoBaH.
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Packet Tracer. Hactpoika cnuckoB koHTpons goctyna (ACL) ans IPv6

e OTtnpaBbTe 3axo-3anpoc ¢ komnbtoTepa PC2 no agpecy 2001:DB8:1:30::30. Ox0-3anpoc AomkeH 6biTb yCrneLwHbIM.

Yactb 2: HacTpowmka, npumeHeHne n npoBepka BToporo cnucka ACL ansa IPv6

Tenepb AaHHbIE XXYpPHanoB NokasbiBaloT, YTO Ball CEpBEP Nofy4vaeT 3X0-3anpockl CO MHOXeCTBa pasHbIX |IPv6-agpecos
B Xofe pacnpeaeneHHoun atakv DDoS. Bbl 4omkHbI 0TuneTpoBaTh axo-3anpockl ICMP k Balwemy cepsepy.

War1: Co3panTe CNUCOK KOHTPONA AocTyna Ans 6nokuposku ICMP.

Cospawvite cnucok ACL ¢ nmeHem BLOCK_ICMP Ha maplpyTtusaTtope R3 co cnepyowmmn onepaTtopamu.
a. 3abnokupynTte Becb Tpadmk ICMP co Bcex XOCTOB K NMto6OMy MeCTy Ha3HaueHus.

b. PaspewwnTte nepegady Bcero octansHoro Tpaduka IPv6.

War 2: MNpumeHuTe cnucok ACL Kk Hy)kHOMY uHTepcency.

B naHHoMm crniyqae Tpaduk ICMP moxeT noctynatb 13 nioboro nctoyHuka. Utobel 3abnokuposats Tpacduk ICMP
HE3aBUCUMO OT €ro MUCTOYHMKA U N3MEHEHWI B TOMOMNOMMK ceTu, npumennte cnucok ACL, 6nmkanni Kk mecty
Ha3HayeHus1.

War 3: [poBepbTe paboTOCNOCOGHOCTL CNMCKa KOHTPONA AOCTYyNa.

a. OrnpaBbTe axo-3anpoc ¢ komnbtoTepa PC2 no agpecy 2001:DB8:1:30::30. 3x0-3anpoc AomxeH
3aBepLUMTBLCS HeyaauqHo.

b. OtnpaBbTe axo0-3anpoc ¢ komnbtoTepa PC1 no agpecy 2001:DB8:1:30::30. 3x0-3anpoc AomkeH
3aBEPLUNTLCA HEeYyAauHo.

OTkpoviTe B 6pay3epe Ha komnbioTepe PC1 agpec http://2001:DB8:1:30::30 unu https://2001:DB8:1:30::30.
CaWT JOoMmKeH OTKPbITbCS.
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