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Packet Tracer. O6ecneuyeHue 6e3onacHoctu VLAN Ha 2-M ypoBHe

Tononorusa

7

— A

1okl -
Cloud-PT
Cloudo

S50T-24 %
‘f" Central ""-..._
Gigabit Connection Gigabit Connection
- e
S
205GT-24
J
’ i
PC-PT
C1 - ook
Management
VLANZD ’ ] ’ D D
o -~ 3 3 s 3 g
r T L] ¥ ] ¥ L s T I il
PC-PT PC-FT  PC-PT PC-PT PC-PT "PC-PT PC-PT
2 3 c4 D1 D2 O3 D4
VLAM10 VLAM10 VLANS VLAMS VLAMS VLAMS VLAM10

3apaum

¢ CosgaHne HOBOro pe3epBHOro KaHana mexagy kommytatopamu SW-1 n SW-2.

L] BkntoyeHne TpaHKkuHra un KOH(bMprVIpOBaHVIe 3alnTbl B HOBOM MarucTtpasnibHOM KaHane Mexagy KoMmmyTtaTtopamu
SW-1n SW-2.

e CospgaHve Hoson ynpasnstowen cetn VLAN (VLAN 20) n noakntoyeHune Kk Hen ynpasnstouero lMK.

e CospaHue cnvucka ACL ons npegoTBpalleHms AoCTyna BHELWHMX nonb3oBaTtenen k ynpasnsiowen VLAN.

UcxopHble gaHHbIe/cueHapun

B HacTosLLEee BpemMs B CETM KOMNaHUM HAacTPOEHO mncnonb3oBaHne AByx otaenbHbix cetern VLAN: VLAN 5 u VLAN 10.
Kpome Toro, Ans Bcex marmcTparnbHbIX NOPTOB HacTpoeHa HaTtmeHasa ceTb VLAN 15. CeTeBon agMMHUCTPATOP XO4eT
no6aBuTb pesepBHLIN kaHan mexay kommyTtatopamu SW-1 n SW-2. [ina kaHana gOMmKeH ObiTb BKIOYEH TPAHKWUHT

1 BbIMONHEHbI BCe TpeboBaHmsa 6e3onacHOCTH.

Kpome Toro, ceTeBoi afMUHUCTPATOP XOYET NOAKIIOYUTE YpaBnsioWwmiA KOMMbIOTEP K KoMMyTaTopy SW-A. Ynpaensiowmi
KOMMbIOTEP AOMMKEH MMETb BO3MOXHOCTb MOAKMIOYATLCS KO BCEM KOMMYyTaTopaM 1 MapLupyTu3aTopy, Ho nobble apyrue
YCTPOWCTBA HE AOMKHbI NOAKMYATLCA K YNPaBMsoLLEMY KOMMbIOTEPY UMM KOMMyTaTopaM. AZIMUHUCTPATOP XO4YET co3aaTh
HoByto ceTb VLAN 20 ons uenewn ynpaBneHus.

Ha Bcex ycTponcTteax 6binuv npeaBapuTenbHO HaCTPOEeHb! creytoLwmne napameTpsi.
o Maponb npuBunernposaHHoOro goctyna: ciscoenpass
o Maponb koHconu: ciscoconpab5
o Wwmsa nonb3osatens n napons SSH: SSHadmin/ciscosshpab5
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YacTb 1: lNpoBepka cBA3UN

War 1: NpoBepbTe cBA3b MexAay komnbroTepamu C2 (VLAN 10) n C3 (VLAN 10).

War 2: NpoBepbTe cBA3b MexAay komnbloTepamu C2 (VLAN 10) n D1 (VLAN 5).

MpumeyaHue. Mpu ncnonb3oBaHumn npoctoro naketa PDU GUI oTnpaBbTe 3x0-3anpoc ABaxabl, YTOObI pa3peLlnTb
npoTokon ARP.

Yactb 2: Co3zpgaHue pe3epBHOro kaHana mexay kommytaropamu SW-1 u SW-2

War 1: Noakniounte kommyTtaTopbl SW-1 n SW-2.
C nomoLbio kpocc-kabens nogkntounte nopt FO/23 Ha kommyTaTope SW-1 k nopty F0/23 Ha kommyTaTtope SW-2.
LWar 2: BknrounTte TpaHKUHI, BKNOYasaA BCce MeXaHU3Mbl o6ecneyeHnss 6e30nacHOCTU, Ha KaHane Mexay
kommyTtaTopamm SW-1 n SW-2.

TpaHKUHr yxxe 6bln HACTPOEH Ha BCEX paHee CyLLECTBOBaBLUMX MarncrTpanbHblXx uHTepdencax. [ins HoBoro kaHana
HeobXoAMMO HaCTPOUTL TPaHKMHT, BKNOYasi BCe MexaHu3Mbl obecneyeHns 6esonacHocTy. Ha oboux kommyTaTtopax
SW-1 n SW-2 HacTponTe nopT kak maructpanbHbiv (trunk), HasHaubTe emy HaTuBHyto ceTb VLAN 15 u oTknoumTe
aBTOCOrnacoBaHue.

Yactb 3: Hactponka VLAN 20 B kauecTBe ynpaBnsitowen cetn VLAN

CeTeBoil agMuHMCTpaToOp xo4eT obecneuntb 4OCTYN KO BCEM KOMMYyTaTopam M MapLupyTusaTopam C NOMOLLbHO
ynpasnsioLiero komnetotepa. B uensx 6e3onacHoCcTM agMUHMCTPATOpP NMaHMpyeT pasMecTuTb BCe yrnpaBnsiemble
ycTponcTtBa B otaensHon cetn VLAN.

War 1: Bknrounte ynpasnstouyto cetb VLAN (VLAN 20) Ha kommyTaTope SW-A.
a. Bxnouute VLAN 20 Ha kommyTaTope SW-A.

b. Cospgante nHtepcenc VLAN 20 n HasHaubTe IP-agpec B cetn 192.168.20.0/24.

LWar 2: BknrounTte oaHy 1 Ty xe ynpasnsaiowyto cetb VLAN Ha Bcex ocTanbHbIX KOMMyTaTopax.
a. Cospante ynpasnsawowyio ceTb VLAN Ha Bcex kommyTaTopax: SW-B, SW-1, SW-2 u Central.

Cospgante nHtepdenc VLAN 20 Ha Bcex kommyTaTtopax u HasHauvbTe |IP-agpec B cetn 192.168.20.0/24.

LWar 3: MNogknounTte N HaCTPOMTE YNpPaBnAIOLWMA KOMNbIOTEP.
MopgkntoumTe ynpaenswowmn komnetotep kK nopty FO/1 kommytaTopa SW-A 1 y6eamTtech, 4TO emMy Ha3HayeH AOCTYMNHbIN
IP-agpec B cetn 192.168.20.0/24.

Lar 4: Ha kommyTaTope SW-A y6eautech, UTO yNpaBnsowWmi KOMNbIOTEP ABNseTcs Yyactbio cetn VLAN 20.

Wutepdenc FO/1 gonmkeH aBnsaTtecsa yactbio cet VLAN 20.

Lar 5: NpoBepbTe CBA3b YNpaBnAoLWero KOMnbTEpa Co BCeMU KOMMyTaTopamMu.

YnpaensoLwmn KOMNbOTEP AOMKEH YCMELIHO OTMNPaBMsATb 3X0-3anpockl Ha kommyTaTopbl SW-A, SW-B, SW-B, SW-1,
SW-2 u Central.
YacTtb 4: HacTtponka ynpaBnsmowero KomnbroTepa ana gocryna K mapupyrtusatopy R1
War 1: BkntounTte HOBbIN cyOnHTepcperc Ha mappyTusatope R1.

a. Cospante cybuHtepderic g0/0.3 n HacTpowTe Anst uHKancynsumm (napameTp encapsulation) aHaveHne dot1q 20
(4T06bI yunTtbiBaTL VLAN 20).
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b. HasHaubTe IP-agpec B cetn 192.168.20.0/24.

LWar 2: NpoBepbTe CBA3b MeXAY YyNpaBnsoLWMUM KOMMNbLIOTEPOM U MapLupyTusatopom R1.

He 386y}J,bTe HaCTpOUTb W3 N0 YMON4YaHUIO Ha ynpaBndAoLweM KoMnbTepe, 4yTOOLI 06EecneunTb CBA3b.

LWar 3: Bknouute 6e30NacHOCTb.

YnpaBnsioLwmii KOMMbIOTEP OOMKEH MMETb JOCTYN K MapLUPyTM3aTopy, HO HUKaKue Apyrme KOMMbTEPbI HE AOMKHbI
MMeTb gocTyna K ynpasnsiiowen cetn VLAN.

a. Cospante cnucok ACL, paspeLuatoLmin TonNbKo ynpasnstoLwemMy KoMnbioTepy AOCTYN K MapLipyTusaTopy.

b. MNpumennTe cnncok ACL K Hy>XHbIM HTepdencam.
Mpumeyvanune. Cnmcok ACL MOXHO co3faTb HECKOMbKUMK cnocobamu, 4Tobbl 4OBUTLCS HEOBXOAMMOrO YPOBHS
6esonacHocTu. [1oaToMy AaHHasA YacTb 3a4aHns OLEHNBAETCA B 3aBMCUMOCTM OT COOTBETCTBYIOLLMX TpeboBaHuii

K CBA3W. YNPaBnsAoLWMA KOMAbIOTEP JOMMKEH UMETb AO0CTyn KO BCEM KOMMYyTaTopamM U MapLlupyTu3aTopy. Bce ocTtanbHble
KOMNbOTEPbI HE AO0JIKHbI UMETb BO3MOXXHOCTU NOAKMKYaTbCA K Kakum-nnéo yCTpOﬁCTBaM B VLAN.

LWar 4: NpoBepbTe 6€30NacHOCTb.

a. Yb6epuTecb, YTO TOMBKO Y YNpaBnsioLLEro KOMNbLTEPa eCTb JOCTYN K MapLupyTu3aTtopy. Mcnonbaynte SSH
ANns goctyna K mapwpyTtusaTtopy R1 ¢ umeHem none3oBatens SSHadmin 1 naponem ciscosshpa5s.
PC> ssh -1 SSHadmin 192.168.20.100

b. C ynpaBnswowero komnbloTepa oTnpaBbTe 3X0-3aNpockl HA komMyTaTopbl SW-A, SW-B 1 mapwpyTtusatop R1.
3x0-3anpockl BbINOMHEHbI ycnelHo? MNoscHUTe oTBeT.

c. C komnbtoTepa D1 oTnpaBbTe 3X0-3anpoc ynpaBnsioLwemMy KOMnboTepy. OX0-3anpoc BbINOMHEH YCNELIHO?
MNosicHuTe oTBeT.

LWar 5: NpoBepbTe pesynbTaThbl.

Bbl nonHocThio BhinonHunmM 3agaHue. Haxmute Check Results (MpoBepuTb pesynbTaThl) Ans NPOCMOTpa OT3biBa
1 NPOBEPKN 3aBEPLUEHHbIX 06513aTeNbHbIX KOMMNOHEHTOB.

Ecnun Ha nepBbIi B3rnsg BCce KOMMOHEHTLI NPaBuibHbIE, HO 3a4aHune Nno-npexHeMy oTobpaxaeTcs kak He3aBepLUeHHoe,
3TO MOXET 03HayaTh, YTO BbINOMHATCA TECThl CBA3W Ana nposepku paboTel cnucka ACL.
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