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Tabnuua agpecayum

YctponcTtso WuTtepdpenc IP-appec Macka nogcetn | LUnw3 no ymonyanuto | lMopT komMyTaTopa
GO0/1 192.168.1.1 255.255.255.0 H/MN S1F0/1
Rt S0/0/0 (DCE) | 10.1.1.2 255.255.255.252 | H/MN H/MN
GO0/0 192.168.2.1 255.255.255.0 H/M S2 F0/2
R2 S0/0/0 10.1.1.1 255.255.255.252 | H/M H/MN
S0/0/1 (DCE) | 10.2.2.1 255.255.255.252 | H/M H/MN
GO0/1 192.168.3.1 255.255.255.0 H/M S3 FO/5
RS S0/0/1 10.2.2.2 255.255.255.252 | H/M H/MN
Cepeep TACACS+ | NIC 192.168.2.2 255.255.255.0 192.168.2.1 S2 FO/6
CepBep RADIUS NIC 192.168.3.2 255.255.255.0 192.168.3.1 S3 FO/1
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 F0/2
PC-B NIC 192.168.2.3 255.255.255.0 192.168.2.1 S2 FO/1
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 F0/18
3apaum

e HacTtpoiika y4yeTHOW 3anucu nokanbHOro nonb3oBaTens Ha mappyTtudatope R1 n HacTponka ayTeHTudmkauum
Ha NUHUSIX KoHconu 1 VTY ¢ MCnonb3oBaHWeM fokanbHoro pelueHnst AAA.

e [lpoBepka nokanbHow ayteHTudukaumm AAA ¢ koHconn R1 n knneHTa PC-A.
e Hactponka cepsepHon ayteHTudmkaumm AAA no npotokony TACACS+.

e [lpoBepka cepBepHow ayTeHTudukaumm AAA c knuenta PC-B.

e Hacrtponka cepsepHon ayteHTudpmkaumm AAA no npotokony RADIUS.

e [lpoBepka cepsepHo ayTeHTudukaumm AAA c knneHta PC-C.
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UcxopHble gaHHble/cueHapun

Tononorvs ceTv BkNoyaeT MapLupyTusaTopbl R1, R2 1 R3. B HacTosiLee Bpemsi BCe aMUHUCTPaTBHbIE Mepbl Ge30MacHOCTH
OCHOBaHbI Ha 3HaHUM CEKPETHOTO Napons. Balua 3agaya — HacTpouTb ¥ NpoBepuTh pelueHnst AAA Ha Gase cepeepa.

Bbl cosgaanTe y4eTHYI0 3anuch NoKanbHOro Nonb3oBaTens M HacTPoWTe JoKarbHY0 ayTeHTUgMKaumio AAA
Ha MapLupyTusaTope R1 ans npoeepku Bxoda B KOHcosb 1 VTY.

o YdyeTHas 3anuck nonbsosartens: Adminl u naponb adminlpa55

3aTem Ha mapLupyTm3aTope R2 Bbl HacTpouTe NOAAEPXKKY CepBeEPHON ayTeHTudmkaumm no npotokony TACACS+.
Cepaep TACACS+ 6bin npeaBapuTENbHO HACTPOEH CneayoLlwmMm obpasom.

o KnueHt: R2 ¢ kntoyeBbIM crioBoM tacacspabs

o YyeTHas 3anucb nonb3oartens: Admin2 un naponb admin2pas5

HakoHeL, Ha maplupyTusaTtope R3 Bbl HACTpouTe NoaaepKKy cepBepHON ayTeHTudmKaumm no npotokony RADIUS.
Cepeep RADIUS 6bin npegBapuTenbHO HACTPOEH Crieayowmm obpasom.

o KnueHT: R3 ¢ kntodeBbIM cnosoM radiuspass

o YyeTHas 3anucb nonb3osartens: Admin3 u naponb admin3pas5
Ha mapLupyTtunsaTopax Takxke 6binv npeaBapuTenbHO HaCTPOEHbI crieayoLme napameTpbi.

o Maponb npuBunernpoeBaHHoOro goctyna: ciscoenpas5s

o Mpotokon mapwpyTtusaumm OSPF ¢ ayteHTudmkaumenn MD5, naponb: MD5pa55
MpumeyaHue. JIMHUM KOHCOMM U NUHUK vty He GblNy NpeaBapUTENIbHO HACTPOEHBI.

Mpumeuanume. 10S Bepcum 15.3 ncnonssyet SCRYPT B kayecTBe anropyTma XeLwmMpoBaHnsa Ans HaaeXHoro WndpoBaHmns,
Ho Tekywas Bepcusi |OS, nogaepxusaemasi B Packet Tracer, ncnoneayet anroputm MD5. Vicnonb3aynTte Bcerga Hambornee
HaZeXXHbIN BapuaHT, AOCTYMHbIN Ha Ballem 060pyaoBaHmm.

YacTtb 1: Hactponka nokanbHou ayteHTucukauum AAA Ona KOHCONbLHOro fgocTtyna
Ha mapwpyTtusatope R1

LWar 1: NpoBepbTe CBA3b.

e OrtnpaBbTe 3x0-3anpoc ¢ komnbtoTepa PC-A Ha komnbtotep PC-B.
e OTnpaBbTe 3x0-3anpoc ¢ komnbtoTepa PC-A Ha komnbioTep PC-C.

¢ OrtnpaBbTe 3x0-3anpoc ¢ komnbtoTepa PC-B Ha komnbioTep PC-C.

LWar 2: HacTtpoiTe umsa nokanbHOro nonb3oBaTens Ha mapLupyTusatope R1.

HacTtponte nmsa nonb3osatens Adminl ¢ cekpeTHbIM naponem adminlpab5.

LWar 3: HactponTe nokanbHyo ayTeHTUunkauuro AAA ans KOHCONbLHOro AOCTyna Ha MapLupyTusaTtope R1.
Bknounte AAA Ha mappyTtmnsatope R1 n HacTponTte ayTeHTudmkauuio AAA Tak, 4Tobbl Ans BXOAa B KOHCOIb
Ucnonb3oBanach nokanbHas 6asa AaHHbIX.

LWar 4: HactpoiTe KOHCONb ANSA UCNONb30BaHUs onpeaeneHHoro metoaa ayreHTudukauum AAA.

Bkrtounte AAA Ha mapuipyTtusatope R1 n HacTporTe ayTteHTudukaumio AAA Tak, 4Tobbl Anst BXOAA B KOHCOMb
MCMomnb30Basncs CrMCoOK METOA0B MO YMOSYaHUIO0.

LWar 5: NMpoBepbTe meTon ayTeHTUdDMKaumm AAA.

MpoBepbTe Bxoa nonb3oBaTens B pexvme EXEC ¢ noMoLLblo NokanbHOW 6a3bl 4aHHbIX.
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Yactb 2: Hactponka nokansHou ayteHTucpukauum AAA ana nuimn VTY
Ha mapwpyTtusatope R1

LWar 1: HactponTe gOMeHHOEe UMS U KpunTorpaduyeckum KnroY ans ucnonb3oBaHus ¢ npotokonom SSH.

a. WcnonbsyinTe ccnasecurity.com B kayecTBe AOMEHHOTO UMEHU Ha mapLupyTusaTope R1.
Cospawvite kpuntorpaduyeckuin knod RSA 13 1024 6ut.

LWar 2: HactpounTte meTtoa ayteHTUdMKkauum AAA ¢ ucnonb3oBaHMEM MMEHOBAHHOIO CNUCKa ANA IMHUNA

VTY Ha mapupyTtusartope R1.

Co3spaiite MeHoBaHHbIN cnucok SSH-LOGIN anst ayteHTMdmKaLmMm Bxoga B CUCTEMY C UCMONb30BaHWEM FIOKanbHOro
metona AAA.

War 3: HactpounTte nuHuu VTY Ana ucnonb3oBaHUA onpeaerieHHoro metoaa ayteHtucpumkauum AAA.
Hactponte nuuuu VTY Ansa ncnonb3oBaHus uMeHoBaHHOro Metofda AAA 1 paspeLleHns yaaneHHoro 4ocTyna TornbKo
no npotokony SSH.

LWar 4: NposepbTe MeTOoA ayTeHTUMKaummn AAA.

MposepbTe kKoOHDUrypauuo SSH ana mapLupytmsatopa R1 n3 komaHgHOM CTPOKM KoMnbtoTepa PC-A.

Yactb 3: Hactponka cepBepHoun ayteHTudukaumm AAA no npotokony TACACS+
Ha mapwpyTtusatope R2

LWar 1: HacTtpouTe pe3epBHYI0 3anNUCb B NIOKaribHOM 6a3e AaHHbIX ¢ uMeHeM Admin.

[ns uenen pesepBMpoBaHMA co3ganTe MMS NokanbHOro none3osarens Admin2 n cekpeTHbIV naponb admin2pass.

LWar 2: NpoBepbTe KoHdurypaumto cepeepa TACACS+.
Beibepute TACACS+ Server (Cepsep TACACS+). Ha Bknagke Services Boibepute AAA. ObpaTnTe BHUMaHWE Ha Hanmuue
3anucy ceTeBow KoHdUrypaumm ans mapipytunsatopa R2 n sanucu User Setup (HacTpoiika nonb3oBatens) ansa Admin2.
War 3: Hactpoute napameTpbl cepBepa TACACS+ Ha mapupyTusatope R2.
Hactponte IP-agpec n cekpeTHbin krtod cepBepa TACACS gns AAA Ha mapupyTtusaTtope R2.

MpumeyaHue. KomaHabl tacacs-server host u tacacs-server key ncnonb3oeatb He pekomeHayeTcs. B HacTosiee
Bpemsi Packet Tracer He nogaepvBaeT HOBYIO KOMaHAy tacacs server.

R2 (config) # tacacs-server host 192.168.2.2
R2 (config) # tacacs-server key tacacspa55

LWar 4: Hactponka ayteHTudunkauum AAA onsi KOHCONLHOIo AOCTyNa Ha MmapwpyTusaTtope R2.
Bknounte AAA Ha maplupyTusaTope R2 1 HacTponTe ayTeHTMdMKaLmnio BCEX NOMbITOK BXOAA B CUCTEMY
¢ ucnonb3oBaHuem cepsepa TACACS+ ona AAA. Ecnn oH HeoCTyneH, UCMONb3yNTe NokanbHyto 6a3y AaHHbIX.

LWar 5: HacTtpowTe KOHCOMNb ANA UCNONb30BaHUs onpeaeNnieHHoro metoaa ayreHTudukauum AAA.
HactponTte ayteHTudumkaumio AAA Tak, 4Tobbl Ans BX0Aa B KOHCOMb MCNONb3oBarncs Mmetos ayteHtudukauum AAA
no yMOn4aHuio.

LWar 6: NpoBepbTe MeToa ayTeHTUdMKauum AAA.

MpoBepbTe BXxoa nonb3oBaTens B pexunme EXEC ¢ nomouwbio cepeepa TACACS+ ansa AAA.
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Yactb 4: HacTtponka cepBepHoun ayteHTudumkaumm AAA no npotokony RADIUS
Ha mapwpyTtusatope R3

LWar 1: HacTtpowTe pe3epBHYI0 3anNUCb B NoKanbHOM 6a3e AaHHbIX ¢ uMeHeM Admin.

[nsa uenen pesepBrpoBaHMA co3ganTe UMSA fokanbHOro nonb3osartens Admin3 u cekpeTHbIi naponb admin3pabs.

LWar 2: NpoBepbTe KOHDUrypauuto cepsepa RADIUS.
Bribepute RADIUS Server (Cepsep RADIUS). Ha Bknagke Services Bbibepute AAA. OBpaTuTe BHUMaHWE Ha Hanuyme
3anuncu ceTeBON KoHdUrypauum ans mapLupytmsatopa R3 v 3anucn User Setup (Hactporika nonb3oBatensi) ans Admin3.
War 3: HactponTte napameTpbl cepBepa RADIUS Ha mapwpyTusatope R3.
Hactponte IP-agpec 1 cekpeTHbin kntod cepepa RADIUS gna AAA Ha maplipyTtusaTtope R3.

MpumeyvaHue. Komanabl radius-server host un radius-server ncnonb3oBaTtb He pekomeHayeTcs. B HacTosiee Bpems
Packet Tracer He nogaepxuBaeT HOBY koMmaHAy radius server.

R3 (config) # radius-server host 192.168.3.2

R3 (config) # radius-server key radiuspa55

LWar 4: Hactpouka ayteHTudpmkauum AAA ons KOHCONbLHOro AocTyna Ha mapwpyTtusatope R3.
Bknounte AAA Ha maplupyTusaTope R3 1 HacTponTe ayTeHTMdMKaLuio BCEX NOMbITOK BXOAA B CUCTEMY
¢ ucnonb3oBaHnem cepsepa RADIUS ans AAA. Ecnn oH HegocTyneH, Cnonb3ynTe nokansHyto 6a3y AaHHbIX.

LWar 5: HactponTe KOHCONb AN UCNOSIb3OBaHUS onpeaeneHHoOro metoga ayreHtudgpukauum AAA.
HacTtponTte ayteHTudukaumio AAA Tak, 4tobbl NS BXOAA B KOHCOIMb MCMOMNb30Barncsa Metof ayTeHTudunkaumum AAA
N0 YMOMYaHuIo.

LWar 6: MNpoBepbTe MeTOoA ayTeHTUMKaummn AAA.

MpoBepbTe Bxoa nonb3oBaTtens B pexvume EXEC ¢ nomowbto cepeepa RADIUS gna AAA.

War 7: NpoBepbTe pe3ynbtaThbl.

Bbl nonHocThio BhinonHunu 3agaHue. Haxmute Check Results (MpoBepuTtb pe3ynbTaThl) 4N NPOCMOTPa OT3bIBa
1 NPOBEPKU 3aBepLUEHHbIX 06583aTENbHBIX KOMMOHEHTOB.
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