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Packet Tracer. Hactpounka cuctembl npegoTBpalieHnsi BTopxxeHum (IPS)
B |OS ¢ ncnonb3oBaHuem uHTepcenca KOMaHgHOMN CTPOKKU
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Tabnuua agpecauum
YcTponcTBO UHTepdeiic IP-appec Macka noacetu LLinto3 no ymonyaHuto MopT KOMMyTaTOpa
Go0/1 192.168.1.1 255.255.255.0 H/M S1F0/1
R1
S0/0/0 10.1.1.1 255.255.255.252 | H/M H/M
S0/0/0 (DCE) | 10.1.1.2 255.255.255.252 | H/M H/M
R2
S0/0/1 (DCE) | 10.2.2.2 255.255.255.252 | H/M H/M
Go0/1 192.168.3.1 255.255.255.0 H/M S3 F0/1
R3
S0/0/0 10.2.2.1 255.255.255.252 | H/M H/M
Syslog NIC 192.168.1.50 | 255.255.255.0 192.168.1.1 S1F0/2
PC-A NIC 192.168.1.2 255.255.255.0 192.168.1.1 S1F0/3
PC-C NIC 192.168.3.2 255.255.255.0 192.168.3.1 S3 F0/2
3apaum

e  BkntouyeHue I0S IPS.

e HacTtponka BegeHus xypHana.

e  VameHeHue curHaTypsl IPS.

e [lpoBepka IPS.

UcxopHble aaHHbIe/cueHapun

Bawa 3agaya — BknounTb cuctemy IPS Ha mapLupytusatope R1 ans nposepku Tpaduka, noctynatowero B cetb 192.168.1.0.

Cepsep Syslog ucnonb3ayeTcs Ans BeAeHUst xxypHana coobueHui IPS. Bbl 4OMKHbI HACTPOUTb MapLLpyTU3aTop

Ans naeHTudmkaumm cepeepa Syslog, KOTopbIv ByaeT nonyyats coobLeHus xypHana. lNpu ncnonb3oBaHun cepsuca
Syslog Anst MOHMTOPUHra CeTU OYeHb BaXHO, YTOOLI B COObLLEHMAX Syslog oToBpaxanuch npaBurbHbIE AaTa v Bpems.
HacTponTe 4acbl 1 CepBUC BPEMEHHbIX METOK AN BEAEHNS XypHanoB Ha maplipyTusaTopax. HakoHew, Bknounte
cuctemy IPS ans Beigaym onoselleHus n otbpaceiBaHus naketoB ICMP Echo Reply Bo BHyTprKaHanbHOM pexume.

CepBep ¥ KomnbloTepbl GbinNy NpeaBapuTenbHO HAacTPOeHbl. Ha MapLupyTM3aTopax Takke Gblnv npeaBapuUTensHO
HacTpoeHbl credylolme napameTpsbi.
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o Maponb npuBMnernposaHHOro goctyna: ciscoenpass

o Maponb koHCcONU: ciscoconpas5

o Wwmsa nonb3oatens n naponb SSH: SSHadmin/ciscosshpab5
o OSPF 101

YacTtb 1: BkntoueHume 10S IPS

MpumeyvaHue. B Packet Tracer caiinbl curHatyp yxxe MMNopTupoBaHbl Ha MapLipyTusaTopbl. 3To XML-cainbl

no yMOn4aHuio, XpaHswmecs Bo drell-namsiti. 1o aTow NpUYMHE He HYXXHO HacTpamBaTb OTKPbITbIA KpunTorpaduieckmn

KoY M BPYYHYIO MMMOPTMPOBAThL hannbl CUrHaTyp.

LWar 1: BknroyeHune naketa Security Technology.

a. Ha mapwpyTtusaTtope R1 BBeguTe kKoMaHay show version ans npocmoTpa ceegeHui o nuueHsnm Technology Package.
Ecnun naket Security Technology He akTuBMpoBaH, caenante 370 ¢ MOMOLLLIO CrieayroLle KomaHabl.
Rl (config)# license boot module cl1900 technology-package securityk9

c. [NpvmunTe ycnoBms NULIEH3MOHHOMO COrMalleHNst C KOHEYHbIM MOoNb30BaTENEM.

d. CoxpaHuTe TekyLLy KOHUrypauuio 1 nepesarpy3ute MapLupyTu3aTop, YToObl BKITHOYUTL NULEH3MIO.

e. Yb6eputecb, 4To nakeT Security Technology BkntoyeH, ¢ nomoLLlbo kKoMaHabl show version.

LWar 2: NMpoBepka cBA3U NO CETU.
a. OrtnpaBbTe axo-3anpoc c komnbtoTepa PC-C Ha komnbloTep PC-A. 3x0-3anpoc AomKeH ObiTb BbIMOMHEH YCMNELLHO.

OTnpaBbTe axo0-3anpoc ¢ komnbiloTepa PC-A Ha komnbtoTep PC-C. Ox0-3anpoc JomKeH ObiTb BbINOHEH YCMELLHO.

LWar 3: Co3paHue katanora koHcdurypauum I0S IPS Bo c¢hnew-namaTtu.

Ha mapLpyTtusatope R1 cospanTe katanor BoO cprieLl-namsat ¢ noMoLLsto komaHabl mkdir. MpucsoniTte katanory nms ipsdir.

LWar 4: HacTtpouka kaTanora gns xpaHeHusi curHatyp IPS.

Ha mapwpyTtusatope R1 3agante TONbKO YTO CO3[aHHbIV KaTarnor B kayecTBe MecTa XpaHeHus curHatyp IPS.

War 5: Co3paHue npasuna IPS.
Ha mapuwpyTtusatope R1 cosgante nma npasuna IPS ¢ nomoLbio koMaHapl ip ipS hame name B pexume rnobanbHomn
HacTpoviku. MNpuceonTe npasuny IPS nms iosips.

LWar 6: BknoyeHne BeaeHUs XXypHana.

Cuctema IPS B 10S nogaepxwvBaeT ncnonb3oBaHue Syslog Ans 0TnpaBky YBEAOMIEHUIN 0 cobbITUsIX. yHKUMSA
yBegoMneHui Syslog BkrtoveHa no ymon4yaHuio. Ecnm koHconb BeeHWs XXypHanoB BKMoveHa, byayT oTobpaxaTbes
coobueHus Syslog, kacatowmecs IPS.

a. Ecnu cepsuc Syslog He BKroYeH, BKMOYNTE €ro.
b. TMpun HeobxoanmocTn cbpocbTe Yackl C MOMOLLLIO KOMaHAbl clock set B NpMBMUIErMpoOBaHHOM peXxume.

c. Yb6eautecb, YTO Ha MapLUPYTU3aTOPE BKITHOYEH CEPBUC BPEMEHHBLIX METOK ANS BEAEHUS XKYPHAIOB, C MOMOLLbIO
komaHabl show run. Ecnv cepBuc BpeMeHHbIX METOK He BKITOYEH, BKIOYUTE €ro.

d. OTtnpaBbTe XypHarnbHble coobLLeHus Ha cepBep Syslog no IP-agpecy 192.168.1.50.

War 7: Hactpoiika cuctemsbl IPS B I0S Ha ncnonb3oBaHMe KaTeropmmn cUrHaTtyp.

BbiBeaute 13 ncnonb3oBaHust kateropuo curHatyp all ¢ nomolbio komaHapl retired true (Bce curHaTypbl B BbiMycke
curHatyp). Bepnute B ucnonssosanuve kateropumio |OS_IPS Basic ¢ nomolubto komaHapl retired false.
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War 8: MpumeHeHue k MHTepdency npaBuna IPS.

MpumeHnTe K nHTEpdhency npasuno IPS ¢ nomowbo KomaHakl ip ips name direction B pexxume HaCTPONKM MHTepdeiica.
MpumeHuTe Npasuno anst ucxoasuiero Tpadgwmka (outbound) Ha nHTepderice GO/1 mapwpyTtusaTtopa R1. MNocne
BKItoYeHus1 IPS HekoTopble JXypHanbHble cooOLLeHUst ByayT OTNpaBneHbl Ha NTMHWUIO KOHCOMK, yKka3biBasi Ha BbIMOSHEHNE
MHMUuanmsauum mexaHnamos IPS.

MpumeyvaHue. HanpasneHune in o3HavaeT, 4To cnuctema IPS nposepsieT ToNbKo TpaduK, BXOASALWMIN Ha HTepdelic.
AHanornyHeiM obpasom, HanpaeneHue out o3HavaeT, 4To cuctema IPS nposepseT Tonbko TpaduK, NCXOASLLMNA
13 MHTepdenca.

YacTb 2: U3meHeHMe curHatypbl

Lar 1: U3meHeHVe ANA cUrHaTypbl AeACTBUA NPU HAacTynneHnn cobbiTuA (NnapameTp event-action).

BepHuTe B ncnonb3oBaHue curHaTtypy axo-3anpoca (curHatypa 2004, naeHtudukartop subsig 0), BKMOYMTE ee U smeHuTe
OeNCTBME CUTHaTYpbl Ha OMOBELLIEHNE 1 OTOpackiBaHME.

LWar 2: NpoBepka IPS ¢c nomowbio koMaHa show.
Wcnonb3ayite komaHgy show ip ips all  ong npocMoTpa cBOAKM COCTOSIHWI KOHdurypaumi IPS.

K kakum nHTepderncam 1 B KaKOM HanpaBneHn NPUMEHSETCSA NPaBUIIo i0Sips?

LWar 3: NpoBepka npaBunbHocTH paboThl IPS.

a. [MonpobyiiTe oTNpaBuTb 3X0-3anpoc ¢ komnbloTepa PC-C Ha PC-A. 9x0-3anpoc BbINOMHEH YCNELIHO?
MosicHuTe oTBeT.

b. TMonpobynte oTNpaBuTb 3x0-3anpoc ¢ koMmnbioTepa PC-A Ha PC-C. Oxo-3anpoc BbINOSIHEH YCMELIHO?
MosicHuTe oTBeT.

LWar 4: NpocmoTp coobuieHunn Syslog.
a. Bblbepute cepsep Syslog.
b. TlMepengute Ha Bknagky Services.

c. B nesom meHto HaBuraumm Boibepute SYSLOG ans npocmoTpa danna xypHana.

LWar 5: NpoBepka pe3ynbTaToB.

Bbl nonHocThio BhinonHunu 3agaHue. Haxmute Check Results (MpoBepuTtb pe3ynbTaThl) 4N NPOCMOTPa OT3bIBa
1 NPOBEPKU 3aBepLUEHHbIX 0653aTENbHBIX KOMMOHEHTOB.
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