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Packet Tracer. Hactpomnka pacwumpeHHbIX cnuckoB KoHTponsa goctyna (ACL).
CueHapun 2
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Tabnuua agpecauumn

YcTponctBo UHTepdeiic IP-appec Macka noaceTtu LLinro3 no ymon4yaHuto

GO0/0 10.101.117.49 255.255.255.248 H/MN

RTA GO0/1 10.101.117.33 255.255.255.240 H/MN
GO0/2 10.101.117.1 255.255.255.224 H/MN

PCA NIC 10.101.117.51 255.255.255.248 10.101.117.49

PCB NIC 10.101.117.35 255.255.255.240 10.101.117.33

SWA VLAN 1 10.101.117.50 255.255.255.248 10.101.117.49

SWB VLAN 1 10.101.117.34 255.255.255.240 10.101.117.33

SWC VLAN 1 10.101.117.2 255.255.255.224 10.101.117.1

3apaum

YacTb 1. HacTpoika, npyumeHeHMe M NpoBepKa pacluMpeHHOro HymepoBaHHoro cnucka ACL

YacTtb 2. Bonpochbl AnsA noBTOpEHUA

UcxopHble aaHHbIe/cueHapun

B aTOM cueHapum ycTponcTBam B OOHOW fOKanbHOW CeTU paspeLleH yaaneHHbIi JOCTYn K YCTPOWCTBaM B ApYromn

nokanbHou ceTu no npotokony SSH. Beck Tpaduk ns gpyrmux ceten, kpome ICMP, oTknoHsieTcs.

Ha kommyTaTopax 1 mapLupyTusaTope Takke 6binn npeaBapuTenbHO HAaCcTPOeHbI CrieayoLime napameTpbi.

YacTb 1:

Maponb npvBUNerMpoBaHHOro 4ocTyna: ciscoenpass

Maponb koHconu: ciscoconpas5

Mmsa nokanbHoro nonb3osartens n napons: Admin/Adminpa55

HacTtpoWka, npuMeHeH1e 1 NpoBepKa pacluMpeHHOro HymepoBaHHoro cnucka ACL

HacTtpownte, npumeHuTe 1 npoBepbTe cnnucok ACL B COOTBETCTBMM CO CrneayoLen NoNMTUKON.

PaspelueH Tpacmk SSH ¢ yctporicts B cetn 10.101.117.32/28 k ycTpovicteam B ceTsax 10.101.117.0/27.
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e PaspeweH Tpacuk ICMP ot noboro NcToyHmka K nobomMy MecTy HasHayeHus!.

e Becb npounit Tpacuk, Hanpaensowmincs B cetn 10.101.117.0/27, 6rnokupyeTcs..

War1: HacrtpownTe pacwmpeHHbin cnucok ACL.

a. B cooTBeTcTBYNOLLEM pEXUME HACTPOMKN Ha MapLlpyTusatope RTA ucnonb3ynTte nocrneaHui 4onycTUMbIN HOMeEpP
pacLuMpeHHOro cnmncka KoHTpons goctyna ans Hactponku ACL. Co3ganTte nepsbivi onepatop ACL cornacHo
CNefyroLwMM NHCTPYKLUSIM.

1) TllocnepHwii HoOMep pacLUMPEHHOro cnmcka — 199.

2) MMpotokon — TCP.

3) CeTb ncrtoyHmka —10.101.117.32.

4) Yrto6bl onpenennTb WabMOHHY MackKy, MOXHO BblbecTb 255.255.255.240 n3 255.255.255.255.
5) CeTb HasHayeHnss — 10.101.117.0.

6) YTtobbl onpeaenuTb WabNoHHYO MacKy, MOXHO BblvecTb 255.255.255.224 u3 255.255.255.255.
7) Mpotokon — SSH (nopt 22).

KakoB nepshiit onepatop ACL?

b. Tpadwuk ICMP pa3speLueH, TpebyeTcst BTopor onepatop ACL. Mcnonbayiite TOT e HOMep Cn1cka KOHTPOnst AoCTyna Ans
paspeLueHus Bcero Tpacduka ICMP, He3aBMCUMO OT aapecoB UCTOYHMKA U HasHaveHus. Kakos BTopow onepatop ACL?
(Mopckaska. NcnonbayiTe kntoyeBble CrioBa any'.)

c. Becb npouunn IP-Tpacunk OTKNOHSAETCA MO YMOMYaHUIO.

War 2: [MpumeHuTe pacwmpeHHbIn cnucok ACL.

Kak npaBurno, pacwumpeHHble cnvckn ACL pasmeltatoTcst psgoM ¢ UCTOYHUKOM. Ho nockonbky cnncok goctyna 199
3aTparmBaeT Tpaduk, noctynarowmn n3 ceten 10.101.117.48/29 n 10.101.117.32/28, nyywe Bcero paamecTutb 3T0T
cnucok ACL Ha nHTepdpence Gigabit Ethernet 0/2 B ncxoasiem Hanpaenenun. Kakast komaHaa no3sonseT NpyMMeHuTb
ACL 199 k nHtepdency Gigabit Ethernet 0/2?

War 3: [lpoBepbTe peanusauyuto pacwmpeHHoro cnucka ACL.

a. OtnpaBbTe ax0-3anpoc ¢ komnbioTepa PCB Ha Bce npouve IP-agpeca B ceTu. Ecnv 9xo-3anpochkl 3aBepLiatTest
HeyaayHo, npoBepbTe IP-agpeca, npexae Yem NpoaomKUTb.

b. YcraHoBuTe SSH-nogkntoveHne c komnbiotepa PCB k kommyTaTtopy SWC. Vimsi nonb3oBaTens — Admin, naponb —
Adminpab5.

PC> ssh -1 Admin 10.101.117.2
c. Bbwiagunte n3 SSH-ceaHca c kommyTtatopom SWC.

d. OtnpaBbTe ax0-3anpoc ¢ komnbioTepa PCA Ha Bce npoure IP-agpeca B ceTu. Ecnv axo-3anpochkl 3aBepLiatTest
HeyaadHo, npoBepbTe IP-agpeca, npexae Yem NpoaoImKUTb.

e. YcraHoBuTe SSH-nogkntoveHne c komnbiotepa PCA k kommyTaTtopy SWC. B cOOTBETCTBUM CO CMIMCKOM KOHTPOIS
[0CTyna MapLupyTM3aTop OTKMOHSAET NOAKMYEHME.

f.  YcraHoBuTe SSH-nogknioveHune ¢ komnbtotepa PCA k kommyTaTtopy SWB. Cnncok KOHTponst 4ocTyna pasMeLleH
Ha nHTepdence GO0/2 n He BNusieT Ha 3To noakntodeHune. Vima nonb3osatens — Admin, naponb — Adminpa5b5.

g. Bongute Ha kommyTaTtop SWB 1 He BbiIxoauTe U3 cuctemsl. YctaHoBute SSH-nogkntoyeHune k kommytatopy SWC
B MPVBUINErMPOBaHHOM PEXUME.

SWB# ssh -1 Admin 10.101.117.2
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YacTtb 2: Bonpocb! anst noBTopeHus

1. Kakum obpasom komnbtotep PCA cmor o6oinTn cnncok koHTponst goctyna 199 un yctaHoBuTe SSH-nogknioveHne

K kommyTaTopy SWC?

2. Kak moxHo 6bIno 66l NpegoTBpaTUTL KOcBeHHbIM AocTyn PCA k kommyTtaTopy SWC, npu atom paspelums SSH-goctyn

komnbtotepa PCB k SWC?

Mpepnaraembi cnoco6 nogcyeta 6annos

BoamoxHoe
PacnonoxeHue KONMYecTBO 3apaboTaHHble
Pazpen 3apaHus Bonpoca 6annoB 6annbl
YacTtb 1. HacTpoiika, npumeHeHne LWar 1a 4
1 NpoBepKa pacLUMpeHHOro

HymepoBaHHoro cnucka ACL War 1b 4
LWar 2 4

Bcero no yactu 1 12
YacTb 2. Bonpock! 4ns noBTopeHns Bonpoc 1 4
Bonpoc 2 4
Bcero no yactu 2 8

Bannbl no Packet Tracer 80

OO6uee yucno 6annos 100
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