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BBepeHue B Kypc

1. O 4yem 31O KypC

2. HavanbHble TpeboBaHus
3. Uemy Bbl Hay4nTechb

4. BkpaTtue no BceM rrnasam

MoaroroBka pabouero okpyxeHus

1. Kali linux
2. 3HaKOMCTBO CO Cpenomu
3. PackaTtka ya3BumbIx 06pa3os

O6uwan Teopun

1. UT0 Takoe neHtect

2. Yto Takoe aygut

3. ®a3sbl neHTecTmHra (c6op MHopmaL MM, NACCUBHLIN aHaNU3, akTUBHbIN aHanus,
NnoAroToBKa OTYETOB, YCTPaHEHUE)

4. OCHOBbI NOHMMaHUA MexaHn3MoB Beb okpyxeHus. (HTTP)
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5. Knaccudpukatopsl yassumocten OWASP, WASC, CVE, CVSS

6. Metoponorum neHtecta: NIST, ISSAF, PTF v gp.

7. DKCKypC B MUp XeKa (peBepcuHr, bnHapLuimHa, Beb, MHdaplleHTecT,
ACYTII, BapgpansuHr n ap.)

8. Cetun n npotokonbl. Ctekn OSI, TCP/IP. OCHOBHble ceTEBbIE NMPOTOKOSbI.

9. Bupychbl. ctopusa, Tunbl pacrnpoCTpaHeHUs!, TUMbl Harpysku.
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YasBumocTmn

1) UHbekuum
1. Sql injection
2. Server Side Template Injection
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3. XXE
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4. CMD Injection
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5. Php injection
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13. Python, Ruby n Perl
14. File Upload tricks
2) YA3BUMbIe KOMMOHEHTbI

3) O6xon ABTOpUM3aumm
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4) MuckoHdrypemeHsbl
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5) KnueHTCKMe aTtakm
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2. CSRF
3. Bypass CSP
4. CSTI
5. Open Redirect
6. CSS INjection
6) CucremMHblie YyAI3BUMOCTH
7) SSRF
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MHcTpymeHTanbHbLIE CpeacTBa

. Kali linux

. YTunuTel

. MeTtacnnout
. PowerSploit
. BurpSuite
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Cep'rucbukau,ml n nurTepartypa
1. OSCP, OSCE, CEH
2. Cetn
3. NporpammupoBaHue
4. Knuru no xakuHry HAoE



