
OSINT 
Google and Social 
Networks Hacks

Presenter: Irina Shamaeva
linkedin.com/in/irinashamaeva

Blog
booleanstrings.com

1

These slides:
http://bit.ly/OSINT-LinkedIn-Google

https://www.linkedin.com/in/irinashamaeva
https://booleanstrings.com/


Irina Shamaeva - About My Work
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Google Search Operators Tip Sheet
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Logical OR OR or |

Logical AND no operator (implied)

Logical NOT - (the hyphen/minus)

Find exact words or phrases ""

() () are ignored

Search within a Site ("X-Ray") site:   

Search in URLs inurl:

Search in Titles intitle:

Search in Body intext:

File types filetype:

Wildcard (one or more whole 
words)

* (only works inside ""s)



Hack #1. Emoji Search on Google

● Find contact info by Googling for "☎" 

OR "☏" OR "✆" OR "📞" OR  "📱" OR 

"✉" OR "📧" -intitle:☎ -intitle:☏ -

intitle:✆ -intitle:📞 -intitle:📱 -intitle:✉

-intitle:📧

● Works because Google does search by 
emojis
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https://www.google.com/search?q=site%3Alinkedin.com%2Fin+%22%E2%98%8E%22+OR+%22%E2%98%8F%22+OR+%22%E2%9C%86%22+OR+%22%F0%9F%93%9E%22+OR+%22%F0%9F%93%B1%22+OR+%22%E2%9C%89%22+OR+%22%F0%9F%93%A7%22+-intitle%3A%E2%98%8E+-intitle%3A%E2%98%8F+-intitle%3A%E2%9C%86+-intitle%3A%F0%9F%93%9E+-intitle%3A%F0%9F%93%B1+-intitle%3A%E2%9C%89+-intitle%3A%F0%9F%93%A7&num=100&newwindow=1&filter=0


Twitter Emoji Search 🙂

● Note that you cannot find emoji on 

LinkedIn, but you can on Twitter:

● "☎ 415"

● ✉ jobs security
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https://twitter.com/search?q=%22%E2%98%8E%20415%22&src=typed_query&f=live
https://twitter.com/search?q=%E2%9C%89%20jobs%20security&src=typed_query&f=live


Emjois on LinkedIn 🙂

● On LinkedIn, search with no 

restrictions by using an emoji –

officially impossible (i.e., searching 

for a symbol finds every profile)

● (As a side note, the latest LinkedIn 

people search avoids your first 

connections as long as it can)
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Hack #2. 10X Your Search Terms on 
Google with CSE Synonyms

● Google has a limit of 32 keywords

● Cases, where we want more terms, include searching for lists of terms such as 

schools or target companies

● Custom Search Engine’s Synonyms mechanism is a way to overcome the limit of 32
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Google Custom Search Engines - CSEs

● Google Custom (now, "Programmable") Search Engines is a software layer on top of 

Google.com, filtering results for customized output

● Create at cse.google.com

● Run at a generated (shareable) public link

● CSEs allow to define keyword synonyms – we will use this mechanism to push 

Google’s keyword limit

● I will also talk about CSE operators at the end
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https://cse.google.com/


Synonyms

"When I use a word," Humpty Dumpty said, in rather a 

scornful tone, "it means just what I choose it to mean -

neither more nor less."



Defining Synonyms

• Google will automatically search for 
synonyms - it is its "built-in" feature

• However, if you want to include 
related words that may not quite be 
considered synonyms, the CSE 
Synonyms mechanism 
accommodates that



How to Use Synonyms for Long 
ORs

1) Define f1 to have 10 synonyms from the list of your terms 

to search; f2, the next 10 words, etc. 

2) Set the CSE to append this string automatically: f1 OR f2 

OR f3 OR f4 OR f5 OR f6 OR f7 OR f8 OR f9 OR f10 

3) The appended string is a logical OR for 100 terms (in this 
case) – you can go to 500!

Fortune 100 Companies

This CSE auto-appends a long OR of Fortune 100 company 
names to the end-user search

https://cse.google.com/cse?cx=009462381166450434430:xcvjlqko6es


Example Search (Fortune 100)

● Searching for "layoffs" finds 

pages that mention layoffs and 

at least one Fortune 100 

company (typically, just one)
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https://cse.google.com/cse?cx=009462381166450434430:xcvjlqko6es#gsc.tab=0&gsc.q=layoffs&gsc.sort=


Women’s Names (LinkedIn)

https://cse.google.com/cse?cx=009462381166450434430:6lm5zrqbq1p


Hack #3. Find Documents in Images

● Some document storage sites include an image of each public document along with 

the content (SlideShare is an example)

● Example search in Images: site:gov "strictly confidential" OR "for internal use only" OR 

"not for distribution“ ;)
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https://www.google.com/search?q=site%3Agov+%22strictly+confidential%22+OR+%22for+internal+use+only%22+OR+%22not+for+distribution%22&num=100&newwindow=1&filter=0


Hack #4. Facebook Photo Discovery

● Facebook interprets photos and inserts the interpretation text into its 

public pages HTML code

● Googlebot indexes these interpretation phrases

● The two Facebook phrases most common for tagging photos are:

1. "Image may contain… ", for example, "image may contain 7 people"

2. "Text that says," for example, "text that says right to left"
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Facebook Counts People Precisely!
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Find People and Events in Facebook-
shared Photos 



Find Other Objects



How to Find Individual Photos, Not 
Pages

● site:facebook.com/*/photos/a

● site:facebook.com/*/photos/a "image may contain 1 person" investigative journalist

https://www.google.com/search?q=site:facebook.com%2F*%2Fphotos%2Fa%20%22image%20may%20contain%201%20person%22%20investigative%20journalist&tbm=isch&safe=images&tbs=itp:face


The Number One Reason
to Source in Images

● Search in images 

produces more 

clickable results than 

"all" search (e.g., 800 

vs. 350)

● It mostly produces 

complementary 

results!



Images Form a Separate Database

● "Images, Videos, News, Web, 

Scholar (etc.) are all in separate 

indices. Normally we blend all 

of the results together, which is 

why you’ll see images in a 

query. BUT if you search "All" 

for image filetypes, you won’t 

find them because they’re in a 

separate index." (from Dan 

Russell of Google)



Hack #5. Search in Images for 3x Results

Example:

• site:www.linkedin.com/in "registered nurse" dallas tx

• site:www.linkedin.com/in "registered nurse" dallas tx imagesize:200×200

• Google search = 350 profiles

• Image search = 800

• Results overlap = 14

• Total = 1,100 profiles

https://www.google.com/search?q=site%3Awww.linkedin.com%2Fin+%22registered+nurse%22+dallas+tx&num=100&newwindow=1&filter=0
https://www.google.com/search?q=site%3Awww.linkedin.com%2Fin+%22registered+nurse%22+dallas+tx+imagesize%3A200x200&tbm=isch


Collect & Combine Results
from Google and Images

● Use (for example) Instant Data Scraper – export into Excel, then deduplicate and 

filter

https://chrome.google.com/webstore/detail/instant-data-scraper/ofaokhiedipichpaobibbnahnkdoiiah?hl=en-US


Get All Results in One Set

● Example results from image 

search:
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Hack #6 Combine Reverse Image Search 
and site:

● Google Image Search works with most search operators, including site:

● Google Image Search has its own operator imagesize:

● In Image Search, you can combine Reverse Image Search and a search string -

● To locate copies of the original image on a given site, or on pages including search 

terms

● Example applications follow
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Find Company Employees

● Search by a company logo combined 

with LinkedIn X-Ray to find 

members by current or past 

employees

● (Use the same logo as the 

company’s LinkedIn page)
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Find School Graduates

● Search by a university logo 

combined with LinkedIn X-Ray to 

find grads
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Find Women on XING

● Find female XING members with 

no profile picture:
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Hack #7. The "Image for" LinkedIn X-
Ray

● Template: site:linkedin.com/in "image for <type of content>"

● Data you can search for is the same as for combining reverse image search with the 

site: operator:

○ Companies

○ Schools

○ Associations

○ Certifications

○ Groups

○ Posts, shares, and likes
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X-Ray LinkedIn 
for Certifications

● site:de.linkedin.com/in "image for Certified Information Systems Security Professional"

● Other examples:

○ E-Commerce UX Professional

○ Financial Planner

○ Ethical Hacker

○ Patent Examiner

○ Legal Translator

○ Women's Business Enterprise

○ LabVIEW Associate Developer

https://www.google.com/search?q=site%3Ail.linkedin.com%2Fin+%22image+for+Certified+Information+Systems+Security+Professional%22&num=100&newwindow=1&filter=0


LinkedIn X-Ray for Shares

● site:linkedin.com/in "image for * * activity 

called <your keywords>"



Hack #8. LinkedIn Profiles in Incognito

● LinkedIn prevents us from seeing profiles in incognito after the first few

● To overcome, use Google’s Mobile-Friendly Test

https://search.google.com/test/mobile-friendly


Upcoming CSE Book (April 2021)

● Custom Search Engines – Discover 

more:
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• Slides
http://bit.ly/OSINT-
LinkedIn-Google contain 
an Appendix on CSEs

http://bit.ly/OSINT-LinkedIn-Google


Thank You! Questions?

Meet me in Slack now ☺

Contacts and Sites:

Irina@braingainrecruiting.com
☏ 1-510-233-9493

twitter.com/braingain
linkedin.com/in/irinashamaeva

• Blog booleanstrings.com

• Sourcing/Research/Recruiting braingainrecruiting.com/sourcing

• Training and Certification sourcingcertification.com

• Diversity Training and Certification sourcingcertification.com/diversitycertification

• Tool Social List sociallist.io

mailto:Irina@braingainrecruiting.com
https://twitter.com/braingain
https://linkedin.com/in/irinashamaeva
https://booleanstrings.com/
https://braingainrecruiting.com/sourcing
https://sourcingcertification.com/
https://sourcingcertification.com/diversitycertification
https://sociallist.io/
https://sociallist.io/
https://sourcingcertification.com/webinars/
http://www.linkedin.com/in/irinashamaeva
http://booleanstrings.com/

