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Cneymanunct no nHpopmaLMoHHOV 6e3onacHOCT

Cneumanunsaunm:

— Cneuyumanuct no MHPopmaLMOHHOM 6e3onacHoCTH
— TecTmpoBLLMK
TVN 3aHATOCTW: MOJIHAA 3aHATOCTb, YaCTUYHAsA 3aHATOCTb, MPOEKTHas
paboTa/pa3oBoe 3ajaHune
dopmaT paboTkl: Ha MecTe paboTogaTensl, yaanéHHO
XenatenbHoe Bpemsi B NyTW A0 paboThbl: HE MeeT 3HaYeHs

Jekabpb 2025 —
Maii 2026
6 MecsLueB

NtoHb 2024 —
Anpenb 2026
1rog 11 mecsaues

000 YMK

MeTannyprusi, MeTannoobpaboTka
* MeTannnueckune nsgenns, MeTaJloKOHCTPYKLM (MPOABMXEHMe, ONTOBas TOProBs/s)

Cneumannct No MHopmMaLMOHHOM 6e3onacHOCTU

- CobnroeHre 3aKOHOAATENLCTBA B 061aCTV MHPOPMALMOHHOM 6€30MacHOCTU U MHGOPMALIMOHHbIX
TexHosornmn

- PaspaboTka HOPMaTUBHbIX JOKYMEHTOB Mo MHGOPMaLIMOHHOM 6e30MacHOCTH

- NpoBegeHne perynspHbiX ayAnToB 6€30MacHOCTA 415 BbISIBAEHUS MOTEHLMabHbIX YS3BUMOCTEN 1
cnabbix MecT B CMCTeMax

- TectTnpoBaHue 6e30MacHOCTU

- NpoBegeHne 0byyeHWs Ana COTPYAHNKOB WAV KIMEHTOB OpraHn3aumm 6a3oBbIM NpUHLUMNam
nHpopMaLMoHHOW 6e3onacHOCTN

- OpraHusaumsa 1 obecrieyeHe 3aLMTbl MePCOHasNbHbIX AaHHbIX

- KOHTpONb BbINOAHEHNS TpeboBaHMN KnbepbesonacHOCTM pPaboTHMKaMM KOMMNaHUN

- Pazpabortka cTpaTernmn obecneveHus MHGOpPMaLMOHHOM 6e30MacHOCTM B OpraHu3aumnm

- Peanusauymsa crpaternin 6esonacHoOCTV ANs NpeAoTBPaLLeHNS HeCaHKLMOHMPOBAHHOIO 4OCTyNa K
ceTAM opraHusaLumm, KOHGUrypmnpoBaHme 1 06CyXmnBaHNE MeXCeTeBbIX 3KPAaHOB A/ KOHTPOS
Tpaduka

- OnpegeneHne Mep NPOTUBOAEICTBUSA aTakam Ha MHGOPMaLIMOHHbIE CUCTEMBI

Marnk

VHpOpMaLMOHHbIe TEXHONOTNN, CUCTEeMHAs NHTerpauus, MHTepHeT
* PaspaboTka nporpaMmMHOro obecneveHus
+ CCTeMHas MHTerpaumsa, aBToMmaTmsaLms TeEXHONOrMYeckmnx N b13Hec-NpoLeccoB NPeanpusaTUS,
NT-KOHCANTUHT

Cneuymannct HGOpMaLMOHHOW 6e30MacHOCT



oHb 2024 —
Asryct 2024
3 mecqaua

- CobntogeHne 3akoHoAaTeNnbCTBa B 061aCTV MHPOPMAaLMOHHOM 6@301acHOCTU U MHGOPMALVOHHbIX
TexHonoruni

- PazpaboTka HOpMaTUBHbIX JOKYMEHTOB No MHPOPMaLMOHHOM 6e30MacHOCT

- NpoBegeHne perynspHbiX ayAnToB 6€30MacHOCTU 415 BbISBAEHUSA MOTEHLMaNbHbIX YA3BUMOCTeN 1
cnabbIx MecT B cMCTemMax

- NpoBegeHne 0byyeHns a1a COTPYAHNKOB WAV KIMEHTOB OpraHn3aLlmm 6a3oBbIM MpUHLUMNam
nHpopMaLMoHHOW 6e3onacHoOCTN

- OpraHusaumsa 1 obecrieyeHe 3aLUTbl MePCOHasNbHbIX AaHHbIX

- TecTupoBaHue 6e30MacHOCTU

- PazpaboTtka cTpaTernun obecneveHus MHGoOpMaLMOHHOM 6e30MacHOCTM B OpraHu3aumnm

- Peanunsaumsa crpaternin 6esonacHoCTV ANs NpeAoTBPaLLeHNS HeCaHKLMOHMPOBAHHOIO A4OCTyNa K
ceTAM opraHusaumm, KOHGUrypmpoBaHue 1 06CnyXnBaHne MexceTeBbIX 3KPAaHOB A/ KOHTPOS
Tpaduka

- ObecneyeHue becnepeboiHOM PaboTbl TEXHUYECKMX U MPOrPaMMHbIX CUCTEM MHPOPMaLMOHHON
6e3oMnacHoCcTn

- KOHTpONb BbINOMHEHNS TPeboBaHMN KnbepbesonacHOCTM paboTHMKaMM KOMMNaHUN

Komnac nntoc
Cneumannct no nHopmaLUMoHHOM 6e3onacHoOCTH

- CobnrogeHre 3aKOHOAATENLCTBA B 061aCTV MHPOPMALMOHHOM 6€30MacHOCTU U MHGOPMALIMOHHbIX
TexHoornm

- Pa3paboTka HOPMAaTUBHBIX JOKYMEHTOB Mo MHGOPMaLIMOHHOM 6e30MacHOCTH

- NpoBegeHMe perynsipHbiX ayAnToB 6€30MacHOCTU 415 BbISBAEHWS MOTeHLMaNbHbIX YS3BUMOCTEN 1
cnabbIx MecT B cucTemax

- NpoBegeHne 0byyeHnsa A8 COTPYAHNKOB WU KIMEHTOB OpraHu3aumm 6a3oBbiM NpuHLUMAam
nHGOpPMaLMOHHO 6e3o0nacHoCTH

- TecTpoBaHue 6e30MacHOCT

- OpraHusauus 1 obecriedeHe 3aUTbl MePCOHabHbBIX AaHHbIX

- KoHTponb BbINOAHEHNS TpeboBaHMN KnbepbesonacHOCTM pPaboTHMKaMM KOMMNaHUN

- PazpaboTka cTpaTernmn obecneveHns MHGOpPMaLMOHHON 6€30MacHOCTM B OpraHu3aumnm

- Peanusaumsa ctpaternin 6esonacHocT Ans NpeAoTBPaLLEeHNS HeCaHKLMOHNPOBAHHOIO JOCTyNa K
ceTAM opraHusaumm, KOHGUrypmpoBaHme 1 06CyXnBaHNEe MeXceTeBbIX 3KPaHOB A/ KOHTPOS
Tpaduka

- OnpegeneHve Mep NPOTUBOAENCTBNA aTakaM Ha MHPOPMaLMOHHbIEe CUCTEMBI

CpegHee cneunanbHoe

2026
CpesHee
cneymansHoe

3HaHWe S3blKoB

Hasbikn

MAInK

NHpopMaLmoHHas 6e30MacHOCTb, 3aLmTa MHGOPMaLUN TeNeKOMMYHUKALMOHHbIX

Pycckumin
AHTINACKNIA

MHpopmaLmoHHaa 6e3onacHOCTb  AyauT MHPOPMaLMOHHOM 6e30MacHoCT
TecTmpoBaHue 6e3o0nacHOCT UT-nHdpactpyktypa  DevSecOps  Kali Linux
Linux  Py4yHoe TecTmpoBaHue 3aLmTa nepcoHassbHbIX JaHHbIX

CuctemMHbI agMuHuctpatop OWASP Top 10 SOC  WAF  OWASP  Flrewall
Pentest Unix  Shell Scripting



060 MHe

Pentester. O61ajato 3KCNepPTHbIMU 3HAHWSIMU B aAMUHUCTPUPOBAHUN 1 BHYTPEHHEM YCTpOlicTBE
Linux n Windows. Cneuuanunsmpytock Ha riaybokoM aHannse 3alneHHOCTY MHGPacTpyKTypbl,
MOZENNPOBaHMM Yrpo3 U MOUCKE CIOXKHBIX YSI3BUMOCTENA.

TexHNYeCcKni Kpyro3op rno3BoJiieT MHe BbIXOAMTb 3a paMK/ CTaHAAPTHbLIX CKaHEpPOB: S
aBTOMATM3MNPYIO PYTMHHbIE 3ag4a4m Ha Python v Bash, a Takxe nccieayo HN3KOypoBHEBbIE
MeXaHM3Mbl paboTbl cucTem 6narogaps 3HaHMIO C++. NOCTOAHHO YrAy6a5t0Ch B CMeXHble 061acTun
6e30MacHOCTU: OT KpUnTorpadpmnyeckmx NPOTOKONOB 4O NOMHOW aBTOMaTU3aLMN TeECTUPOBAHUS.
YMeto coyeTaTb Xakepckoe MbllneHne ¢ YeTKOW JOKYMeHTaLnel 1 0THETHOCTbH.

Pentest: Burp Suite, Nmap, Metasploit, SQLmap, ffuf, BloodHound
Web/API: OWASP Top 10, OWASP WSTG, REST API, JWT, OAuth
Infrastructure: Linux, Windows Server, AD, GPO, SMB, Kerberos
Network: TCP/IP, DNS, DHCP, VPN, Firewall, WAF

Blue Team: SIEM, SOC, aHann3 cobbITUIA, pearnpoBaHme Ha NHLMAEHTbI
DevSecOps: SAST/DAST, SCA, SBOM, Docker, Git

Automation: Python, Bash, C++

Standards: MITRE ATT&CK, PTES, OWASP



